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1. Introduction

text
2. Proposal
9.5.1
Common attributes

Many of the attributes of the resources described in the present document are common. Those attributes are described here once in order to avoid duplicating the description for every resource that contains it.

Attributes that are only used in one or two resource types are described only in the section for that resource.
In all tables representing resource attributes, each attribute name is followed by its “short name” in brackets that shall be used in XML resource representations to be transferred across reference points.
Table 9.2
	Common Attributes
	Description

	resourceType (rT)
	Resource type. URI of addressed resources are concatenation of resource name tokens assigned at creation time by the issuer without indication of resource type. The WO resourceType attribute stores in a two capital letters token the information usefeul for procedure processings, e.g. CO for <container>, CI for <contentInstance>.

	accessRightID (aRI)
	URI of an access rights resource. The permissions defined in the accessRight resource that is referenced determine who is allowed to access the resource containing this attribute for a specific purpose (retrieve, update, delete etc.).

If a resource type does not have an accessRightID attribute definition, then the accessRights for resources of that type are governed in a different way, for example, the accessRight associated with the parent may apply to a child resource that does not have an accessRightID attribute definition, or the permissions for access are fixed. Refer to the corresponding procedures to see how permissions are handled in these cases.

If a resource type does have an accessRightID attribute definition, but the (optional) accessRightID attribute is not set, or it is set to a value that does not correspond to an valid, existing, accessRight resource, or it refers to an accessRight resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access permissions shall apply.

The system default access permissions grant all permissions (i.e. the full set of permissionsFlags) to the following permission holders depending on the prefix of URI of the resource.

The permissionHolders for prefixes from most specific to least specific are as follows:

<cseBase>/ cse<cse>/ cse<cseAnnc>/ <applicationAnnc>: the hosting CSE, the CSE corresponding to the <cse> resource, the CSE corresponding to the <cseAnnc> resource and the Application corresponding to the <applicationAnnc> resource shall be the permissionHolders.
<cseBase>/ cse<cse>/ cse<cseAnnc>: the hosting CSE, the CSE corresponding to the <cse> resource and the CSE corresponding to the <cseAnnc> resource shall be the permissionHolders (Applicable only for Procedure 2 as defined in clause 6.5)

<cseBase>/ cse<cse>/ <applicationAnnc>: the hosting CSE, the CSE corresponding to the <cse> resource and the Application corresponding to the <applicationAnnc> resource shall be the permissionHolders.
<cseBase>/ cse<cse>: the hosting CSE and the CSE corresponding to the <cse> resource shall be the permissionHolders.
<cseBase>/ <application>: the hosting CSE and the Application corresponding to the <application> resource shall be the permissionHolders.

<cseBase>: the hostingCSE shall be the permissionHolder.

	announceTo (aT)
	In a request on X, this is interpreted as the list of the CSEs that the CSE will try to announce to on behalf of the requestor. In responses, the list indicates the actual list of resources to which the resource is announced at the moment.

If this attribute is not provided in requests on the X, the local CSE will decide where the resource will be announced.

	creationTime (cT)
	Time of creation of the resource.

	expirationTime (eT)
	Absolute time after which the resource will be deleted by the hosting CSE. This attribute can be provided by the issuer, and in such a case it will be regarded as a hint to the hosting CSE on the lifetime of the resource. The hosting CSE can however decide on the real expirationTime. If the hosting CSE decides to change the expirationTime attribute value, this is communicated back to the issuer.
The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE verb. Or by deleting the attribute value, e.g. by not providing the attribute when doing a full UPDATE, in which case the hosting CSE can decide on a new value.

	filterCriteria (fC)
	This are criteria that filter the results. They can either be used in a GET (as query parameters) or in a subscribe.

	lastModifiedTime (mMT)
	Last modification time of a resource.

	link (lk)
	URI of the related remote resource. In an announced resources, this is the URI of the announcing resource. In an <cse> resource, this is the URI of the <cseBase> resource of the registered CSE.

	searchStrings (sS)
	Tokens used as keys for discovering resources.


9.5.x
Resource accessRight
Access rights are defined as "white lists" or permissions, i.e. each permission defines "allowed" entities (defined in the permissionHolders) for certain access modes (permissionFlags). Sets of permissions are handled such that the resulting permissions for a group of permissions are the sum of the individual permissions. I.e., an action is permitted if it is permitted by some / any permission in the set.
By setting an accessRightID attribute on a resource, the permissions for accessing that resource are then defined by the permissions defined in the accessRight resource.)
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Figure 9.5.x-.1: Structure of accessRight resource
(only specific resource attributes are shown)
The resource shall contain the child resources according to their multiplicitly in Table 9.5.y-1 (0 indicated the optionality of the child resource).
Table 9.5.y-1: Child resources of accessRight resource 
	Child Resource Name
	Child Resource Type
	Multiplicity
	Description

	subscriptions (subs)
	<subscriptions>
	1


	See section 9.5.z


The resource shall contain the attributes according to their multiplicitly in Table 9.5.x-1 (0 indicated the optionality of the attribute).
Table 9.5.x-1: Attributes of accessRight resource 
	AttributeName
	Multiplicity
	RW/
RO/

WO

	Description

	resourceType (rT)
	1
	RO
	See section <XRef <section> where the common attribute is described.>

	expirationTime (eT)
	1
	RW

	See section <XRef <section> where the common attribute is described.>

	searchStrings (sS)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>

	creationTime (cT)
	1
	RO

	See section <XRef <section> where the common attribute is described.>

	lastModifiedTime (lMT)
	1
	RO


	See section <XRef <section> where the common attribute is described.>

	announceTo (aT)
	1
	RO


	See section <XRef <section> where the common attribute is described.>

	permissions (ps)
	1
	RW

	The list of permissions defined by this accessRight resource. These permissions are applied to resources referencing this accessRight resource using the accessRightID attribute.

	selfPermissions (sP)
	1
	RW

	Defines the list of permissions for the accessRight resource itself.


The permissionFlags and the permissionHolders could then be generalised to actions (which might be granting access, but might also be more specific, like granting access to a subset, i.e. filtering part of the data). The permissionHolders could be generalised to conditions, which may include things like the identity of the requestor, everybody except specified identities, but it might also include time based conditions etc.
9.5.x1
Resource accessRightAnnc

This resource shall represent an active announcement of an <accessRight> resource in another CSE. The <accessRightAnnc> resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRightID and the searchStrings attributes in sync with the resource that is announced.

The following rule apply:

<cseBase1>/ <accessRight> announced on <cseBase2> as <cseBase2>/ <accessRightAnnc>.

Where <cse1> is the resource created when <cseBase1> registered with <cseBase1> and <appAnnc> is the announced resource for <app>.

The announcing CSE shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <accessRight>Annc.
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Figure 9.5.x1-.1: Structure of accessRightAnnc resource
(only specific resource attributes are shown)

The accessRightAnnc resource shall not contain the any sub resources 

The resource shall contain the attributes according to their multiplicitly in Table 9.5.x1-1 (0 indicated the optionality of the attribute).

Table 9.5.x1-1: Attributes of accessRightAnnc resource 
	AttributeName
	Multiplicity
	RW/

RO/

WO

	Description

	resourceType (rT)
	1
	WO
	See section <XRef <section> where the common attribute is described.>. Equal to “RA” for <accessRightAnnc> resource.

	Link (lk)
	1
	WO


	See section <XRef <section> where the common attribute is described.>. The reference to the resource that is announced here.

	accessRightID (aRI)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the accessRightID of the announced resource (indicated by the link).

	announceTo (aT)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. This shall be used to announce <accessRightAnnc> over Y’ reference point.

	searchStrings (sS)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime (eT)
	1
	RW


	See section <XRef <section> where the common attribute is described.>


9.5.y
Resource container
This resource represents a container for instances. It is used to share information among theother entities and potentially to track the data.
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Figure 9.5.y-1: Structure of container resource
(only child resources and specific resource attributes are shown)
The resource shall contain the child resources according to their multiplicitly in Table 9.5.y-1 (0 indicated the optionality of the child resource).
Table 9.5.y-1: Child resources of container resource 
	Child Resource Name
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<contentInstance>


	0..n

	<XRef <section> where the resource type is described.> 

	[variable]
	<subscription>
	0..n
	<XRef <section> where the resource type is described.> 

	[variable]
	<container>
	0..n
	See section 9.5.y 

	[variable]
	<locationContainer>
	0..n
	<XRef <section> where the resource type is described.> 


The resource shall contain the attributes according to their multiplicitly in Table 9.5.y-2 (0 indicated the optionality of the attribute).
Table 9.5.y-2: Attribute of container resource
	Attribute Name
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	XRef <section> where the common attribute is described.

	expirationTime (eT)
	1
	RW

	XRef <section> where the common attribute is described. If no accessRightID is given at thetime of creation, the accessRightIDof the parent resource is linked to this attribute

	accessRightID (aRI)
	0..1
	RW
	XRef <section> where the common attribute is described. If no accessRightID is given at thetime of creation, the accessRightIDof the parent resource is linked to this attribute

	searchStrings (sS)
	0..1
	RO

	XRef <section> where the common attribute is described.

	creationTime (st)
	1
	RW

	XRef <section> where the common attribute is described.

	lastModifiedTime (lMT)
	1
	RO

	XRef <section> where the common attribute is described.

	announceTo (aT)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. This shall be used to announce <containerAnnc> over Y’ reference point.

	maxNrOfInstances (mi)
	0..1
	RW

	Maximum number of instances of  <contentInstance> child resources 

	maxByteSize (mb)
	0..1
	RW

	Maximum number of bytes that is allocated for a <container> resource for all instances of a <contentInstance> resources within the ‘contentInstances’ collection.

	maxInstanceAge (ma)
	0..1
	RW

	Maximum age of instances of a <contentInstance> resources within the ‘contentInstances’ collection , the value is expressed in seconds.

	currentNrOfInstances (ni)
	1
	RO
	Current number of instances in a <container> resource. It is limited by the maxNrOfInstances.

	currentByteSize (nb)
	1
	RO
	Current size in bytes of data stored in a <container> resource. It is limited by the maxNrOfBytes.

	Latest (lt)
	0..1
	RO
	Reference to latest instance, when present.

	Oldest (ot)
	0..1
	RO
	Reference to oldest instance, when present.


9.5.y1
Resource containerAnnc

This resource shall represent an active announcement of an <container> resource in another CSE. The <containerAnnc> resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRightID and the searchStrings attributes in sync with the resource that is announced.

The following rule apply:

<cseBase1>/ < container > announced on <cseBase2> as <cseBase2>/ < containerAnnc>.

Where <cse1> is the resource created when <cseBase1> registered with <cseBase1> and <appAnnc> is the announced resource for <app>.

The announcing CSE shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. < container >Annc.
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Figure 9.5.y1-.1: Structure of containerAnnc resource
(only specific resource attributes are shown)

The containerAnnc resource shall not contain the any sub resources 

The resource shall contain the attributes according to their multiplicitly in Table 9.5.y1-1 (0 indicated the optionality of the attribute).

Table 9.5.y1-1: Attributes of containerAnnc resource 
	AttributeName
	Multiplicity
	RW/

RO/

WO

	Description

	resourceType (rT)
	1
	WO
	See section <XRef <section> where the common attribute is described.>. Equal to “RA” for <accessRightAnnc> resource.

	Link (lk)
	1
	WO


	See section <XRef <section> where the common attribute is described.>. The reference to the resource that is announced here.

	accessRightID (aRI)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the accessRightID of the announced resource (indicated by the link).

	announceTo (aT)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. This shall be used to announce <accessRightAnnc> over Y’ reference point.

	searchStrings (sS)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime (eT)
	1
	RW


	See section <XRef <section> where the common attribute is described.>


9.5.w
Resource locationContainer

The location resource contains location information of a remote entity, and it can be based of application generated information or server based inforamtion
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Figure 9.5.w-1: Structure of locationContainer resource
(only child resources and specific resource attributes are shown)

The resource shall contain the child resources according to their multiplicitly in Table 9.5.y-1 (0 indicated the optionality of the child resource).

Table 9.5.w-1: Child resources of locatincontainer resource 
	Child Resource Name
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<contentInstance>


	0..n


	<XRef <section> where the resource type is described.> 

	[variable]
	<subscription>
	0..n
	<XRef <section> where the resource type is described.> 


The resource shall contain the attributes according to their multiplicitly in Table 9.5.w-2 (0 indicated the optionality of the attribute).

Table 9.5.w-2: Attribute of container resource

	Attribute Name
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	XRef <section> where the common attribute is described.

	expirationTime (eT)
	1
	RW


	XRef <section> where the common attribute is described. If no accessRightID is given at thetime of creation, the accessRightIDof the parent resource is linked to this attribute

	accessRightID (aRI)
	0..1
	RW
	XRef <section> where the common attribute is described. If no accessRightID is given at thetime of creation, the accessRightIDof the parent resource is linked to this attribute

	searchStrings (sS)
	0..1
	RO


	XRef <section> where the common attribute is described.

	creationTime (st)
	1
	RW


	XRef <section> where the common attribute is described.

	lastModifiedTime (lMT)
	1
	RO


	XRef <section> where the common attribute is described.

	announceTo (aT)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. This shall be used to announce <containerAnnc> over Y’ reference point.

	maxNrOfInstances (mi)
	0..1
	RW


	Maximum number of instances of  <contentInstance> child resources 

	maxByteSize (mb)
	0..1
	RW


	Maximum number of bytes that is allocated for a <container> resource for all instances of a <contentInstance> resources within the ‘contentInstances’ collection.

	maxInstanceAge (ma)
	0..1
	RW


	Maximum age of instance of the <contentInstance> resources , the value is expressed in seconds.

	currentNrOfInstances (ni)
	1
	RO
	Current number of instances in a <container> resource. It is limited by the maxNrOfInstances.

	currentByteSize (nb)
	1
	RO
	Current size in bytes of data stored in a <container> resource. It is limited by the maxNrOfBytes.

	Latest (lt)
	0..1
	RO
	Reference to latest instance, when present.

	Oldest (ot)
	0..1
	RO
	Reference to oldest instance, when present.

	locationContainerType (lCT)
	1
	WO
	Indicates the source of the location information, i.e. whether it is application generated or location server based.

In the location server based case, a retrieval request addressing the <locationContainer> resource shall trigger the hosting CSE to retrieve the corresponding location information from a location server, using the information provided in the "locRequestor" attribute of the requesting <application> resource and the "locTargetDevice" attribute of the parent <cse> resource of this <locationContainer> resource.


9.5.w1
Resource containerAnnc

This resource shall represent an active announcement of an <locationContainer> resource in another CSE. The <locationContainerAnnc> resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRightID and the searchStrings attributes in sync with the resource that is announced.

The following rule apply:

<cseBase1>/ <locationContainer > announced on <cseBase2> as <cseBase2>/ < locatineContainerAnnc>.

Where <cse1> is the resource created when <cseBase1> registered with <cseBase1> and <appAnnc> is the announced resource for <app>.

The announcing CSE shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <LocatinContainer >Annc.


[image: image6]
Figure 9.5.w1-.1: Structure of accessRightAnnc resource
(only specific resource attributes are shown)

The LocationContainer resource shall not contain the any sub resources 

The resource shall contain the attributes according to their multiplicitly in Table 9.5.w1-1 (0 indicated the optionality of the attribute).

Table 9.5.w1-1: Attributes of accessRightAnnc resource 
	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	WO
	See section <XRef <section> where the common attribute is described.>. Equal to “RA” for <accessRightAnnc> resource.

	Link (lk)
	1
	WO


	See section <XRef <section> where the common attribute is described.>. The reference to the resource that is announced here.

	accessRightID (aRI)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the accessRightID of the announced resource (indicated by the link).

	announceTo (aT)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. This shall be used to announce <accessRightAnnc> over Y’ reference point.

	searchStrings (sS)
	0..1
	RW


	See section <XRef <section> where the common attribute is described.>. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime (eT)
	1
	RW


	See section <XRef <section> where the common attribute is described.>


9.5.z
Resource contentInstance

The contentInstance resource represents a data instance in the container. The content of the instance is opaque to the M2M platform and it might even be encrypted. However, there is meta-data associated with an instance which shall be accessible.

Contrary to other resources, the <contentInstance> resource cannot be modified once created, regardless of the accessRightID associated with the parent resource. An instance may be deleted explicitly or it may be deleted by the platform based on policies. If the platform has policies for the instance retention these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge on the <container> resource. If multiple policies are in effect, the strictest policy shall apply.
The <contentInstance>resource inherit the same access rights of the parent <container> resource, and does not have its own <accessRights> attribute.
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Figure 9.5.z-1: Structure of contentinstance resource
(only child resources and specific resource attributes are shown)
The resource shall contain the attributes according to their multiplicitly in Table 9.5.z-2 (0 indicated the optionality of the attribute).
Table 9.5.z-2: Attribute of contentIstance resource
	Attribute Name
	Multiplicity
	RW/
RO/
WO
	Description

	rT (resourceType)
	1
	RO
	XRef <section> where the common attribute is described.

	sS(searchStrings)
	0..1
	RW
	XRef <section> where the common attribute is described.

	cT(creationTime)


	1
	RO

	XRef <section> where the common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	XRef <section> where the common attribute is described.

	tOC(typeOfContent)
	1
	WO
	Optional type of the content included in the content attribute. This is media-type as defined in reference to stage 3

	cS(contentSize)
	1
	WO
	Size in bytes of the content attribute.

	dT(delayTollerance)
	1
	WO
	The time before the addition of the containing <contentInstance> resource shall be notified to any subscribers.

	c(content)
	1
	WO
	Real opaque content of an instance. This may for example be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.


9.5.k
Resource subscription
A subscription resource shall represent an active (asynchronous) subscription to a resource. I.e. <resourceURI> /<subscription> denotes an active subscription to the resource identified by the resourceURI.

Subscriptions shall only be possible on resources that allow a subscription sub-resource.

The <subscription> resource does not have any accessRightID associated with it. The following permissions shall apply.

The subscriber (i.e. the entity that created the subscription) shall have at least READ permission on the parent resource
To subscribe to a resource it is needed to create a subscription resource under the parent ressource. A change in the parent resource that matches the specified filtercriteria in the subscription generates the notification of the detected change to the entity that is indicated in the contact attribute. 
In cases when the timeoutReason attribute is present, the <subscription> resource behaves as a timer; and a notification at the expiration time event with the appropriate timeout reason defined at the resource creation in accordance with the expirationTime timeout value. The subscriber shall also notified (regardless of the filtercriteria) if the parent resource (the subscribed-to resource) is removed.
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Figure 9.5.k-.1: Structure of Subscription resource
(only specific resource attributes are shown)

The resource shall contain the attributes according to their multiplicitly in Table 9.5.k-1 (0 indicated the optionality of the attribute).

Table 9.5.x-1: Attributes of subscription resource 
	AttributeName
	Multiplicity
	RW/

RO/

WO

	Description

	rT (resourceType)
	1
	RO
	XRef <section> where the common attribute is described.

	eT(expirationTime)


	1
	RW


	See section <XRef <section> where the common attribute is described.>

	cT(creationTime)


	1
	RO


	See section <XRef <section> where the common attribute is described.>

	lMT(lastModifiedTime)


	1
	RO


	See section <XRef <section> where the common attribute is described.>

	mtBN(minimalTimeBetweenNotifications)
	0..1
	RW
	Minimal time between notifications in milliseconds.
Only one of minimalTimeBetweenNotifications and delayTolerance may be specified.

	dT(delayTolerance)
	0..1
	RW
	Minimal time between event and its notification.
Only one of minimalTimeBetweenNotifications and delayTolerance may be specified.

	fC(filterCriteria)
	0..1
	WO
	See clause 9.2.2 Common attributes. This attribute is write-once, which means that if the criteria change, the issuer shall create a new subscription and delete the old one.

	cU(contactURI)
	1
	RW
	The URI where the subscriber wants to receive its notifications. This could be a URI of related to a notificationChannel resource, e.g. if the subscriber is not server capable (in the latter case the subscriptionType will be set to synchronous).

	tR(timeoutReason)
	0..1
	RW
	The textual timeout reason to be sent to the notification receiving entity at the expiration time event.

	nR(noRepresentation)
	0..1
	RW
	If present and set to TRUE, then the representation base64 encoded attribute is omitted in <notify> resource.

	subscriptionType
	1
	RO
	Denotes whether it is a long polling or an asynchronous subscription. 

Editors’note:Thie si for FFS

	aggregateURI (aU)
	0..1
	RO
	The group hosting CSE generated URI for aggregating the notifications.

	subscriberId (sI)
	1
	WO
	Creator of the <subscription> resource, i.e. requestingEntity of the CREATE <subscription> primitive.

Possible values are :

<cseBase>/ <cse>

<cseBase>/ <application>


The hosting SCL shall include a notification structure as shown below and shall send this to the contactURI specified in the subscription.

The contactURI is used to send the information to the subscriber.
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Oldest (ot)





currentByteSize


Latest (lt)


Oldest (ot)





Latest


Oldest (ot)





Oldest





0..n





locationContainerType





n





< containerAnnc>





1





Oldest





1





n





delayTolerance


fC(filterCriteria)


cU(contactURI)


tR(timeoutReason)


nR(noRepresentation)


subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





filterCriteria


cU(contactURI)


tR(timeoutReason)


nR(noRepresentation)


subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





contactURI


tR(timeoutReason)


nR(noRepresentation)


subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





timeoutReason


nR(noRepresentation)


subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





noRepresentation


subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





subscriptionType


aggregateURI (aU)


subscriberId (sI)





n





aggregateURI


subscriberId (sI)





n





subscriberId








�It clarify if the attribute is:


Read/Write (RW ), i.e.it can be set by an update or a create,


Rread Only (RO), i.e. it is set by the CSE and it can only be read,


Write Once (WO), i.e. it is set by at the creation and then it can only be read.
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