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8.1
General Communication Flow Scheme

8.1.1
Description

Figure 8.1.1-1 shows the general flow that governs the information exchange within a procedure, which is based on the use of Request and Response scheme. The scheme applies to communications such as: 

· between an Application and a CSE (X reference point), and

· among CSEs (Y reference point).

The communications can be initiated either by the Applications or by the CSEs.
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Figure 8.1.1-1: Resource Manipulation by an Application within an Entity

8.1.2
Request

Request from an Originator to a Receiver includes the following information:

op:  operation to be executed: Create (C), Retrieve (R), Update (U), Delete (D),

to:  address of the target resource, e.g. /m2m.provider1.com/netBase/temp1,
Editor’s Note: This is made under the assumption that the CSE-ID is incorporated in the address of the target resource
fr:  ID of the Originator,
Note: fr is used for access control of the target resource. 
mi:  meta-information about the Request,

Editor's Note: Defaults for meta-information are FFS.

cn:  resource content to be transferred.

Note: The to target resource needs to be known by the Originator. It can be known either by pre-provisioning or by discovery.

Editor’s Note: How pre-provisioning and discovery are performed is FFS.

The op information shall indicate the operation to be executed at the Receiver:

Create (C):  a new resource addressable with to parameter is created,

Retrieve (R):  an existing to addressable resource is read and provided back to the Originator,

Update (U):  the content of an existing to addressable resource is replaced with cn new content,

Delete (D):  an existing to addressable resource and all its sub-resources are deleted from the Resource Storage.

Editor’s Note: This is an initial list of the verbs. The need for more verbs is anticipated to cover all use cases, configuration and functions.

The to information shall address the target resource in the Receiver. 

The fr information shall be used by the Receiver to check the Originator identity for access permission verification.
The ty information shall be present in Request for the following operations:
Create:  ty is the type of the resource to be created.
The cn information shall be present in Request for the following operations:

Create:  cn is the content of the new resource with a resource type tag in table 9.2-1,

Update:  cn is the content to be replaced in an existing resource,

Retrieve:  cn is the filter to be applied for discovery purposes.

The mi information shall be as follows:

ot:  optional originating timestamp of when the message was built,

Example usage of the originating timestamp includes: to measure and enable operation (e.g. message logging, correlation, message prioritisation/scheduling, accept performance requests, charging, etc.) and to measure performance (distribution and processing latency, closed loop latency, SLAs, analytics, etc.)

et:  optional expiration timestamp,

Example usage of the expiration timestamp includes to indicate when messages (including delay-tolerant) should expire due to the freshness of the responses being no longer of value, and to inform message scheduling/prioritisation.

rt:  optional response type: indicates whether response should contain content or the address of the content,

Example usage of the response type set to "address of the content" includes when the response content is extremely large, or when multiple response content from a target group are to be aggregated asynchronously over time

rp:  optional response persistence: indicates the duration for which the address containing the responses is to persist.

Example usage of response persistence includes requesting sufficient persistence for analytics to process the response content aggregated asynchronously over time. If an expiration timestamp is specified then the response persistence should last beyond the Request expiry time.

Once the Request is delivered, the Receiver shall analyze the Request to determine the target resource.

If the target resource is addressing another M2M node, the Receiver shall route the request appropriately.

If the target resource is addressing the Receiver, it shall: 

· Check the existence of to addressed resource,

· Identify the resource type with tag values in table 9.2-1,

· Check the permission for fr Originator to perform the requested operation, 

· Perform the requested operation (using cn content when provided),

· Respond to the Originator with indication of successful or unsuccessful operation results. In some specific cases (e.g. limitation in the binding protocol or based on application indications), the Response could be avoided.

The message flow procedure started with an Originator Request shall be considered closed when either:

· A Request is received with an expired et (expiration timestamp),


· A Response is delivered to the Originator,

· The requested operation at the Receiver is successfully completed and no Response is needed.

8.1.3
Successful Operation 

The Response from the Receiver of a Request to the Originator of that Request, in the case of a successful completion of the requested operation includes the following information:

mi:  meta-information about the Request, 

Editor's Note: Defaults for meta-information are FFS.

rs:  operation result: e.g. Okay, Okay and Done; Okay and Scheduled; Okay and In Progress, etc.,

cs:  optional additional result information, e.g. status codes,


cn:  resource content to be transferred (optional).

The mi information includes:

ot:  optional originating timestamp of when the message was built,

et:  optional expiration timestamp.

The cs information includes:

ra:  optional, address for the temporary storage of end node Responses.

The cn information may be present in a Response in the following cases:

Create: cn is the address and/or the content of created resource
Update:  cn is the content replaced in an existing resource,

Delete:  cn is the content actually deleted.

The cn information shall be present in a Response in the following cases:

Retrieve:  cn is the retrieved resource content or aggregated contents of discovered resources.

8.1.4
Unsuccessful Operation 

The Response from the Receiver of a Request to the Originator of the Request, in the case of unsuccessful completion of the requested operation includes the following information:

mi:  meta-information about the Request, 

Editor's Note: Default for meta-information are FFS.

rs:  operation result: e.g. Not okay.

cs:  optional additional result information, e.g. status codes.

The mi information includes:

ot:  optional originating timestamp of when the message was built,

et:  optional expiration timestamp.
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