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1. Introduction

In case of asynchronous request and response, the response message requires to and fr information.

This contribution is proposed to reflect oneM2M-ARC-2013-0556R01 contribution.

2. Proposal
--------------------------------------------------Start of 1st Change -------------------------------------------------
10.
Information Flows

Editor’s Note: It is FFS about the suitable section for the proposed generic call flows and potential re-org of the sections due to the correlation of current section 8 and 10.
10.1
Basic Procedures

10.1.1

CREATE (C)

The CREATE procedure shall be used by an Originator CSE or AE to create a resource on a Receiver CSE (also called the hosting CSE). 

Originator requests to create a resource by using the CREATE method. See clause 8.1.2  for the information to be included in the Request message. 

Receiver, after ensuring that the Originator has been authenticated, creates the resource. The creation of a resource shall always be allowed if the Originator has been authenticated. This is due to the fact that the requested resource is not known prior to the creation by the Originator, therefore the accessRights resource in the Receiver does not contain a priori the permission for the resource that is being created.

Editor' s Note: The statement above assumes that accessRights resources has been agreed to in the resource structure. This is a presumptive statement. The statement above to be reviewed once the definition of resource structure has stabilized.
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Figure 10.1.1-1: Procedure for CREATEing a Resource
Step 001: The Originator shall send the following information in the CREATE Request message:

op: 
C (Create); 
to: 
address of the target resource 
fr: 
ID of the Originator  
Editor's Note: AE or CSE may not have the ID upon its registration request. Alternative information for fr is FFS.
ty:
type the resource to be created

cn: 
mandatory attributes of the resource to be provided by the Originator: 

Note: Who (Originator or Receiver) provides which mandatory attributes to be specified in the Protocol Technical Specification.
Editor’s Note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.

Note: The identifier of the target resource (i.e., the name of the resource) can be optionally provided in the cn. If cn does not contain the identifier of the target resource, the hosting CSE shall provide an identifier for the resource. 

Step 002:  The Receiver shall: 

1.
Verify that the identifier, if provided by the Originator in the Create Request message, does not already exist in its resource structure. 

2.
Assign an identifier to the resource to be created if a valid identifier is not provided by the Originator.
3.  Assign default values for mandatory attributes of the resource if not provided by the Originator.
Note: How the uniqueness of the identifier is achieved is FFS. <??>.

On successful validation of the Create Request, the Receiver shall create the requested resource. 

Step 003: The Receiver shall respond with a Response message that  may contain the following information:
to: Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.

fr: Optional. ID of the Receiver.



cn:
URI and/or content of the created resource.
See clauses 8.1.3 and 8.1.4 for the information to be included in the Response message. 

General Exceptions: 

1.
The Originator is not registered with the Receiver CSE. The Receiver responds with an Error.

2.
The identifier provided by the Originator already exists at the Receiver. The Receiver responds with an Error.

3.
The Originator is not authorised to Create a resource on the Receiver. The Receiver responds with an Error.
10.1.2
RETRIEVE (R) 

The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may also request to retrieve only a specific attribute or part of an attribute by including the identity of such attribute in the Request message.
Editor's Note: The statement in the para above is not clear. Is this operation targeted for retrieving ALL attributes for a resource together (as a Group) or for specific attributes only? Depending on the answer, the text above needs to be updated. The text in the para that follows assumes that this operation is for retrieving all attributes for a resource. If the Request is for retrieving only a specific attribute, then the identity of such attribute is included in the Request message. 
Originator requests to retrieve all attributes of the target resource by using RETRIEVE Request.  See clause 8.1.2 for the information to be included in the Request message. If only specific attribute(s) or part of an attribute needs to be retrieved, the address of such attribute (e.g., the URI) shall also be included in the Request message.
Receiver performs local processing to verify the existence of requested resource and checks permissions for retrieving the information related to the resource. After the successful verification, the Receiver shall return the requested information, else an error indication shall be returned.
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Figure 10.1.2-1: 
Procedure for RETRIEVing a Resource

Step 001:
The Originator shall request to RETRIEVE a resource from the Receiver.

op:
R (Retrieve)
to: 
address of the target resource
fr:
 ID of the Originator 
Note: If a specific attribute(s) or part of an attribute needs to be retrieved, the address of such attribute(s) (e.g., URI) shall also be included in the cn information. Details are FFS, possibly for WG3 to specify (WG2 to confirm this text).

Step 002:
The Receiver shall verify the existence of the resource and check if the Originator is authorised to retrieve the resource. 

Step 003:
The Receiver shall respond with a Response message that shall contain the representation of the resource, and the following information:
to: Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.

fr: Optional. ID of the Receiver.



cn: 
content of resource retrieved

General Exceptions:

1.
The Originator is not authorized to retrieve the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.

Editor's Note: Comment by Phil J that the error-case #2 above is inconsistent. Need to discuss and adjust as necessary.
10.1.3
UPDATE (U) 

The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the "expirationTime", since a failure in refreshing this attribute may result in the deletion of the resource. Alternatively, the Originator CSE or AE can request to update only a specific attribute or part of an attribute at the target resource.
Originator requests to update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated.  See clause 8.1.2 for the information to be included in the Request message.
Receiver after verifying the existence of the addressed resource, the validity of the attributes provided and the permissions to modify them, shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.3-1: 
Procedure for UPDATing a Resource

Step 001:
The Originator shall send the following information in the UPDATE Request message: 
op:
U (Update)

to: 
address to the target resource
fr: 
ID of the Originator
cn: 
Information to be updated at the target resource 

Step 002:
The Receiver shall validate if the Originator is authorised to perform the modification to the target resource. On successful validation, the Receiver shall update the resource as requested. 

Step 003:
The Receiver shall respond with a Response message that  shall contain the following information:

to: Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.

fr: Optional. ID of the Receiver.



rs: 
Operation result

General Exceptions:

1.
The Originator is not authorized to update the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.
10.1.4
DELETE (D) 

The DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. The delete procedure shall consist of the deletion of all related information of the target resource. 

Originator requests to delete a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.
Receiver shall verify the existence of the requested resource, and the permissions for deleting the resource. The Receiver shall remove the target resource and shall return a Response message to the Originator with the appropriate operation results as specified in clause 8.1.3.
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Figure 10.1.4-1:  Procedures for DELETING a Resource

Step 001:
The Originator shall send a DELETE Request message to the Receiver.

op:
D (Delete)

to: 
address of the target resource
fr: 
ID of the Originator 
Step 002:
The Receiver shall verify the existence of the requested resource and if the Originator is authorised to delete the resource. On successful validation, the Receiver shall remove the resource.

Step 003:
The Receiver shall respond with a Response message that shall contain the following information:

to: Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.

fr: Optional. ID of the Receiver.



rs: 
Operation result
General Exceptions:
1.
The Originator is not authorized to update the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.
10.2
Resource Description
10.2.1
<container> Resource

10.2.1.1
Create <container>

This flow is used for creating a <container> resource.

Originator: the Originator can be an Application Entity or a CSE. 

Receiver or Hosting CSE: the Receiver or Hosting CSE shall validate whether the Originator has proper permissions for creating a <container> resource.

Table 10.2.1.1-1 <container> CREATE flow

	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	N/A

	Information on Request message
	op: C
fr: Originator App-Inst-ID or CSE-ID
to: Receiver CSE-ID

cn: Name of <container> resource (optional), Some mandatory and/or optional attributes defined in section x.y.z are needed.

Editor’s Note: Section x.y.z refers to the table which describes the attributes of <container> resource.

	Local processing on Hosting CSE
	No change from the basic procedure (section 10.1.1.1)

	Information on Response message
	fr: Receiver CSE-ID 

to: Originator App-Inst-ID or CSE-ID

cn: URI of the created <container> if the URI sent by the originator has been changed by the CSE or was not provided in the Request

	Post-Conditions 
	None

	Exceptions
	Local processing on Hosting CSE: 
· The provided attributes are not acceptable to the Hosting CSE or mandatory attributes are not provided by the Hosting CSE.
· The CSE does not have storage capacity to create the <container>


Editor's Note: The type of the resource to be created (ty) needs to be specified by the original contributor as part of "Information on Request message".
10.2.1.2
Retrieve <container>

This flow is used for retrieving the attributes of a <container> resource.

Originator: the Originator can be an Application Entity or a CSE.

Receiver or Hosting CSE: the Receiver or Hosting CSE shall validate whether the Originator has proper permissions for retrieving a <container> resource.

Table 10.2.1.2-1 <container> RETRIEVE flow
	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	Originator needs to retrieve a resource

	Information on Request message
	op: R

fr: Originator App-Inst-ID or CSE-ID

to: Receiver CSE-ID

cn: void

Editor’s Note: Section x.y.z refers to the table which describes the attributes of <container>

	Local processing on Hosting CSE
	No change from the basic procedure (clause 10.1.1.2)

	Information on Response message
	fr: Receiver CSE-ID 

to: Originator App-Inst-ID or CSE-ID. In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.
cn: attributes of the <container> resource 

Editor’s Note: The procedures for the retrieval of subresources is FFS.

	Post-Conditions 
	None

	Exceptions
	Local processing on Hosting CSE: 

· The provided attributes are not acceptable to the Hosting CSE or mandatory attributes are not provided by the Hosting CSE.


10.2.1.3
Update <container>

This flow is used for updating the attributes and the actual data of a <container> resource.

Originator: the Originator can be an Application Entity or a CSE.

Receiver or Hosting CSE: the Receiver or Hosting CSE shall validate whether the originator has proper permissions for updating a <container> resource.

Table 10.2.1.3-1 <container> UPDATE flow
	Description

	Call Flow Type
	UPDATE

	Pre-Conditions 
	Originator needs to update a resource

	Information on Request message
	op: U

fr: Originator App-Inst-ID or CSE-ID

to: Receiver CSE-ID
cn: the attributes which to be updated. 

	Local processing on Hosting CSE
	No change from the basic procedure (clause 10.1.1.3)

	Information on Response message
	No change from the basic procedure (clause 10.1.1.3)

	Post-Conditions 
	None

	Exceptions
	Local processing on Hosting CSE: 

· The provided attributes are not acceptable to the Hosting CSE or mandatory attributes are not provided by the Hosting CSE.


10.2.1.4
Delete <container>

This flow is used for deleting a <container> resource residing under a <container> or <locationContainer> resource.

Originator: the Originator can be an Application Entity or a CSE.

Receiver or Hosting CSE: the Receiver can be a CSE.

Table 10.2.1.4-1 <Container> DELETE flow
	Description

	Call Flow Type
	DELETE

	Pre-Conditions 
	Originator needs to delete a resource

	Information on Request message
	op: D

fr: Originator App-Inst-ID or CSE-ID

to: Receiver CSE-ID
cn: void

	Local processing on Hosting CSE
	No change from the basic procedure (clause 10.1.1.4). Shall check for child resources and delete all child resources and shall delete child references in parent resources.

	Information on Response message
	No change from the basic procedure (clause 10.1.1.4)

fr: Receiver CSE-ID 

to: Originator App-Inst-ID or CSE-ID In case this is a response carrying the result of an operation triggered by a non-blocking request , “rd” information can be used.
cn: void 

	Post-Conditions 
	None

	Exceptions
	None


10.2.2
<xxxx> Resource
<text TBD>

10.3
Detailed Procedures

10.3.1
Access to Remotely Hosted Resources via CMDH CSF

10.3.1.1
Introduction to use of <delivery> related flows 

In this introduction an example for delivering information via the use of the <delivery> resource is explained. 

The information flow depicted in Figure 10.3.1.1-1 defines the exchange of Requests/Responses for processing an original request targeting a resource that is not hosted on the Local CSE of the request Originator. The following assumptions hold:

· Originator is AE1;

· AE1 is registered with CSE1, i.e. CSE1 is the local CSE for AE1;

· The original Request is an "UPDATE" to a remote resource hosted on CSE3, i.e. CSE3 is the Hosing CSE for the target resource;

· "UPDATE" options in the original Request are selected such that no feedback after completion of the update operation was requested, i.e. AE1 decided that it does not need to hear back from CSE3; this is expressed by setting the "rc" information in "mi" to "None", see Clause 8.1.2.
· Delivery related parameters included in "mi" (may be set via a default): "et", "ls" , "ec", "da" and "rp";
· "ls" would reflect how long the forwarding of the request can last at most
· "et" would reflect how long the request shall be processed on the local CSE at most
· "ec"  indicates the event category that should be used by CMDH to handle this request
· "rp" would reflect how long after the request has expired, the local request resources should still be available for retrieving status or result information.
· "da" would be set to on indicating that <delivery> resource shall be used for forwarding the request
· CSE1 is the CSE of an Application Service Node.
· CSE1 is registered with CSE2 and interacts with CSE2 via the reference point Mcc(1).
· CSE2 is the CSE of a Middle Node
· CSE2 is registered with CSE3 and interacts with CSE3 via the reference point Mcc(2)

· CSE3 is the CSE of an Infrastructure Node.

Under these assumptions, the Originator AE1 is getting a confirmation from CSE1 when the original Request is accepted. The response indicates only that CSE1 has accepted the Request and will execute on the requested operation. Furthermore, AE1 has expressed by setting "rc" to "None" that no result of the requested operation is expected to come back from CSE3. With the provided reference (Req-Ref in Figure 10.3.1.1-1), AE1 can retrieve the status of the issued request at a later time, for instance to find out if the request was already forwarded to CSE2 or if it is still waiting for being forwarded on CSE1. Before accepting the request from AE1, CSE1 has also verified if the delivery related parameters expressed by AE1 (settings of "ls", "et" and "ec") are in line with provisioned policies. AE1 may not be authorized to use certain values for "ls" "et" or "ec".

In line with the delivery related parameters, CSE1 is generating a local <delivery> resource on CSE1 and attempts to forward the content of it in line with provisioned policies at a suitable time and via a suitable connection to CSE2 by requesting the creation of a <delivery> resource on CSE2.

CSE2 may confirm the acceptance of the Request for creation of a <delivery> resource to CSE1. Confirmation of acceptance of a Request to create a <delivery> resource between two CSEs – here the acceptance by CSE2 indicated to CSE1 – is subject to details in protocol specifications and may not always occur in CMDH processing.

When CSE2 has accepted the incoming request from CSE1, CSE1 may delete the data attribute of the local <delivery> resource. Furthermore – if the expiration time of the local <delivery> resource is not exhausted – the local CSE shall update the status of the local <delivery> resource to indicate that it has been forwarded to CSE2. CSE1 shall also update the status of the original request to indicate that it has been forwarded and it may delete the data attribute of the original request. 

When CSE2 has received (and accepted) the Request to create a local <delivery> resource, it will attempt to forward it to CSE3. In line with the delivery related parameters, CSE2 is generating a local <delivery> resource on CSE2/3 and attempts to forward it in line with provisioned policies at a suitable time and via a suitable connection to CSE3 by requesting the creation of a <delivery> resource on CSE3.

CSE3 may confirm the acceptance of the Request for creation of a <delivery> resource to CSE2. Confirmation of acceptance of a Request to create a <delivery> resource between two CSEs – here the acceptance by CSE3 indicated to CSE2 – is subject to details in protocol specifications and may not always occur in CMDH processing.

When CSE3 has accepted the incoming Request from CSE2, CSE2 may delete the data attribute of the local <delivery> resource. Furthermore – if the expiration time of the local <delivery> resource is not exhausted – the local CSE shall update the status of the local <delivery> resource to indicate that it has been forwarded to CSE3. 

When CSE3 has received (and accepted) the request to create a local <delivery> resource, it will determine that the target of the delivery was CSE3 itself. Therefore it will forward internally the original request contained in the data attribute of the <delivery> resource.

Within CSE3, CSFs that are responsible for checking and executing local access to resources in DMR CSF will execute the originally requested UPDATE operation. If successful, the targeted resource will be updated with the content provided by the Originator.

Since in the depicted case no result needed to be sent back to the Originator, the processing for the requested operation is then completed.
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Figure 10.3.1.1-1 CMDH information flow for 2 hops – 
no result needs to be returned after operation completes

<<to verify if the picture is editable and needs to be redrawn>>
The following procedures are triggered by requesting the corresponding operations on a <delivery> resource:

· Initiate the delivery of one or more original request stored for later forwarding from one CSE to another CSE

· Request a CREATE operation for a <delivery> resource from an issuing CSE to a receiving CSE.
· The original request(s) need to be contained in the "data" attribute of the <delivery> resource.
· If successful, the receiving CSE takes the responsibility to further execute on the delivery process for the original Request.
· If not successful, the issuing CSE cannot assume that the receiving CSE will carry out the delivery of the original request.
· Get information about the status of a pending delivery process for an original request
· Request a RETRIEVE operation of the content of a <delivery> resource representing a pending delivery or part of it
· The status of the pending forwarding process is reflected the "deliveryMetaData" attribute defined in the <delivery> resource
· Change parameters of the delivery process
· Request an UPDATE operation on applicable attributes of the <delivery> resource representing the pending delivery 
· For instance the lifespan of a delivery request could be modified by updating the "lifespan" attribute
· Cancel a pending delivery request
· Request a DELETE operation of a <delivery> resource that represents a pending delivery process.

10.3.1.2
Create <delivery> 

This procedure shall be used for requesting a CSE to take responsibility to deliver the provided data to a target CSE in line with CMDH parameters and provisioned policies in case <delivery> resource based CMDH processing is used. If indicated by the Originator, the Receiver shall confirm the acceptance of delivery responsibility by a successful Response.

Originator: The Originator of a Create request for a <delivery> resource can only be a CSE. The Originator needs to provide the content of a <delivery> resource type together with the Create request or can Update it after a successful creation of the <delivery> resource with empty data attribute. Otherwise the Receiver cannot accept the Create Request.

Receiver: The receiver of a Create request for a <delivery> resource will check whether the Originator is authorized to request a delivery procedure. The Receiver of the Create Request will further check whether the provided attributes of the <delivery> resource that is requested to be created represents a valid request for forwarding data to a target CSE. If the Originator of the Create request is authorized and the Request is valid, the Receiver will check whether it can actually satisfy the requested delivery in line with provisioned policies and requested parameters for CMDH processing. If all these checks are positive, the Receiver will create the requested <delivery> resource and assumes responsibility for delivering the requested data to the target CSE as soon as the content of the data attribute is available. In case an operation result is expected by the Originator, the Receiver will confirm acceptance of the responsibility by indicating a successful creation of the <delivery> resource. If the Receiver CSE is the target CSE of the requested delivery, it shall forward the content of the delivered data – which represents one or more forwarded original request(s) -  to the internal CSFs that handle incoming requests and continue processing of the forwarded request(s).

Editor’s Note: This call flow template will be evolving as we handle more examples. 

Table 10.3.1.2-1  Create <delivery> Information Flow
	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	Originator is a CSE and is responsible for delivery of data to a target CSE. Originator needs to forward the data and delivery responsibility to the Receiver.

	Information on Request message
	cn:

· Resource Type identifier for <delivery> resource
· Content of a <delivery> resource in line with the definition in Section X.Y.X representing a valid request for delivery of data to a target CSE
· The data attribute may be provided by an Update at a later time.
· (optional) Unique Identifier within the Receiver CSE for the <delivery> resource
All other information in the Request message are the same as in the generic procedure

	Local processing on Hosting CSE
	· Check whether the originator is authorized to request a delivery procedure on the receiver CSE
· Check whether the provided attributes of the <delivery> resource that is requested to be created represents a valid request for delivering data to a target CSE.
· Check whether Receiver CSE can actually satisfy the requested delivery in line with provisioned policies and requested delivery parameters
· If all checks are positive, the receiver will create the requested <delivery> resource and assumes responsibility for delivering the provided data to the target CSE. 
· If the Receiver CSE is the target CSE of the requested delivery, it shall forward the content of the delivered data to the internal CSFs that will interpret the delivered data as a forwarded request from a remote Originator.

	Information on Response message
	In case the Originator CSE has not asked for a Result of the requested Operation, the Response only contains an Acknowledgement message. This only indicates that the Receiver CSE received the Request. It does NOT indicate whether the Receiver CSE was able to take on responsibility for delivery of the data.
In case the Originator CSE asked for the status of the requested Operation to be contained in the Result of the requested Operation, the Receiver CSE shall respond with a Success or Failure message.
In case the Originator CSE asked for the status of the requested Operation and the URI of the created Resource to be contained in the Result of the Request, the Receiver CSE shall respond with a Success message including the URI of the created <delivery> resource in case it has taken on responsibility to deliver the data to the target CSE or with Failure message including an error indication otherwise.

	Post-Conditions 
	The Originator CSE shall update the local <delivery> resource to reflect the new status of the delivery process (e.g. ‘{Receiver-CSE-ID} accepted delivery responsibility’).

In case the Originator CSE got a Success message as a Response, it shall stop any further delivery attempts. In that case or if there was no indication of a need to provide a result of the operation, the Originator CSE may delete the content of the ‘data’ attribute of the local <delivery> resource.

In case the Originator CSE got a Failure message as a response, it may initiate further delivery attempts in line with policies and delivery parameters and depending on the reason for Failure.

In case the Receiver CSE is the target CSE of the delivery, the Receiver CSE needs to execute on the forwarded request contained in the delivered data.

	Exceptions
	· The Originator CSE is not authorized to request a delivery procedure on the Receiver CSE
· The provided content of the <delivery> resource is not in line with the specified structure.
· The provided content of the <delivery> resource represents a request for delivery that is not consistent (e.g. lifespan already expired)
· The provided content of the <delivery> resource represents a request for delivery that cannot be met by the Receiver CSE within the limits of the provided delivery parameters and the provisioned policies on the Receiver CSE.


10.3.1.3
Retrieve <delivery> 

This procedure shall be used for requesting a CSE to provide information on a previously created <delivery> resource which represents delivery of data to a target CSE.

Originator: Originator can be a CSE or an Application. 

Receiver: The Receiver shall provide the content of the addressed <delivery> resource or the addressed attributes thereof.

Editor’s Note: This call flow template will be evolving as we handle more examples.

Table 10.3.1.3-1 Retrieve <delivery> Information Flow
	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	Originator needs to retrieve information about a previously issued delivery.

	Information on Request message
	cn:

· URI of the <deliver> resource
· (optional) filter to retrieve only certain attributes.
All other information in the Request message are the same as in the generic procedure

	Local processing on Hosting CSE
	No change to generic procedure.

	Information on Response message
	No change to generic procedure.

	Post-Conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to retrieve the <delivery> resource or the addressed parts of it.

· The addressed <delivery> resource does not exist.


10.3.1.4
Update <delivery> 

This procedure shall be used for requesting a CSE to update information on a previously created <delivery> resource which represents a pending delivery of data to a target CSE. The update may have impact on further processing of the delivery.

Originator:  Originator can be a CSE or an application. Originator needs to be authorized to modify the addressed <delivery> resource, i.e. it needs to be authorized to change the represented delivery process. 

Receiver:  The Receiver shall change the content of the addressed <delivery> resource or the addressed attributes thereof and also modify the corresponding parameters of the delivery process

Editor’s Note: This call flow template will be evolving as we handle more examples. 

Table 10.3.1.4-1 Update <delivery> Information Flow
	Description

	Call Flow Type
	UPDATE

	Pre-Conditions 
	Originator needs to modify information about a previously issued delivery that is still pending, i.e. it has not yet been forwarded to another CSE.

	Information on Request message
	cn:

· URI of the <deliver> resource

· Content of a <delivery> resource in line with the definition in Section X.Y.X representing a valid request for delivery of data to a target CSE

All other information in the Request message are the same as in the generic procedure.

	Local processing on Hosting CSE
	· Receiver CSE checks if the requested changes to the delivery process can actually be accomplished.

· If possible, the Receiver CSE modifies the previously established delivery process and changes the respective content of the <delivery> resource.

	Information on Response message
	Same as in the generic procedure. Successful response messages indicate that the delivery process was modified as requested.

	Post-Conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to modify the <delivery> resource or the addressed parts of it.

· The addressed <delivery> resource does not exist.

· The responsibility for the further processing of the delivery process represented by the addressed <delivery> process was already forwarded to another CSE.


10.3.1.5
Delete <delivery> 

This procedure shall be used for requesting a CSE to cancel a pending delivery of data to a target CSE or to delete the <delivery> resource of an already executed delivery. 

Originator:  Originator can be a CSE or an Application. Originator needs to be authorized to modify the addressed <delivery> resource, i.e. it needs to be authorized to change the represented delivery process. 

Receiver:  The Receiver shall remove the addressed <delivery> resource and stop the corresponding delivery process if it is still pending

Editor’s Note: This call flow template will be evolving as we handle more examples. 

Table 10.3.1.5-1 Delete <delivery> Information Flow
	Description

	Call Flow Type
	DELETE

	Pre-Conditions 
	Originator needs to cancel a previously issued delivery that is still pending, i.e. it has not yet been forwarded to another CSE or Originator needs to remove the <delivery> resource representing an already executed delivery.

	Information on Request message
	No change to generic procedure.

	Local processing on Hosting CSE
	· Receiver CSE checks if the corresponding delivery process is still pending. If so, it stops that delivery process.

· Receiver CSE removes the addressed <delivery> resource.

	Information on Response message
	Same as in the generic procedure. Successful response messages indicate that the delivery process was stopped as requested.

	Post-Conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to delete the <delivery>.

· The addressed <delivery> resource does not exist.


10.3.2 
Resource Discovery Procedure

10.3.2.1

Introduction

The resource discovery procedures allow discovering of resources residing on a CSE. The use of filter criteria allows limiting the scope of the results. Filtering shall be performed on a subset of the offered resource attributes using a query string. A match, that may include ranges, may be performed on the query string, and a successful response may be returned with a URI(s) list for the resources that contains the matching attributes or a URI of a temporary resource holding the URI(s) list.

Editor’s Note: It is FFS how this temporary resource is operated such as the access right of this temporary resource, expiration time, the condition for creation. 

Resource discovery shall be done using the RETRIEVE method by an Originator which shall also include the root of where the discovery begins: <startURI>. Filter criteria may be provided as a parameter to the Retrieve method. The filter criteria describe the rules for resource discovery, e.g. searching scope, topic, semantic relationships, and matching string. The filter criteria can also contain the parameters for specifying the maximum size of the answer (upper limit), and/or sorting criteria for specifying in which order the searching result should be organized.

The resource discovery procedures shall identify all matching resources from the entire hierarchy under <startURI>. The filter criteria provided by an Originator or the discovery results may be modified by the Hosting CSE to restrict the scope of discoverable resources according to the Originator’s access right or service subscription.

The Hosting CSE may also implement a configured upper limit on the size of the answer. In such a case when both the Originator and the Hosting CSE have the upper limits, the minimum of the upper limit in the Hosting CSE and the upper limit of the Originator shall apply.

10.3.2.2

Discovery procedure via Retrieve Operation

This procedure shall be used for the discovery of resources under <startURI> that match the provided filter criteria. The discovery result shall be returned to the issuer using a successful message.

Originator:  The Originator can be an AE or a CSE. The Originator shall provide the <startURI> URI in the Request message. Filter criteria may be provided as a parameter by the Originator.

Receiver or Hosting CSE:  The Hosting CSE shall read the values of all attributes belonging to the addressed resource structure and the references of all sub-resources and it shall build a representation of these. If filter criteria is provided in the request, the Hosting CSE uses it identifying the resources whose attributes mach the filter criteria. The Hosting CSE shall respond to the Issuer with the appropriate list of URIs of discovered resources in the Hosting CSE. If sorting criteria has been provided by the Originator, the list of URIs of discovered resources shall be sorted in that order.

The Hosting CSE may modify the filter criteria including upper limit provided by the Originator or the discovery results based on the local policies.

If the size of the result URI list is bigger than the upper limit, or the scope of discoverable resources according to the Originator’s access right or service subscription has been reduced by the Hosting CSE the full list is not returned. Instead, an incomplete list is returned and an indication is added in the response for warning the device. 

The Hosting CSE may propagate the discovery request to other CSEs according to resource discovery policies.

Editor's Note: It is FFS about discovery propagation mechanism, i.e., multi-hop discovery propagation and its policies.
Table 10.3.2.2-1  Discovery procedure via Retrieve Operation
	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	Originator needs to discover resources in the Hosting CSE.

	Information on Request message
	· URI of the discovery resource: <startURI>.

· Filter criteria for searching and expected returned result. 

	Local processing on Hosting CSE
	· Checks the validity of the Request (e.g., format of filter criteria).

· Checks if the request is in accordance with the M2M service subscription.

· May change the filter criteria according to local policies.

· Searches matched resources from the addressed resource hierarchy.

· Propagates the discovery request to other CSEs if it is permitted by discovery policies.

· Limits the discovery result according to access rights of the discovered resources.

· Limits the discovery result according to the upper limit on the size of the answer.

· Sorts the results according to the sorting criteria.

	Information on Response message
	· Contains the URI list of discovered resources.
· Contains an incomplete list warning if the full list is not returned.

	Post-Conditions 
	None

	Exceptions
	Local processing on Hosting CSE:

· The requesting M2M AE or CSE is not registered.
· The request contains invalid parameters.


10.3.3
Group management procedures

10.3.3.1
Introduction

This clause describes different procedures for managing membership verification, creation, retrieval, update and deletion of the information associated with a <group> resource as well as the bulk management of all group member resources by invoking the corresponding verbs upon the virtual attribute members of a <group> resource.

10.3.3.2
Create <group>

This procedure shall be used for creating a group resource.

Originator: The Originator shall request to Create a new group type resource to be named as <group> by using the CREATE verb. The request shall address baseURI resource of a Hosting CSE. The Request shall also provide list of member URI and may provide expirationTime attributes. The list of member URI means a list of URIs of the member resources corresponding to the memberType attribute provided in the Request. The originator may be an AE or a CSE.

Receiver:  For the CREATE procedure, the Receiver shall:

· Check if the Originator has CREATE permissions on the baseURI resource. 
· Check the validity of the provided attributes.
· Validate that the resource type of every member conforms to the memberType attribute of the <group> resource, if the memberType attribute of the <group> resource is not ‘mixed’. Set the memberTypeValidated attribute to TRUE upon successful validation.
· Upon successful validation of the provided attributes, Create a new group resource with name <group> including the members attribute in the Hosting CSE.
· Conditionally, in the case that the group resource contains temporarily unreachable sub-group resources as member resource, set the memberTypeValidated attribute of the <group> resource to FALSE. 
· Respond to the Originator with the appropriate generic Response with the representation of the <group> resource if the memberTypeValidated attribute is FALSE, and the URI of the created <group> resource if the CREATE was successful.
· As soon as any unreachable resource becomes reachable, the memberType validation procedure shall be performed. If the memberType validation fails, the Hosting CSE shall deal with the <group> resource according to the policy defined by the consistencyStrategy attribute of the <group> resource provided in the request. Or by default if the attribute is not provided.

Table 10.3.3.2.1:  <group> Create
	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	None

	Information on Request message
	op: C
fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the baseURI where the <group> resource is intended to be Created.

cn: The representation of hte <group> resource in which the attributes described in clause 9.

	Local processing on Hosting CSE
	Steps described for the Receiver of the CREATE Request as described above.



	Information on Response message
	The representation of the <group> resource if the memberTypeValidated attribute is FALSE. 

	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure.


10.3.3.3
Retrieve <group>

This procedure shall be used for retrieving <group> resource.

Originator: The Originator shall request to obtaining <group> resource information by using the RETRIEVE verb. The request shall address the specific <group> resource of a hosting CSE. The Originator may be an AE or a CSE.

Receiver:  The Receiver shall check if the Originator has READ permission on the group resource. Upon successful validation, the hosting CSE shall respond to the Originator with the appropriate responses described in clause xxx and the resource representation.

Table 10.3.3.3-1:  <group> Retrieve
	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	None

	Information on Request message
	op: R
fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the <group> resource. 

	Local processing on Hosting CSE
	Same as the generic procedure.



	Information on Response message
	Same as the generic procedure.

	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure.


10.3.3.4
Update <group>

This procedure shall be used for updating an existing <group> resource.

Originator: The Originator shall request to Update attributes of an existing <group> resource by using an UPDATE verb. The Request shall address the specific <group> resource of a CSE. The Originator may be an AE or a CSE.

Receiver:  The UPDATE procedure shall be:

· Check if the Originator has WRITE permissions on the <group> resource. 

· Check the validity of provided attributes.

· Validate that the resource type of every member conforms to the memberType attribute of the <group> resource, if the memberType attribute of the <group> resource is not ‘mixed’. Set the memberTypeValidated attribute to TRUE upon successful validation.

· Upon successful validation of the provided attributes, create a new group resource with name <group> including the members attribute in the hosting CSE.

· Conditionally, in the case that the group resource contains temporarily unreachable sub-group resources as member resource set the memberTypeValidated attribute of the <group> resource to FALSE. 

· Respond to the Originator with the appropriate generic response with the representation of the <group> resource if the memberTypeValidated attribute is FALSE, and the URI of the created <group> resource if the UPDATE is successful.

· As soon as any unreachable resource becomes reachable, the memberType validation procedure shall be performed. If the memberType validation fails, the Hosting CSE shall deal with the <group> resource according to the policy defined by the consistencyStrategy attribute of the <group> resource provided in the request. Or by default if the attribute is not provided 

Table 10.3.3.4-1: <group> Update
	Description

	Call Flow Type
	UPDATE

	Pre-Conditions 
	None

	Information on Request message
	op: U
fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the <group> resource. 

	Local processing on Hosting CSE
	Steps described for the Receiver of the UPDATE Request as described above.



	Information on Response message
	The representation of the <group> resource if the memberTypeValidated attribute is FALSE.

	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure.


10.3.3.5
Delete <group>

This procedure shall be used for deleting an existing <group> resource.

Originator: The Originator shall request to delete an existing <group> type resource by using the DELETE verb. The request shall address the specific <group> resource of a Hosting CSE. The Originator may be an application or a CSE.

Receiver: The Receiver shall check if the Originator has DELETE permission on the <group> resource. Upon successful validation, the CSE shall remove the resource from its repository and shall respond to the Originator with the appropriate responses.

Table 10.3.3.5-1 : <group> Delete
	Description

	Call Flow Type
	DELETE

	Pre-Conditions 
	None

	Information on Request message
	op: D
fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the <group> resource. 

	Local processing on Hosting CSE
	Same as the generic procedure.



	Information on Response message
	Same as the generic procedure.



	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure.


--------------------------------------------------End of 1st Change -------------------------------------------------
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