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1
Rationale
This contribution proposes high level security procedures for CSE/AE Registration.
============================Start of 1st Change==============================
11
High Level M2M Security Concepts and Procedures
This chapter describes high level M2M security concepts and procedures that are linked to registration, resource manipulation. Please note that this chapter introduces abstract security concepts and procedures. Detail security concepts and procedures are specified in [1].

11.1 High Level Security Procedures for CSE Registration

This section introduces high level security procedures which need to be done before CSE registration between ASN-CSE/MN-CSE and IN-CSE.


[image: image1.emf]ASN-CSE/

MN-CSE

0. Network Service Bootstrap (out-of-scope)

Network 

Provider

M2M Service 

Bootstrap Function

1. M2M Service Bootstrap (Optional)

2. Security Association

3. CSE Registration

IN-CSE


Figure 1. Security Procedures before CSE Registration
Step 0: Network Service Bootstrap

Network service bootstrap is to be able to make network connection and use services provided from network provider. This specification does not specify this procedure.

Step 1: M2M Service Bootstrap (Optional)

M2M service bootstrap procedure may be performed to provide CSE ID and root key to ASN-CSE or MN-CSE. The ID and root key will be used in security association. This step shall only happen when ASN-CSE or MN-CSE are not pre-provisioned. Detail procedure is described in section TBD of [1].

Step 2: Security Association

Security Association is to make secure channel between ASN-CSE/MN-CSE and IN-CSE. It includes authentication between the two entities and derivation of security session key which is used to make secure channel. Detail procedure is specified in section TBD of [1].

Step 3: CSE Registration

Since secure channel is established, the two entities are ready to perform CSE registration. The detail CSE registration procedure is specified in section TBD.
11.2 High Level Security Procedures for AE Registration

This section introduces high level security procedures before AE registration between AE and CSE.
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Figure 2. Security Procedure before AE Registration

Step 1: Security Association

Security Association is to make secure channel between AE and CSE. It includes authentication between the two entities and derivation of security session key which is used to make secure channel. Detail procedure is specified in section TBD of [1].

Step 1: AE Registration

Since secure channel is established, the two entities are ready to perform CSE registration. The detail AE registration procedure is specified in section TBD.
============================End of 1st Change==============================
============================Start of 2nd Change==============================

2.1
Normative references

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TS 0003: "oneM2M Security Solutions". 

============================End of 2nd Change==============================
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