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Rationale
This contribution proposes a description of filterCriteria.
============================Start of 1st Change==============================
Table 9.6.1-1: Common Attributes

	Common Attribute
	Description

	resourceType
	Resource Type. This WO resourceType attribute stores <in a two capital letters token> the information useful for procedure processing, e.g. CO for <container>, CI for <instance>.

	parentID
	The flat URI used to identify the parent resource without using the full structured URI. 

Editor's Note: The adoption of a URI format is still to be confirmed.

	accessRightID
	The URI of an <access rights> resource. The permissions defined in the <accessRight> resource that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g., Retrieve, Update, Delete etc.).

If a resource type does not have an accessRightID attribute definition, then the accessRights for resources of that type are governed in a different way, for example, the accessRight associated with the parent may apply to a child resource that does not have an accessRightID attribute definition, or the permissions for access are fixed. Refer to the corresponding procedures to see how permissions are handled in such cases.

If a resource type does have an accessRightID attribute definition, but the (optional) accessRightID attribute is not set, or it is set to a value that does not correspond to an valid, existing <accessRight> resource, or it refers to an <accessRight> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access permissions shall apply.

The system default access permissions grant all permissions (i.e. the full set of permissionsFlags) to the following permission holders depending on the prefix of URI of the resource.:

<< Editor's Note: what is the list of permission holders>>


	creationTime
	Time/date of creation of the resource.

	expirationTime
	Time/date after which the resource will be deleted by the hosting CSE. This attribute can be provided by the issuer, and in such a case it will be regarded as a hint to the hosting CSE on the lifetime of the resource. The hosting CSE can however decide on the real expirationTime. If the hosting CSE decides to change the expirationTime attribute value, this is communicated back to the Originator.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE verb. Or by deleting the attribute value, e.g. by not providing the attribute when doing a full UPDATE, in which case the hosting CSE can decide on a new value.



	filterCriteria
	Criteria to be used to filter the results. They can either be used in a discovery or in a subscription procedures.




	lastModifiedTime
	Last modification time/date of the resource.

	labels
	Tokens used as keys for discovering resources.

	creator
	The App-inst-ID or CSE-ID of the entity which created the resource

	link
	This attribute shall be present only for the announced resource. This attribute shall provide the URI to the original resource. 

	announceTo
	This attributes shall be present only for the announceable original resource. 

This attribute maintains the list of URIs to the announced resources. Updates on this attribute will trigger the new resource announcement or de-announcement.

In case of new resource announcement, the exact URI to the announced resource that will be created can be provided, or the CSE-ID can be provided, which means the resource-hosting CSE will decide the exact location in the CSE identified by the CSE-ID.

	announcedAttribute
	This attributes shall be present only for the announceable original resource.

This attribute maintains the list of the announced attributes in the original resource. Updates on this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.


============================End of 1st Change===============================
============================Start of 2nd Change=============================
9.6.x
filterCriteria

Filter criteria conditions defined in this section can be used in discovery and subscription procedures.
Filter criteria is a list of conditions that are concatenated with a logical AND relationship.
When applied to discovery procedure it helps to reduce the scope of a resource search executed in a CSE resource tree.
When applied to a subscription procedure it controls the amount of events to be notified in order to avoid flooding the notification target entity.

In case of discovery procedure, a retrieve request shall be addressed to Resource Hosting CSE with the filter criteria and search prefix path addressing a resource that will be the root for the search itself. Addresses of resources matching filter criteria conditions are sent back in the retrieve response.
In case of subscription, filter criteria attribute shall be configured a priori in <subscription> resource and only if an event matches the filter criteria conditions, then a notification shall be delivered.

The following table describes the filter criteria conditions.

Table 9.6.1-x: Filter criteria conditions

	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	labels
	0..n
	The labels attributes of the resource matches the specified value.

	resourceType
	0..n
	The resourceType attribute of the resource is the same as the specified value. It also allows discriminating between normal and announced resources.

	sizeAbove
	0..1
	The contentSize attribute of the <instance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <instance> resource is smaller than the specified value.

	contentType
	0..n
	The typeOfContent attribute of the <instance> resource matches the specified value

	limit
	0..1
	Limitation the number of matching resources to the specified value.

	resourceStatus
	0..n
	Only for subscriptions. When the resource is changed by the operations or expiration, the resource status of the resource is the same as the specified value. Possible values are: created, updated, deleted.

	operationMonitor
	0..n
	Only for subscriptions. The operations accessing the resource matches with the specified value. It allows monitoring which operation is attempted to the subscribed resource regardless of whether the operation is performed. This feature is useful when to find malicious AEs. Possible string arguments are: create, retrieve, update, delete.

	partial
	0..n
	Attribute token name to be provided to reduce the scope of filtering to resource attributes.


============================End of 2nd Change==============================
============================Start of 3rd Change==============================

10.2.10
Notification Procedures for Resource Subscription

This procedure shall be used to notify Receiver(s) of modifications of a resource for an associated <subscription> resource. 

Originator: The Originator can be a CSE which is hosting a <subscription> resource. The Originator shall consider sending a notification request containing the subscribed information following the detection of a modification of the subscribed-to resource that matches the specified filterCriteria as specified in the <subscription> resource.

The Originator shall contain a notification structure and send this to Receiver(s).

Receiver: The Receiver can be AE(s) or a CSE(s) which shall be presented in the notificationURI attribute of the <subscription> resource. The Receiver responds positively to the Request.

A considered Notification Request shall be sent when notification policies (i.e., expirationCounter, batchNotify, rateLimit, interimEventsNotify and  priorSubscriptionNotify) are satisfied.

The expirationCounter shall be decreased by one when the Originator successfully sends the notification request to Receiver(s). If the counter meets zero, the corresponding subscription resource is deleted.

The batchNotify policy is based on a minimum number of notification events and a maximum time to wait for that number of events. Notification events shall be temporarily stored for some duration (e.g. 10 minutes) or until a specified number are stored (e.g. 20 notifications) before sending – then sent when the first of these two conditions are satisfied. Stored notification events may be dropped according to the notificationStoragePriority and the notificationCongestionPolicy (see section 9.6.9).

The rateLimit policy is based upon a maximum specified number of events (e.g. 10, 000) that can be sent within some specified rateLimitWindow duration (e.g. 60 seconds). Note that ratelimitWindows are sequential not rolling. A considered Notification Request may only be sent whenever the current total number of events sent is less than the maximum number of events within the current rateLimitWindow duration. Notification events that do not meet this policy are temporarily stored or dropped according to the notificationStoragePriority and the notificationCongestionPolicy (see section 9.6.9).

The interimEventsNotify policy indicates the notification action to be taken following a period of connectionless (e.g., reachability schedule, network malfunction), when Receiver(s) again become reachable. The interimEventsNotify attribute specifies how many of the most recent eligible notifications during the connectionless (interim) period shall be sent to Receiver(s) relative to Receiver(s) reconnect time. When a notification becomes eligible in the connectionless period, it is temporarily stored in the Originator. After the connection recovery, the Originator shall determine which notifications to send according to the interimEventsNotify attribute and send notifications (if available) to Receiver(s). The interimEventsNotify attribute shall be classified into "sendNo" (i.e., ignore prior notifications), "sendLatest" (i.e., send the last pending notification), "sendAll" (i.e., send all pending notifications).
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Figure 10.2.10-1:  Notification Mechanism when interimEventsNotify (sendNo) is used
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Figure 10.2.10-2:  Notification Mechanism when interimEventsNotify (sendLatest) is used
The priorSubscriptionNotify policy indicates the notification action to be taken following a new subscription. It enables sending of event notifications, which happened before the new subscription was created. When a new subscription is created, the most recent number “n” subscription events prior to the new subscription shall be sent to Receiver(s), if available.

Table 10.2.10-1:  Notification Procedure
	Description

	Call Flow Type
	NOTIFY

	Pre-Conditions 
	Notification is triggered regarding subscription information in a <subscription> resource.

	Information on Request message
	fr: ID of the Originator

to: notificaitonURI specified in <subscription> resource

cn: 

notification data that represents the modified content of subscribed-to resource may be included.
subscription reference (i.e., URI of the corresponding <subscription> resource) that generates this notification shall be included.
changed resource status shall be included when resourceStatus filter criteria condition is configured

monitored operation shall be included when operationMonitor filter criteria condition is configured

	Information on Response message
	No change from the basic procedure

	Post-Conditions 
	None

	Exceptions
	None


============================End of 3rd Change===============================
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