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Introduction
During the discussion at ARC#9.3 meeting, it was decided to divide ARC-2014-0626R03 contributions into several per specific topic. This contribution is to remove instance notion in the architecture TS document. There’s an instance in real deployment, however it is called as entity in the procedures on oneM2M defined reference points. Each instance of AE or CSE shall be identified by corresponding IDs.
Note that ARC-2014-0626R03 was motivated by PPT slide ARC-2013-0514 that was agreed in principle.
Several editorial changes not pertaining to this topic were also added in:

· Change xx
----------------------- Start of change 1 -----------------------
6.2.9
Registration

6.2.9.1
General Concepts

Registration (REG) CSF is responsible for processing a request from an Application or another CSE to register with a CSE in order to allow the registered entities to use the services offered by the registered-with CSE. The REG CSF processes registration of a Device also, to allow registration of Device's properties/attributes with the CSE.

6.2.9.2
Detailed Descriptions

Registration is the process of delivering AE or CSE information to another CSE in order to use M2M Services.

An Application on an Application Service Node, a Middle Node, or an Infrastructure Node shall perform registration locally with the corresponding CSE in order to use M2M services offered by that CSE. An Application on an Application Dedicated Node shall perform registration with the CSE on a Middle Node or Infrastructure node in order to use M2M services offered by that CSE. A node-less AE shall perform registration with the corresponding CSE on an Infrastructure node in order to use M2M services offered by that CSE. A registered Application shall be able to have interactions with its local CSE (when it is the target CSE) without the need to have the local CSE register with other CSEs.

The CSE on an Application Service Node shall perform registration with the CSE in the Middle Node in order to be able to use M2M services offered by the CSE in the Middle Node. As a result of successful ASN-CSE registration with the MN-CSE, the CSE on the ASN Node establish a peering relationship and shall be able to exchange information.

The CSE on a Middle Node shall perform registration with the CSE of another Middle Node in order to be able to use M2M services offered by the CSE in the other Middle Node. As a result of successful MN-CSE registration with the other MN-CSE, the CSE on the Middle Nodes establish a peering relationship and shall be able to exchange information.

The CSE on an Application Service Node or on a Middle Node shall perform registration with the CSE in the Infrastructure Node in order to be able to use M2M services offered by the CSE in the Infrastructure Node. As a result of successful ASN/MN registration with the IN-CSE, the CSEs on ASN/Middle Node and Infrastructure Node establish a peering relationship and shall be able to exchange information.

Applications shall be able to exchange information via CSEs following successful registration of:

1. Applications with their associated CSE

2. One of these CSEs with the other CSE, as per Table 6.2.9.2-1

Such registrations are applicable to a single M2M Service Provider Domain.

A (physical) Device shall be able to register with its local CSE for registering its properties/attributes. Such registration enables correlation of Devices Identities such as M2M-Node-ID with the CSE-ID.

Editor's Note: The need for Device Registration and the relationship with CSE Registration are FFS.

Editor's Note: The use of External ID in Registration is FFS.

The following Table shows which oneM2M entity types may register with which other entity types.

· Table 6.2.9.2-1: Entity Registration
	Originator

(Registree)
	Receiver

(Registrar)
	Registration Procedure

	ADN-AE
	MN-CSE, IN-CSE
	AE registration procedure see clause TBD

	ASN-AE
	ASN-CSE
	

	MN-AE
	MN-CSE
	

	IN-AE
	IN-CSE
	

	Nodeless AE
	IN-CSE
	

	ASN-CSE
	MN-CSE, IN-CSE
	CSE registration

procedure

see clause TBD

	MN-CSE
	MN-CSE, IN-CSE
	


The Originator (Registree) in Table 6.2.9.2-1 requests the registration and the Receiver (Registrar) is responsible for verifying the request, and checking the authentication and authorization of the Originator in order to establish a peer relationship. 

Editor’s Note: Authorization above might only be needed for AEs, this is FFS in Security WG

An AE shall be registered to only one CSE (MN-CSE or IN-CSE) in the M2M System.

An ASN-CSE shall register with only one other CSE (MN-CSE or IN-CSE) in the M2M System.

An MN-CSE shall register with only one other IN-CSE in the M2M System.

An MN-CSE shall support only a single registration towards another MN-CSE or an IN-CSE. A concatenation (registration chain) of multiple uni-directional registrations shall not form a loop. E.g. Two MN-CSEs A and B, shall not register with each other. Three MN-CSEs A, B and C, where A registers to B, and B registers to C, then C shall not register to A.

Editor’s Note: The use of “instance” above might be removed if other definitions are changed. If kept, the description regarding “instances” should be expanded.

Registration information shall be able to include:

· Identifier.

· Reachability schedules; which are elements of a node's policy, and specify when messaging may occur between nodes. Reachability schedules may be used in conjunction with other policy elements. When reachability schedules are not present in a node then that node is expected to be always reachable.

Editor's note: Further Registration information is FFS.
----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------

6.5
Other Aspects

6.5.1
Inter M2M SP communication for oneM2M compliant nodes

To enable M2M entities (eg. CSE, AE) in different M2M Service Provider domains to communicate, there is a need to configure within the M2M domain if such a communication is allowed. If allowed, the M2M System shall support routing the traffic across the M2M Service Provider (SP) domain and within the target domain.

Communication between different M2M SPs which occurs over the reference point Mcc', is subject to business agreements. The offered functionality is typically a subset of the functionality offered over the Mcc reference point.

The following Table shows which oneM2M entity types may register with which other entity types across the Mcc’ reference point.

· Table 6.5.1-1 - Inter M2M SP Entity Registration
	Originator

(Registree)
	Receiver in different M2M SP domain (Registrar)
	Registration Procedure

	IN-CSE
	IN-CSE
	Inter M2M SP registration procedure see clause TBD


An IN-CSE is allowed to register to a single IN-CSE of multiple different M2M SP domains in the M2M System.

Any interM2M SP communication in support of a request originating from one M2M SP domain shall be processed and forwarded through the Infrastructure Node of the originating M2M domain towards the Infrastructure Node of the target M2M SP domain and finally forwarded to its target CSE, if different from the Infrastructure Node. Hence the Infrastructure Node in both M2M domains shall be the exit and entry points, respectively, for all inter M2M SP communication traffic.

In this configuration approach, public DNS shall be used to support traffic routing for inter M2M SP communication in accordance with [i.7]. This relies on public domain names being allocated to communicating CSE entities within the oneM2M architecture, and to whom access across domains is permitted through policies.  To that effect, an M2M SP supporting inter- M2M SP communication shall ensure that the public domain names for the CSEs whose functionality is available across domains are held in its public DNS and shall always point to the IP address associated with the Infrastructure Node for the domain (being the entry point) for accessibility purposes.

The M2M SP could optionally also have additional policies (example: black list or white list) that governs accessibility from other domains to CSE functionality located within its own domain. These policies are however out of scope.

The public domain names of CSEs to whom access from other domains is allowed by policies, shall be created in the DNS of the M2M SP by the Infrastructure Node at registration time of these CSEs, and shall be removed at de-registration. DNS entries for CSEs can also be created/removed for registered CSEs at any time by the M2M SP through administrative means to handle dynamic policies.

Editors Note: The CSE registration procedures will be updated to include normative text for the creation of the needed DNS entries 

6.5.1.1
Public Domain Names and CSEs

To enable the usage of public DNSs as described above, there is a need for a naming convention for public names for CSEs.  This naming convention facilitates the creation of the necessary entries of the public domain names of CSEs in the DNS by the infrastructure node.

CSEs public domain names shall be a sub-domain of the Infrastructure Node public domain name. This naming convention allows the Infrastructure Node to include the needed DNS entry corresponding to the CSE to whom access from other domains is allowed. This would typically occur when the CSE registers with the Infrastructure Node, subject to policies, or administratively. The Infrastructure Node shall also have a public domain name.

Accordingly, the structure of the public domain of the CSEs in IN/MN/ASN shall follow the following naming convention, which relies on the CSE identifier (CSE-ID) as part of the naming convention to facilitate the entry creation:

· Infrastructure Node IN-CSE public domain name: <Infrastructure Node CSE Identifier>.<M2M Service Provider domain name>.

· CSE Middle Node MN-CSE public domain name: <Middle Node CSE Identifier>.<Infrastructure Node public domain name>.

· CSE Application Service NodeASN-CSE  public domain name: <Application Service Node CSE Identifier>.<Infrastructure Node public domain name>.

Both the MN-CSE and the ASN-CSE are sub-domains of the Infrastructure Node.

The A/AAAA records in the DNS, as per [i.5], [i.6], and [i.10] shall consist of the public domain name of the CSE and the IP address of the M2M Infrastructure Node, since the M2M Infrastructure Node is the entry point of the M2M Service Provider domain name where it belongs to.

Note that entries in the public domain names of the three nodes depicted above do not imply that the actual CSE-Identifier allocated for that node has to be used in the DNS entry. Rather any name, including indeed the CSE Identifier for the node, can be used there as long as the entry resolves to the intended service node.

Example:

These 3 host entries are valid entries in the DNS:

IntermediatenodeCSEID.infrastructurenodeCSEID.m2m.myoperator.org

node1.node2.m2m.myoperator.org

 IntermediatenodeCSEID.node22.m2m.myoperator.org

----------------------- End of change 2 -----------------------

----------------------- Start of change 3 -----------------------

7.2 M2M Identifiers lifecycle and characteristics

Table 7.2-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	FFS
	

	Application Entity Identifier
	FFS
	AE
	AE start-up

	Application Entity Registration
	Global
	- Application Entity Registration

- Security Context Establishment

- Other operations FFS
	Security requirements apply for Security Context Establishment

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning


	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Secuirty requirements apply for Secuirty Context Establishment

	M2M Node Identifier
	Out of Scope
	M2M Node hosting CSE
	Pre-provisioned
	Life of the M2M Node
	Global
	Security provisioning (FFS)
	Needs to be Read Only

	M2M Subscription Identifier


	M2M SP 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service Subscription with the M2M SP
	Global
	- Charging and Information Recorded

-  Other operations are FFS
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity 
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Manual mode:

Jointly between the Underlying Network provider and M2M SP, where applicable.

Plug-And- Play:
 FFS
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Manual Mode: Administrative Agreement.

Plug-And- Play: FFS
	Life of the CSE.
	FFS
	Requests initiated by a CSE over the Interface, where applicable.
	

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier


	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	CSE instance lifetimeLife of the CSE
	Execution Environment-wide
	Device Trigerring procedures
	


----------------------- End of change 3 -----------------------

----------------------- Start of change 4 -----------------------

9.6.25
Resource Type cmdhDefEcValue

The <cmdhDefEcValue> is used to define a value for the ec (event category) parameter of an incoming request when it is not defined.

Upon receiving a request, the CSE will go through all the <cmdhDefEcValue> resources (in the order of their "order" attribute), check the <requestOrigin> and any present<requestContext> and <requestCharacteristics> sub-resources to see if they match (see description of matching), and if they all do, assign the value stored in the defEcValue attribute to the ec parameter.


[image: image1.emf]<cmdhDefEcValue>

order

1

defEcValue

1

requestOrigin

1

requestContext

0..1

requestContextNotification

0..1

requestCharacteristics

0..1


Figure 9.6.25-1: Structure of <cmdhDefEcValue> resource 
(only resource specific attributes are shown)

The resource <cmdhEcDefEcValue> shall contain attributes according to their multiplicity shown in Table 9.6.25-1.  A value of "0" for multiplicity indicates the attribute is optional.

· Table 9.6.25-1: Attributes of <cmdhDefEcValue> resource

	Attribute Name of <cmdhDefEcValue>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See section 9.6.1 

	expirationTime (eT)
	1
	RW
	See section 9.6.1 

	accessControlPolicyID (aR)
	0..n
	RW
	See section 9.6.1 

	creationTime (cT)
	1
	RO
	See section 9.6.1 

	lastModifiedTime (lMT)
	1
	RO
	See section 9.6.1 

	order(or)
	1
	RW
	The index indicating in which order the cmdhDefEcValue resource will be treated by the CSE to determine a value for the ec parameter

	defEcValue (dev)
	1
	RW
	The actual value to use for the ec parameter if the conditions expressed in the requestOrigin, requestContext and requestCharacteristics all match. If none of these attributes are defined, then the defEcValue shall be applied.

	requestOrigin (rorig)
	1
	RW
	The requestOrigin attribute is a list of zero or more local App-Inst-IDs, App-IDs, or the strings  ‘localAE’ or ‘thisCSE’. 

When an App-Inst-ID appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec if the request was issued by that specific Application Entity. 

When an App-ID appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec if the request was issued by any AE with that App-ID unless covered by another <cmdhDefEcValue> resource with a requestOrigin attribute containing its specific App-Inst-ID.. 

When the string ‘localAE’ appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec for requests issued by all local AEs unless covered by another <cmdhDefEcValue> resource with a requestOrigin attribute containing the specfifc App-Inst-ID or App-ID of the originator of the request. 

When the string ‘thjsCSE’ appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec for requests that are originating from within the local CSE .

The hosting CSE shall contain at least one <cmdhDefEcValue> resource that contains ‘localAE’ in the ‘requestOrigin’ attribute and has no ‘requestContext’ and no ‘requestCharacteristics’ attribute. 

The hosting CSE shall contain at least one <cmdhDefEcValue> resource that contains ‘thisCSE’ in the ‘requestOrigin’ attribute and has no ‘contextCondtion’ and no ‘requestCharacteristics’ attribute.

	requestContext (rctxt)
	0..1
	RW
	The requestContext attribute represents the Dynamic Context condition under which the default ec value defined inside the defEcValue attribute is applicable for the ec.

This may refer to conditions such as current battery status, or current network signal strength.

	requestContextNotification
	0..1
	RW
	True or false. If set to true, then this CSE will establish a subscription to the dynamic context information defined in the requestContext attribute as well as a subscription to this <cmdhDefEcValue> resource for all AEs corresponding to the App-Inst-ID or an App-ID appearing in the requestOrigin attribute. Both, changes in the context information and changes to the <cmdhDefEcValue> resource will be notified to the respective AEs. The subscription(s) is/are established when the <cmdhDefEcValue> is provisioned or updated.

	requestCharacteristics
	0..1
	RW
	The requestCharacteristics attribute represents conditions pertaining to the request itself, such as the requested response type (rt attribute) or other attributes of the request.


----------------------- End of change 4 -----------------------

----------------------- Start of change 5 -----------------------

9.6.27
Resource Type cmdhLimits

The <cmdhLimits> resource type is used to define limits for CMDH related parameter values used in requests issued by Originators (registered AEs or functions inside the CSE itself). When an incoming request is processed that does not comply with the limits defined by the corresponding <cmdhLimits> resource, the request shall be rejected by the CSE.
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Figure 9.6.27-.1: Structure of <cmdhLimits> resource 
(only resource specific attributes are shown)

The resource <cmdhLimits> shall contain attributes according to their multiplicity shown in Table 9.6.27-1.  A value of "0" for multiplicity indicates the attribute is optional.

· Table 9.6.27-1: Attributes of <cmdhLimits> resource

	Attribute Name of <cmdhLimits>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	expirationTime (eT)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	accessControlPolicyID (aR)
	0..n
	RW
	See section 9.6.1 where this common attribute is described.

	creationTime (cT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	order(or)
	1
	RW
	The index indicating in which order the cmdhLimits resource will be treated by the CSE to determine a value for the limit parameters.

	requestOrigin(rorig)
	1
	RW
	The requestOrigin attribute is a list of zero or more local App-Inst-IDs, App-IDs, or the strings  ‘localAE’ or ‘thisCSE’. 

When an App-Inst-ID appears in the requestOrigin attribute, the CMDH parameter limits defined inside <cmdhLimits> child resources are applicable for requests issued by that specific Application Entity. 

When an App-ID appears in the requestOrigin attribute, the CMDH parameter limits defined inside <cmdhLimits> child resources are applicable for requests issued by the AE with that App-ID unless already covered by another <cmdhLimits> resource with a requestOrigin attribute containing its specific App-Inst-ID. 

When the string ‘localAE’ appears in the requestOrigin attribute, CMDH parameter limits defined inside <cmdhLimits> child resources are applicable for all local AEs unless covered by another <cmdhLimits> resource with a requestOrigin attribute containing the specific App-Inst-ID or App-ID of the originator of the request.

When the string ‘thisCSE’ appears in the requestOrigin attribute, CMDH parameter limits defined inside <cmdhLimits> resources are applicable for all requests that are originating from within the hosting CSE.

The hosting CSE shall contain at least one <cmdhLimits> resource that contains ‘localAE’ in the ‘requestOrigin’ attribute and has no ‘contextCondtion’ and no ‘requestCharacteristics’ attribute. 

The hosting CSE shall contain at least one <cmdhLimits> resource that contains ‘thisCSE’ in the ‘requestOrigin’ attribute and has no ‘requestContext’ and no ‘requestCharacteristics’ attribute.

	requestContext (rctxt)
	0..1
	RW
	The requestContext attribute represents the Dynamic Context condition under which CMDH parameter limits defined inside the <cmdhLimits> resource is applicable.

This may refer to conditions such as current battery status, or current network signal strength.

	requestContextNotification
	0..1
	RW
	True or false. If set to true, then this CSE will establish a subscription to the dynamic context information defined in the requestContext attribute as well as a subscription to this <cmdhLimits> resource for all AEs corresponding to the App-Inst-ID or an App-ID appearing in the requestOrigin attribute. Both, changes in the context information and changes to the <cmdhLimits> resource will be notified to the respective AEs. The subscription(s) is/are established when the <cmdhLimits> is provisioned or updated

	requestCharacteristics
	0..1
	RW
	The requestCharacteristics attribute represents conditions pertaining to the request itself, such as the requested response type (rt attribute) or other attributes of the request.

	limitsEventCategory (lEC)
	1
	RW
	Allowed values for the event category parameter (‘ec’) in a request of any of the originators indicated in the requestOrigin attribute.

	limitsRequestExpTime (lRqET)
	1
	RW
	Range of allowed values for the request expiration time parameter (‘rqet’) in a request of any of the originators indicated in the requestOrigin attribute.

	limitsResultExpTime (lRsET)
	1
	RW
	Range of allowed values for the result expiration time parameter (‘rset’) in a request of any of the originators indicated in the requestOrigin attribute.

	limitsOpExecTime (lOET)
	1
	RW
	Range of allowed values for the operational execution time parameter(‘oet’) in a request of any of the originators indicated in the requestOrigin attribute.

	limitsRespPersistence (IRP)
	1
	RW
	Range of allowed values for the response persistence parameter (‘rp’) in a request of any of the originators indicated in the requestOrigin attribute.

	limitsDelAggregation(lDA)
	1
	RW
	List of allowed values for the delivery aggregation parameter (‘da’) in a request of any of the originators indicated in the requestOrigin attribute.


----------------------- End of change 5 -----------------------
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