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-----------------------Start of change 1-------------------------------------------
9.6.2
Resource Type accessControlPolicy
The <accessControlPolicy> resource is comprised of  privileges and selfPrivileges attributes which 
represents a set of access control rules  defining which entities (defined as accessControlOriginators) have the privilege to perform  certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making access decision to specific resources.
Each access control rule defines what is allowed,. So for sets of Access control rules an operation is permitted if it is permitted by some/any of the access control rules in the set. As a consequence, a combination of access control rules will never be conflicting. 
For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs (defined in table 9.6.1-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE access decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the identified <accessControlPolicy> resources.



The selfPrivileges attribute represents the set of access control rules for the resource <accessControlPolicy> itself.
The CSE access decision for <accessControlPolicy>  resource shall follow the evaluation of the set of access control rules expressed by the selfprivileges attributes defined in the identified <accessControlPolicy> resource itself.



The Access Control Policies shall be used by the CSE to control access to the resources as specified in this TS and in TS-0003 [TS0003].  
The ACP is designed to fit different access control models, such as access control lists, role or attribute based access control.
The ACP associate accessControlOriginators with the privilege to perform certain operation within a given context, that maps in the definition of a role. Multiple ACP can associated to the same resource, allowing to operate on such resource according to different roles.


[image: image1.emf]<accessControlPolicy>

privileges

0..1

selfPrivileges

0..1

0..n

<subscription>


Figure 9.6.2-1: Structure of <accessControlPolicy> resource 

The <accessControlPolicy> resource shall contain the child resource in table 9.6.2-1.

Table 9.6.2-1: Child resources of <accessControlPolicy> resource
	Child Resource Name of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscriptionAnnc>



This resource shall contain the attributes in Table 9.6.2-2.

Table 9.6.2-2: Attributes of <accessControlPolicy> resource
	Attribute Name of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attribute

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MA

	parented
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	MA

	Labels
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.
	MA

	creationTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	
	
	
	
	

	announceTo
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NA

	announcedAttribute
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NA

	privileges
	1
	RW
	Represent a set of access control rules   that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.

	MA

	selfPrivileges
	1
	RW
	Represent 
the Set of access control rules that apply to the <accessControlPolicy> resource itself.
	MA




The set of access control rules represented in privileges and selfPrivileges attributes are comprised of 3-tuples  (accessControlOriginators, accessControlContexts, accessControlOperations) with parameters shown in Table 9.6.2-3 which are further described in the following clauses. 
If privileges  contains no 3-tuples than this represent an empty set of the access control rules

The selPrivileges  shall contain at least one 3-tuples.


The CSE access granting mechanism shall follow the procedure described in TS-0003 [TS0003] in clause 7.1 (Authorization and access control).




Table 9.6.2-3: Parameters in access-control-rule-tuples
	Name
	Description

	accessControlOriginators
	See 9.6.2.1

	accessControlContexts
	See 9.6.2.2

	accessControlOperation
s
	See 9.6.2.3


9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple represents the set of Originators shall be allowed using this access control rule. The set of Originators is described by a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following originator privilege types shall be considered for access control policy check.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	Domain
	A SP domain or SP subdomain

	originatorIdentifier
	CSE-Id or AE-ID which represent a originator identity

	
	

	all
	Any originators are allowed to access the resource within the accessControlOriginators constraints

	
	

	
	


	
	


9.6.2.2
accessControlContexts 
The accessControlContexts is an optional parameter  in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is is permitted using this access control rule. Each request contexts is described by a set of parameters, where the types of the parameter can vary within the set. Table 9.6.2.2-1 describes the supported types of parameters in accessControlContexts. 
The following originator accessControlContexts shall be considered for access control policy check by the CSE..

Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	
	


	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that Authorization Decision is made.

	accessControlLocationRegion
	Represents a location region constraint  which is compared against the location of the Originator of the request

	accessControlIpAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request


9.6.2.3
accessControlOperations

The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 9.6.2.3-1 describes the supported set of operations that are authorized by accessControlOperations. 
The following accessControlOperations shall be considered for access control policy check by the CSE..


Table 9.6.2.3-1: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification



-----------------------End of change 1-------------------------------------------
�This is repeated below. Delete this.


�I think this sentence is not necessary as we said above that access control rule is defined within a specified context, with attributes listed in accessControlcontext.   


�This appears to repeat the text for two paragraphs prior to this paragraph.


� RESOLUTION: link, announceTo and announcedAttribute are common attributes. They should not be shown in this figure. No action required


�Changed To maintain consistency with privileges description


�RESOLUTION: Why are mechanisms for announcing noted here. I gather announcement is dealt with in Clause 10.2.18. No action required


�This doesn't sound like normative text. Delete


�We should not impose that this is a "Flag" since that is a stage 3 issue. Enough to say we describe the operations see clause 9.6.2.3.


�RESOLUTION: This is a stage 3 detail. No action required
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