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6.2
Service Subscription
The Service Subscription service provides the ability to:

· Validate the service capabilities (e.g., requests, notifications) that go across the Mca reference point by ensuring Supporting Service requested by the Originator is permitted within the context of the Service Subscription 

· Assist in authorization of a service capability by returning a Service Role for the requested service capability

· Assist in returning the Broker instance needed to exchange data for publish and subscribe service capabilities

6.2.1
Service Capabilities
6.2.1.1
validateSupportingService
This service capability ensures that a valid Service Subscription exists for a service capability that is either received by the oneM2M System from an AE or is transmitted to the AE from the oneM2M System.

6.2.1.1.1
Pre-conditions
A correlation between the serviceId that defines the Supporting Service and the subscriptionId has been defined in order to obtain the serviceId.
6.2.1.1.2
Signature
	Parameter name
	Direction
	Optional
	Description

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID)

	responseType
	OUT
	NO
	Response types:
· Supporting Service does not exist for requested Service Subscription
· Supporting Service does exist for the requested Service Subscription
· 
· 


Table 6.2.1.1.2-1 validateSupportingService Signature

6.2.1.1.3
Post-Conditions
Not Applicable

6.2.1.1.4
Exceptions
Not Applicable
6.2.1.1.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.2.1.1.6
oneM2M Resource Interworking
Not Applicable
· 

6.2.1.1.7
oneM2M Roles Association
Not Applicable


6.2.1.2
retrieveAuthorization
This service capability determines the Service Role associated with the Service Capability and the M2M Subscription and returns the policies associated with the Service Role.

6.2.1.2.1
Pre-conditions
A correlation between the subscriptionId, serviceId and serviceCapId to a Role.
6.2.1.2.2
Signature
	Parameter name
	Direction
	Optional
	Description

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID)

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	serviceRole
	OUT
	YES
	The M2M Service Role (Role-ID)

	rolePolicies
	OUT
	YES
	The Attribute Based Control Role policies that is valid for returned Service Role.

	responseType
	OUT
	NO
	Response types

· Role policies exist

· Role policies do not exist
· Service Role does not exist


	
	
	
	


Table 6.2.1.1.2-1 retrieveAuthorization Signature

6.2.1.2.3
Post-Conditions
Not Applicable

6.2.1.2.4
Exceptions
Not Applicable
6.2.1.2.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.2.1.2.6
oneM2M Resource Interworking
Not Applicable

· 

6.2.1.2.7
oneM2M Roles Association
Not Applicable

6.2.1.3
getBroker
This service capability obtains the Broker instance that will be used to subscribe and publish requests based on the requested service capability (e.g., publishRequest, subscribeRequest), AE and publication resource. 



6.2.1.3.1
Pre-conditions
A correlation between a Service Subscription, applicationdId, publication resource and Broker exist.
6.2.1.3.2
Signature
	Parameter name
	Direction
	Optional
	Description

	
	
	
	

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	applicationId
	IN
	NO
	The identifier of the AE that is to target of the request (AE-ID) 

	subscriptionId
	IN
	NO
	The identifier of the Service Subscription (M2M-Sub-ID)

	publicationResource
	IN
	NO
	The publication resource

	broker
	OUT
	NO
	The returned instance of the Broker service associated with the Service Subscription. 

	responseType
	OUT
	NO
	Response types:
· Broker does not exist for requested service capability, Service Subscription and target
· 
· 


Table 6.2.1.3.2-1 getBroker Signature

6.2.1.3.3
Post-Conditions
Not Applicable

6.2.1.3.4
Exceptions
Not Applicable
6.2.1.3.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.2.1.3.6
oneM2M Resource Interworking

· 
Not Applicable
6.2.1.3.7
oneM2M Roles Association
Not Applicable
6.3
Authorization
The Authorization service provides the ability to:

· Authorize the Originator for the Service Capability and Target
6.3.1
Service Capabilities
6.3.1.1
authorizeServiceCapability
This service capability authenticates the Originator and then authorizes the service capability within the context of a M2M Service Subscription between the Originator and the Target.

6.3.1.1.1
Pre-conditions

The Service Role has policies configured that assign privileges for the service capability.
The Service Role is associated with the Service Subscription.
6.3.1.1.2
Common Service Capability Parameters for Request Authentication and Authorization
	Parameter name
	Direction
	Optional
	Description

	originator
	IN
	NO
	The identifier of the originator that is issuing the request (AE-ID). 

	
	
	
	

	
	
	
	

	target
	IN
	NO
	The identifier of the AE that is to target of the request (AE-ID)

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID)

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	responseType
	OUT
	YES
	Response types that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.

· Issuer is not authenticated

· Issuer does not have a Service Subscription

· Issuer not authorized for the Service Capability




Table A.2.1.1.2-1 Common Service Capability Parameters for Request Authentication and Authorization

6.3.1.1.3
Service Interactions

This service capability will consume the ServiceSubscription:retrieveAuthorization service capability:
6.3.1.1.4
Post-Conditions
Not Applicable

6.3.1.1.5
Exceptions
Not Applicable
6.3.1.1.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.3.1.1.6
oneM2M Resource/CSF Interworking

· 
Editors note: The oneM2M Resource/Service Interworking will be identified once the Security TS-0003 is frozen.

6.3.1.1.7
oneM2M Roles Association
Not Applicable
7.6
Service Exposure (SE)
The SE Component acts as the primary interface for AEs to interact with the M2M Service Layer across the Mca Reference Point.
7.6.1
Common Parameters for Mca Interactions
For interactions (e.g., Requests, Responses, Notifications) across the Mca Reference Point a set of parameters is present for each type of interaction that is described in this clause. 
Parameters that are defined as required (Optional=NO) shall be present in all interactions across the Mca Reference Point.
7.6.1.1
Common Parameters for Mca Requests
Requests received from Originators across the Mca need to provide the information necessary to determine who is issuing the request, whom will receive the request and what service capability is being requested in order for the oneM2M System to authenticate the Originator and authorize the requested service capability.
Note: 
The service capability is determined from the service capabilities signature and isn’t formally part of the request parameters.
	Parameter name
	Direction
	Optional
	Description

	from
	IN
	NO
	The identifier of the Originator of the request (AE-ID)

	to
	IN
	YES
	The identifier of the AE that is to target of the request (AE-ID).
If the to parameter is not provided in the request, the receiving receiving SE Component shall be target of the request.

	
	
	
	


Table 7.6.1.1-1 Mca Reference Point: Common Parameters for Requests
Editors note: The issuer and service subscription id parameters were removed with the expectation that the registration procedures will associate the information (e.g., service subscription) necessary to authenticate and authorize the Originator of the request in the from parameter.
Editors note: Need to determine if the Originator should also send in an optional ServiceRole to specifically request a ServiceRole – otherwise If the serviceRoleId parameter is not provided in the request, the oneM2M System shall determine if an applicable Service Role is available for the Originator and the service capability.
7.6.1.2
Common Parameters for Mca Responses
Requests for certain message exchange patterns (e.g., IN-OUT), require a response to the request. For these message exchange patterns the responses for these requests received across the Mca need to provide the information necessary to the Originator such that the Origination is able to act on the request’s response.
	Parameter name
	Direction
	Optional
	Description

	responseType
	OUT
	YES
	Response types that is relevant to the service capability.

General responses include:

Request was successfully processed



Table 7.6.1.2-1 Mca Reference Point: Common Parameters for Responses

7.6.2
Service Exposure to Service Cross Reference

SE Data Exchange: All Service Capabilities

Service Subscription: getBroker

Broker: publish, subscribe
Annex A (Informative): Common Services: Mca Received Requests
A.1
Overview

This annex illustrates the usage of the common services described in this technical specification for implementation requests received from AEs across the Mca Reference Point.

A.2
Supporting Services
A.2.1
Authentication and Authorization of Requests

Upon reception of requests across the Mca reference, the request issuer is authenticated and the request service capability is authorized when the:

· Request Originator has a service subscription for the requested service capability. 

· Request Originator is authorized for the requested service capability.

A.2.1.1
receiveRequest

A.2.1.1.1
Pre-conditions
The Originator of the request has registered with the receiving SE Component.

A correlation between the service capability and the M2M authorization event has been defined in order to obtain the authorization for the service capability.
A.2.1.1.2
Common Service Capability Parameters for Request Authentication and Authorization
	Parameter name
	Direction
	Optional
	Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	responseType
	OUT
	YES
	Response types that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.
· Originator is not authenticated
· Originator does not have a Service Subscription
· Originator not authorized for the Service Capability
· 

	
	
	
	


Table A.2.1.1.2-1 Common Service Capability Parameters for Request Authentication and Authorization

A.2.1.1.3
Service Interactions

The interactions of service capabilities required to authenticate and authorize a request:

1) Validate the Supporting Service is exists for the Originator’s Service Subscription and Service Role.

2) Authorize the use of the service capability within the Originator’s Service Subscription and Service Role.
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Figure A.2.1.1.3-1 receiveRequest Interaction Diagram

A.2.1.1.4
Post-Conditions
Success case: The request is permitted.

Failure case: The request is not permitted and an optional response type is transmitted back the request issuer.

A.2.1.1.5
Exceptions
Not Applicable
A.2.1.1.6
Policies for Use
Message Exchange Patterns: In-Out, In-Only, Robust In-Only, In-Optional-Out

Transaction Pattern: Participation allowed

A.2.1.2
getServiceCapability

The getServiceCapability capability inspects the request to determine the service capability (operation) associated with the request. Each request that is received has a operation defined in the request header. 
A.2.1.2.1
Pre-conditions
Not Applicable
A.2.1.2.2
Signature
	Parameter name
	Direction
	Optional
	Description

	operation
	IN
	NO
	Requested operation

	version
	IN
	NO
	Version of the operation.

	serviceCapId
	OUT
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	responseType
	OUT
	YES
	Response types:
· Unable to determine Service Capability from Operation



Table A.2.1.2.2-1 getServiceCapability Signature

A.2.1.1.3
Post-Conditions
Success case: The M2M-Srv-ID is returned

Failure case: An error code is returned

A.2.1.1.4
Exceptions
Not Applicable
A.2.1.1.5
Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed

A.2.1.3
getSupportingService

The getSupportingService capability inspects the request to determine the Supporting Service for the service capability. 
A.2.1.3.1
Pre-conditions
A correlation between the M2M-Srv-ID that defines the requested operation and the M2M-Serv-ID that defines the Supporting Service has been defined in order to obtain the serviceId.

A.2.1.3.2
Signature
	Parameter name
	Direction
	Optional
	Description

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	serviceId
	OUT
	NO
	The M2M Service Identifier (M2M-Serv-ID) of the Supporting Service

	responseType
	OUT
	YES
	Response types that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.

· Supporting Service doesn’t exist for this Service Capability



Table A.2.1.3.2-1 getSupportingService Signature

A.2.1.3.3
Post-Conditions
Success case: The M2M-Serv-ID is returned

Failure case: An error code is returned

A.2.1.3.4
Exceptions
Not Applicable
A.2.1.3.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed
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