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Introduction
This contribution tries to solve the following issues.
1. Temporary resource no longer exists ( remove the related texts

2. The scope of discovery is not the entire of resources in a CSE ( discovery begins the resource specified in the discovery request
3. A match happens when all the filter criteria are met.

4. Redundant texts and stage 3 texts(e.g., query string) are removed

-----------------------Start of change 1-------------------------------------------
8.1.2
Request

The Request from an Originator to a Receiver includes the following parameters:

· to: URI of the target resource for the operation. The to parameter shall conform to clause 9.3.1
NOTE 1:
The to target resource needs to be known by the Originator. It can be known either by pre-provisioning (clause 11.2) or by discovery (clause 10.2.5 for discovery). Discovery of CSEBase is not supported in this release of the document. It is assumed knowledge of CSEBase is by pre-provisioning only.
NOTE 2:
The term target resource always refers to the resource which is addressed for the specific operation. For example the to of a Create operation for a resource "example" would be "/m2m.provider.com/exampleBase" the to parameter for the operation Retrieve of the same resource "example" is "/m2m.provider.com/exampleBase/example".
· fr:  Identifier representing the Originator.

NOTE 3:
The fr parameter can be used by the Receiver to check the Originator identity for access privilege verification.

· cn: resource content to be transferred.
· role: optional, required when role based access control is applied <associated text and procedure TBD>
[8.1.2.0a] Editor's Note:  Need to figure out the impact of Role in different procedures.
· op: operation to be executed: Create (C), Retrieve (R), Update (U), Delete (D), Notify (N)
The op parameter shall indicate the operation to be executed at the Receiver:

· Create (C): to is the URI of the target resource where the new resource (parent resource) 
· Retrieve (R): an existing to addressable resource is read and provided back to the Originator.

· Update (U): the content of an existing to addressable resource is replaced with  the new content as in cn parameter.
· Delete (D): an existing to addressable resource and all its sub-resources are deleted from the Resource storage.
· Notify (N):  information to be sent to the Receiver, processing on the Receiver is not indicated by the Originator.

· ty: the type of the target resource indicated by to
The ty parameter shall be present in every Request except resource discovery.
· 
· 
The cn parameter shall be present in Request for the following operations:

· Create: cn is the content of the new resource with the resource type ty.
· Update: cn is the content to be replaced in an existing resource. For the Update operation that is used for Execute operation, cn does not exist. 
· Retrieve: cn is the filter to be applied for discovery purposes.

· Notify: cn is the notification information.
Note that the cn parameter can also be empty.

Other allowed parameters shall be as follows:

· nm: optional name of the resource to be created.


Example usage of the name includes a name that the Originator of the Create resource wishes to be used as the identifier of the newly created resource. For creating a container with the name "myContainer" the request will provide the parameter nm with the value "myContainer" and the created resource would be: /<CSEBase>/myContainer.
· ot: optional originating timestamp of when the message was built.


Example usage of the originating timestamp includes: to measure and enable operation (e.g. message logging, correlation, message prioritization/scheduling, accept performance requests, charging, etc.) and to measure performance (distribution and processing latency, closed loop latency, SLAs, analytics, etc.)
· rqet: optional request message expiration timestamp.


Example usage of the request expiration timestamp includes to indicate when request messages (including delay-tolerant) should expire due to their staleness being no longer of value, and to inform message scheduling/prioritization. When a request has set request expiration timestamp to a specific time and the Request demands an operation on a Hosting CSE that is not the CSE currently processing the request, then the current CSE shall keep on trying to deliver the Request to the Hosting CSE until the request expiration timestamp time, in line with provisioned policies.

· rset: optional result message expiration timestamp.


Example usage of the result expiration timestamp includes to indicate when result messages (including delay-tolerant) should expire due to expected staleness of the result, being no longer of value, and to inform message scheduling/prioritization. It can be used to set the maximum allowed total request/result message sequence round trip deadline.
· rt: optional response message type: Indicates  what the response to the issued request shall contain and when the response is sent to the Originator:

· nonBlockingRequestSynch: In case the request is accepted by the Local CSE, the Local CSE responds after acceptance with an Acknowledgement confirming that the Local CSE will further process the request. The Local CSE includes in the response to an accepted request a reference that can be used to access the status of the request and the result of the requested operation at a later time. Processing of Non-Blocking Requests is defined in clause 8.2.2 and in particular for the synchronous case in clause 8.2.2.2.

· nonBlockingRequestAsynch: In case the request is accepted by the Local CSE, the Local CSE responds after acceptance with an Acknowledgement confirming that the Local CSE will further process the request. The result of the requested operation needs to be sent as a notification to the Originator. Processing of Non-Blocking Requests is defined in clause 8.2.2 and in particular for the asynchronous case in clause 8.2.2.3.

· blockingRequest: In case the request is accepted by the Local CSE, the Local CSE responds with the result of the requested operation after completion of the requested operation. Processing of Blocking Requests is defined in clause 8.2.1.


Example usage of the response type set to nonBlockingRequestSynch: An Originator that is optimized to minimize communication time and energy consumption wants to express a Request to the local CSE and get an acknowledgement on whether the Request got accepted. After that the Originator may switch into a less power consuming mode and retrieve a Result of the requested Operation at a later time.


Further example usage of response type set to nonBlockingRequestSynch includes when the result content is extremely large, or when the result consists of multiple content parts from a target group which are to be aggregated asynchronously over time.

· rc: optional result content: Indicates what are the expected components of the result of the requested operation. The Originator of a request may not need to get back a result of an operation at all. This shall be indicated in the rc parameter. Which exact settings of rc are possible depends on the requested operation specified in op. Possible values of rc are:
· attributes: Representation of the requested resource shall be returned as content, without the URI(s) of the child resource(s). This is the default value. For example, if the request is to retrieve a <container> resource, the URI(s) of the <contentInstance> child-resource(s) is not provided. This setting is not valid for a Notify operation.

· attributes+child-resources: Representation of the requested resource, along with the URI(s) of the child resource(s), possibly limited by a maximum number of retrieved links, shall be returned as content. For example, if the request is to retrieve a <container> resource, the <container> resource and the URI(s) of the <contentInstance> child-resource(s) are provided. This setting is not valid for a Notify operation 

· child-resource: URI(s) of the child resources, possibly limited by a maximum number of retrieved URI(s), without any representation of the actual requested resource shall be returned as content. For example, if the request is to retrieve a <container> resource, only the URI(s) of the <contentInstance> child-resource(s) is provided. This setting is not valid for  a Notify operation 

· nothing: Nothing shall be returned as operational result content. This setting is not valid for a retrieve operation. This setting is the default when a Notification was requested by the op parameter. 

· announced-resource: Representation of the announced resource at local CSE shall be returned without the URI(s) of the child resource(s). If such information is not available at the local CSE, information at original resource Hosting CSE as per attribute setting shall be returned. This option shall not be used if the optional parameter fc (filter criteria) is included. This setting is not valid for a Notify operation.

[8.1.2.f0] Editor's Note: Example usage of all rc enumerated values needed. What is the use case for "nothing"?

[8.1.2.f1] Editor's Note: Do we need to support use case for "no response expected" in this release.

· rp: optional response persistence: indicates the duration for which the address containing the responses is to persist.


Example usage of response persistence includes requesting sufficient persistence for analytics to process the response content aggregated asynchronously over time. If a result expiration timestamp is specified then the response persistence should last beyond the  result expiration time.
· ri: request Identifier.

Example usage of request identifier includes enabling the correlation between a Request and one of the many received Responses.

· oet: optional operation execution time: indicates the time when the specified operation op is to be executed by the target CSE. A target CSE shall execute the specified operation of a Request having its operational execution time indicator set, starting at the operational execution time. If the execution time has already passed or if the indicator is not set, then the specified operation shall be immediately executed, unless the request expiration time, if set, has been reached.


Example usage of operational execution time includes asynchronous distribution of flows, which are to be executed synchronously at the operational execution time.

NOTE 4:
Time-based flows could not supported depending upon time services available at CSEs.

· ec: optional event category: Indicates the event category that should be used to handle this request. Event categories are impacting how Requests to access remotely hosted resources are processed in the CMDH CSF. Selection and scheduling of connections via CMDH are driven by policies that can differentiate event categories.


Example usage of "event category" set to specific value X: When the request is demanding an operation to be executed on a Hosting CSE that is different from the Registrar CSE, the request may be stored in the CSE that is currently processing the request on the way to the Hosting CSE until it is allowed by provisioned policies for that event category X to use a communication link to reach the next CSE on a path to the Hosting CSE or until the request expiration timestamp is expired.

· da: optional delivery aggregation on/off: Use CRUD operations of <delivery> resources to express forwarding of one or more original requests to the same target CSE(s).
NOTE 5:
Since da is optional, there could be a default value to be used when not present in the Request. This parameter could not be exposed to AEs via Mca.

Example usage of delivery aggregation set on: The CSE processing a request shall use aggregation of requests to the same target CSE by requesting CREATE of a <delivery> resource on the next CSE on the path to the target CSE.

· gid: optional group request identifier: Identifier added to the group request that is to be fanned out to each member of the group.
· fc: optional filter criteria: conditions for filtered retrieve operation are described in table 8.1.2-1.
· Disrestype: Optional Discovery result type. This parameter applies to discovery related requests (see clause 10.2.5) to indicate the preference of the Originator for the format of returned information in the result of the operation. This parameter shall take on one of the following values reflecting the options in clause 9.3.1:
· Hierarchical URI option.

· Non-hierarchical URI option.
· CSE-ID, and resource identifier option.

Example usage of the discovery result type set to Non-hierarchical URI option. The request originator is only willing to receive non-hierarchal URIs for discovered resources.

The absence of the parameter implies that the result shall be in Hierarchical URI format.
[8.1.2.g] Editors Note: This may be impacted by the management of access control policy which will be enhanced to take into account Hierarchical and non-Hierarchical URI.
-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
10.1.2
RETRIEVE (R)
The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the address (e.g. URI) of such attribute in the request message.

Originator requests retrieval of all attributes or a specific attribute of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only a specific attribute needs to be retrieved, the address of such attribute (e.g. the URI) shall be included in the cn information of the request message.

Receiver once the Originator has been successfully authenticated; the Receiver performs local processing to verify the existence of requested resource and checks privileges for retrieving the information related to the resource. After the successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.2-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall request to RETRIEVE a resource or a specific attribute within a resource at the Receiver.

op:
R (Retrieve).

to: 
URI of the target resource or the target attribute.
fr:
 ID of the Originator (either the AE or CSE).
Step 002: The Receiver shall verify the existence of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute.

Step 003: The Receiver shall respond with a Response message that shall contain the following information:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request, rd information can be used.

fr:
Optional. ID of the Receiver.

cn:
content of resource/attribute retrieved. If links are retrieved, resource type of each link shall be included.
General Exceptions:

1) The targeted resource/attribute in to information does not exist. The Receiver responds with an error.

2) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.

-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
10.2.1
<AE> Resource

10.2.1.1
Create <AE>, aka Application Registration

This flow is used for creating an <AE> resource. This operation is part of the registration procedure for AEs on the Registrar CSE (which is also the Hosting CSE), as described in clause 10.1.1.2.2.

Originator: The Originator shall be an Application Entity. The Originator may suggest in the request the AE-ID.

Receiver: Once the Originator has been successfully authorized (as described in TS-0003 [1]), the Receiver (which is also the Hosting CSE) shall grant the Request after successful validation of the Request.

The Create procedure shall be according to table 10.2.1.1-1.
[10.2.1.1.a] Editor's Note: Currently there is no clause with specific text on the authentication/access control from SEC.
[10.2.1.1.b] Editor's note: It is not clear if the case of non-authenticated AE can register to a local CSE, but with a very limited access. This case is FFS.

[10.2.1.1.c] Editor's note: the relation with the accessControlPolicy is for FFS.

Table 10.2.1.1-1 <AE> CREATE flow
	CREATE: Description

	Pre-Conditions 
	

	Information on Request message
	All parameters defined in table 8.1.2.1-1 are applicable as indicate in the table with the specific details for:

fr: Credentials of the Originator, as defined in [1]
[10.2.1.1.d ] Editor's Note: More investigation is needed in WG4 to clarify what will be the value of fr and in which clause it will be described.
nm: The name of the <AE> resource is optional. 

cn: The resource content shall provide the information as defined in clause 9.6.5. The following attributes from clause 9.6.5 are mandatory for the request:

· "resourceType" which shall be set to the appropriate tag that identify the AE resource as defined in 9.6.1

· "name"

· "App-ID"
· “M2M-Sub-ID”
The following attributes from clause 9.6.5 are optional for the request:

· "expirationTime"

· "labels"

· "AE-ID"

· "ontologyRef"

[10.2.1.1.e] Editor's Note: fix table 7 for optional AE-ID

	Local processing on Hosting CSE
	No change from the basic procedure (clause 10.1.1).
The hosting CSE verifies that the Originator is an authenticated AE.

	Information on Response message
	All parameters defined in table 8.1.2.1-1 are applicable as indicated in the table with the specific details for:

cn: URI of the created <AE> resource, according to clause 10.1.1

	Post-Conditions 
	

	Exceptions
	All exception described in the basic procedure (clause 10.1.1) are applicable.

	Exceptions
	All exception described in the basic procedure (clause 10.1.4) are applicable.


9.6.5
Resource Type AE
The <AE> resource represents information about an Application Entity known to a given Common Services Entity.

Figur
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Rapporteur’s note: add M2M-Sub-ID attribute in the above figure.
[9.6.5.a] Editor's Note: To update the picture to include "announceTo" and "announcedAttribute" attribute.

[9.6.5a1] Editor's Note: The picture above needs to be updated as per the new strucutre of AE resource. 

The <AE> resource shall contain the child resources in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource
	Child Resource Name of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<pollingChannel>
	0..n
	See clause 9.6.21.
When the Registrar CSE of this AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling.
	<pollingChannel>


The <AE> resource shall contain the attributes described in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attribute Name of <AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	MA

	accessControlPolicyIDs
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	MA

	creationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	NA

	labels
	0..1
	RO
	See clause 9.6.1 where this common attribute is described.
	MA

	announceTo
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	NA

	announcedAttribute
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	NA

	name
	1
	RO
	The (usually human readable) name of the application, as declared by the application developer (e.g. "HeatingMonitoring")
	OA

	App-ID
	1
	RO
	Application Identifier
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2). 
	OA

	pointOfAccess
	0..n
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the hosting CSE.
	OA

	ontologyRef
	0..1
	RW
	A reference (URI) of the ontology used to represent the information that is managed and understood by the AE; to be passed to the AE.
	OA

	nodeLink
	0..1
	RO
	A reference (URI) of a <node> resource that stores the node specific information. 
	OA

	M2M-Sub-ID
	1
	WO
	M2M-Sub-ID of this AE.
	NA


-----------------------End of change 3-------------------------------------------
-----------------------Start of change 4-------------------------------------------
10.1.1
CREATE (C)

The CREATE procedure shall be used by an Originator CSE or AE to create a resource on a Receiver CSE (also called the Hosting CSE). The description of CREATE procedure has been divided in two separate clauses, since there is a need to distinguish between Registration related Create and Non-Registration related Create procedures.

The Registration related Create procedure is applicable for the following resource types only:

· <AE>; and
· <remoteCSE>.
Whereas non-registration related Create procedure is applicable for all other resource types described in clause 9.6.

10.1.1.1
Non-registration related CREATE procedure

This procedure is valid for all resources which are not related to registration.

As a pre-condition for this procedure, the Originator has been already successfully authenticated, with the procedure described in [1]. Therefore all exceptions that are related to authentication failure are not described in this clause.

Originator requests to create a resource by using the CREATE method. See clause 8.1.2 for the parameters to be included in the Request message.
Registrar CSE performs M2M Service Subscription validation specified in X.X.X of [1] when Registrar CSE receives the request if the Originator is AE.
Receiver once the Originator has been successfully authenticated and that the request is allowed by the given privileges, shall validate request and shall create the resource.
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Figure 10.1.1.1-1: Procedure for CREATEing a Resource

Step 001: The Originator shall send the following parameters in the CREATE Request message:

op: 
C (Create); 

to: 
URI of the target resource where the new resource should be created (parent resource);

fr: 
ID of the Originator (either the AE or CSE);

[10.1.1.1.b] Editor's Note: AE or CSE may not have the ID upon its registration request. Alternative information for fr is FFS.

nm:
optional name of the resource to be provided by the Originator, where permitted by the resource type as specified in clause 9.6.

NOTE:
Some of the resources defined in clause 9.6 have a predefined name. For these resources the parameter nm is not applicable.
cn: 
attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType (clause 9.6.1) which identifies the type of the resource to be Created.
[10.1.1.1.c] Editor's Note: which parameters are deducted to be mandatory/optional in the request is for FFS. Clause 8.1 should provide a generic mechanism to identify mandatory params for a request by looking at how the resource is defined. E.g. If the attribute in the resource definition is identified as mandatory and it is of type RW, then it is also intended as mandatory in the request.

[10.1.1.1.d] Editor's Note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.

Step 002: The Receiver shall:

3) Check if the Originator has the appropriate privileges for performing the request. Privileges are part of the attribute accessControlPolicyID of the targeted resource. In case that such an attribute does not exist, the Receiver shall check the accessControlPolicyID of the parent resource.

[10.1.1.1.e] Editor's Note: how far should the Receiver go back to a parent to look for an accessControlPolicyID is FFS

4) Verify that the suggested nm, if provided by the Originator in the Create Request message, does not already exist in its resource structure.

5) Assign an identifier to the resource to be created if nm is not provided by the Originator.

6) Assign/modify default values for certain mandatory attributes of the resource, where allowed by the resource itself and if not provided by the Originator itself.

7)  the Receiver shall assign a value to the following common attributes specified in clause 9.6.1: 

a)
parentID;

b)
creationTime;

c)
expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value.

d)
lastModifiedTime: which is equals to the creationTime;
e)
Any other RO (Read Only) attributes within the restriction of the Receiver policies.

8) On successful validation of the Create Request, the Receiver shall create the requested resource. 

Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , rd information can be used.

fr:
Optional. ID of the Receiver.

cn:
URI and optionally the content of the created resource. The Receiver shall provide the content if the created resource contains attributes which were modified by the Receiver in step 002.
See clauses 8.1.3 and 8.1.4 for the parameters to be included in the Response message.

General Exceptions:
9) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.

10) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.

11) The provided information in cn is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.

10.1.1.2
Registration related CREATE procedure

This clause describes the CREATE procedure for <remoteCSE> and <AE> resource type.

10.1.1.2.1
CSE Registration procedure

The procedure for CSE Registration follows the procedure described in clause 10.1.1.1, but with some exceptions. Below is the detailed description on how to perform the CSE Registration and which part of the procedure deviates from the one described in clause 10.1.1.1.

The Registration procedure requires the creation of two resources (a <remoteCSE> on the Receiver CSE and a <remoteCSE> on the Originator CSE) rather than one resource. The Registration procedure is always initiated by a CSE in the field domain and follows the restrictions described in clause 6.2.9.

Receiver: Once the Originator has been successfully authenticated and access to the Receiver has been granted (as described in [1], the Receiver shall allow the creation of the <remoteCSE> resource since at registration time there are no appropriate privileges associated with the AE yet.
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Figure 10.1.1.2.1-1: Procedure for CREATEing a <remoteCSE> Resource

All the parameters of the request and steps that are not indicated do not deviate from clause 10.1.1.1.

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
Credentials of the Originator, CSE-ID, as defined in [1].
cn: 
Attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType from clause 9.6.1, which identifies the type of resource; and the attributes CSE-ID and CSEBase. The CSEBase shall contain the absolute URI of the <CSEBase> resource at the Receiver.

Step 002: The Receiver shall:

12) This step from 10.1.1.1 cannot be performed for the creation of <remoteCSE> resource.

All the other steps: 2-6, from step 002 from clause 10.1.1.1 are still applicable.

NOTE:
Optionally, if the M2M Service Provider supports inter-domain communication, the Receiver could perform this step if the attribute CSEBase (part of the cn parameter of the request) contains the public domain of the CSE. The Receiver could construct the domain as described in clause XXX. The Receiver could add an AAA or AAAA record in DNS with the public domain name of the Originator CSE and the IP address of the IN-CSE associated with the Originator.

[10.1.1.2.1.a] Editor's Note: The clause that should refer to clause 6.5 somewhere where the public domains of CSEs are defined.

Step 003: See clause 10.1.1.1.

Step 004: The Originator, upon receipt of the CREATE response message, shall create a <remoteCSE> resource locally under its <CSEBase> resource. This resource is representing the Receiver CSE. The Originator shall provide the appropriate values to all mandatory parameters as described in clause 9.6.4.
Step 005: The Originator may issue a RETRIEVE Request towards the Receiver (same to as for the CREATE request message) to obtain the optional parameters of the <remoteCSE> resource created at the Receiver as for step 004 (e.g. labels, accessControlPolicyID attributes). The RETRIEVE procedure is described in clause 10.1.2.

See clauses 8.1.2 for the information to be included in the Request message.

Step 006: The Receiver verifies that the Originator has the appropriate privileges to access the information.

Step 007: The Receiver sends a RETRIEVE response message, according to the procedure described in clause 10.1.2.

See clauses 8.1.3 and 8.1.4 for the information to be included in the Response message.

Step 008: The Originator shall update the created <remoteCSE> resource for the Receiver with the information obtained in step 007.

General Exceptions:
All exceptions from clause 10.1.1.1 are applicable; in addition the following exception may occur:

13) The Originator does not have the privileges to retrieve the attributes of the Receiver CSE. The Receiver responds with an error.

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the procedure described in clause 10.1.1.1 with the following exception:

Receiver: once the Originator has been successfully authorized (as described in [1]); the Receiver shall allow the creation of the <AE> resource according to the access control policy. The Receiver shall use, if present, the suggested name from the information parameter nm in the request. If the suggested name of the resource cannot be used (i.e. a resource with that name already exists) the Receiver shall reject the CREATE Request. If the request does not provide the optional nm, then the Receiver shall create the resource and assign a name to it.

[10.1.1.2.2.a] Editor's Note: which accessControlPolicy needs to be used is FFS.

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
credentials of the Originator, as defined in [1].
Step 002: for the <AE> resource the Receiver cannot perform the action described in the first step of clause 10.1.1.1.

All the other parameters of the request and the steps that follow do not deviate from clause 10.1.1.1.

10.1.2
RETRIEVE (R)
The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the address (e.g. URI) of such attribute in the request message.

Originator requests retrieval of all attributes or a specific attribute of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only a specific attribute needs to be retrieved, the address of such attribute (e.g. the URI) shall be included in the cn information of the request message.

Registrar CSE performs M2M Service Subscription validation specified in X.X.X of [1] when Registrar CSE receives the request if the Originator is AE and the request is not resource discovery.
Receiver once the Originator has been successfully authenticated; the Receiver performs local processing to verify the existence of requested resource and checks privileges for retrieving the information related to the resource. After the successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.2-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall request to RETRIEVE a resource or a specific attribute within a resource at the Receiver.

op:
R (Retrieve).

to: 
URI of the target resource or the target attribute.
fr:
 ID of the Originator (either the AE or CSE).
Step 002: The Receiver shall verify the existence of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute.

Step 003: The Receiver shall respond with a Response message that shall contain the following information:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request, rd information can be used.

fr:
Optional. ID of the Receiver.

cn:
content of resource/attribute retrieved.

General Exceptions:

14) The targeted resource/attribute in to information does not exist. The Receiver responds with an error.

15) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.

10.1.3
UPDATE (U)
The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the expirationTime, since a failure in refreshing this attribute may result in the deletion of the resource. The Originator CSE or AE can request to update a specific attribute(s) at the target resource by including the name of such attribute(s) and its values in the request message.

Originator requests update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated. The UPDATE operation allows to modify the attributes (defined in clause 9.6) and that are indicated as "RW" (Read Write) for the specific resource type. See clause 8.1.2 for the information to be included in the Request message.

NOTE:
Update operation can also be used for Execute operation. Such use of the Update operation does not use cn parameter.

Registrar CSE performs M2M Service Subscription validation specified in X.X.X of [1] when Registrar CSE receives the request if the Originator is AE.
Receiver once the Originator has been successfully authenticated, the Receiver verifies the existence of the addressed resource, the validity of the attributes provided and the privileges to modify them, shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.3-1: Procedure for UPDATing a Resource

Step 001: The Originator shall send the following parameters in the UPDATE Request message:

op:
U (Update).

to: 
URI to the target resource.

fr: 
ID of the Originator (either the AE or CSE).
cn: 
Information related to the attribute(s) to be updated at the target resource. The name of such attribute(s) and associated updated values in the cn parameter. For the Update operation used for Execute operation, cn parameter does not exist.
Step 002: The Receiver shall validate if the Originator has appropriate privileges to perform the modification to the target resource. On successful validation, the Receiver shall update the resource as requested.

Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request, rd information can be used.

fr:
Optional. ID of the Receiver.
rs:
Operation result.
General Exceptions:

16) The targeted resource in to information does not exist. The Receiver responds with an error.

17) The Originator does not have the privilege to modify the resource on the Receiver. The Receiver responds with error.

18) The provided information in the cn is not accepted by the Receiver. The Receiver responds with error.

10.1.4
DELETE (D)
The DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. The DELETE procedure shall consist of the deletion of all related information of the target resource.

Originator requests deletion of a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.

Registrar CSE performs M2M Service Subscription validation specified in X.X.X of [1] when Registrar CSE receives the request if the Originator is AE.
Receiver once the Originator has been successfully authenticated, the Receiver verifies the existence of the requested resource, and the privileges for deleting the resource.
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Figure 10.1.4-1: Procedure for DELETING a Resource

Step 001: The Originator shall send a DELETE Request message to the Receiver.

op:
D (Delete).

to: 
URI of the target resource.

fr: 
ID of the Originator (either the AE or CSE).
Step 002: The Receiver shall verify the existence of the requested resource and if the Originator has the appropriate privilege to delete the resource. On successful validation, the Receiver shall check for child resources and delete all child resources and the associated references in parent resources and it shall remove the resource itself.

Step 003: The Receiver shall respond with a Response message that shall contain the following information:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non‑blocking request, rd information can be used.

fr:
Optional. ID of the Receiver.
rs:
Operation result.

General Exceptions:

19) The targeted resources in to information does not exist. The Receiver responds with an error.

20) The Originator does not have the privileges to delete the resource on the Receiver. The Receiver responds with an error.

10.1.5
NOTIFY (N)
The NOTIFY operation shall be used for notifying information.

Originator requests to notify an entity by using NOTIFY method. See clause 8.1.2 for the information to be included in a Request message.
Registrar CSE performs M2M Service Subscription validation specified in X.X.X of [1] when Registrar CSE receives the request if the Originator is AE.
Receiver responds to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.5-1: Procedure for NOTIFYing Information

[10.1.5.a] Editor's Note: not sure how to align this procedure with the other ones. The Receiver should also have a local processing, but if the address of the resource in the to is not one of the defined resource types what the receiver does is out of scope. However if the NOTIFY will corresponds to a create instance then the procedures described in the create should apply. This operation needs more refining.

Step 001: A notification to be sent to the Receiver is triggered in the Originator.

Step 002: The Originator shall send the following parameters in the NOTIFY Request message:

op:
N (Notify).

to: 
URI where the notification should be sent to.

fr:
ID of the Originator (only a CSE).
cn:
Notification data and/or Notification reference.

Step 003: The Receiver responds with a Response message that shall contain the following information:

rs: 
operation result.

General Exceptions:

21) None identified.

[10.1.5.b] Editor's note: General exceptions are FFS in particular for notification failures.
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