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[bookmark: _Toc377404840][bookmark: _Toc378676149][bookmark: _Toc379448211][bookmark: _Toc380831430][bookmark: _Toc390251832]6	M2M Services
This clause describes the M2M Services provided by the M2M Services Platform.
Editor’s note – Response types should only be documented in the originating service capability and should not be duplicated (documented) in the consuming capabilities.
[bookmark: _Toc377404841][bookmark: _Toc378676150][bookmark: _Toc379446837][bookmark: _Toc390251833]6.1	Introduction
The M2M Services defined in this clause are utilized by the Supporting Services described in the Annexes of this specification.


Figure 6.1-1: oneM2M Services
[bookmark: _Toc390251834][bookmark: _Toc377404842][bookmark: _Toc378676151][bookmark: _Toc379446838]6.2	Service Subscription
The Service Subscription service provides the ability to:
· Assist in returning the Management Adapter instance needed to manage device.
[bookmark: _Toc390251835]6.2.1	Service Capabilities
[bookmark: _Toc390251836]6.2.1.4	getManagementAdapter
This service capability obtains the Management Adapter instance that will be used to manage device based on the requested service capability (e.g., downloadFirmware, installFirmware) and device. 
[bookmark: _Toc390251837]6.2.1.4.1	Pre-conditions
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc390251838]6.2.1.4.2	Signature
	Parameter name
	Direction
	Optional
	Description

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID) of the service capability

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	managementAdapter
	OUT
	NO
	The returned instance of the Management Adapter service associated with the subscription. 

	responseType
	OUT
	NO
	Response types:
· Management Adapter does not exist 



Table 6.2.4.1.2-1 getManagementAdapter Signature
[bookmark: _Toc390251839]6.2.1.4.3	Post-Conditions
Not Applicable
[bookmark: _Toc390251840]6.2.1.4.4	Exceptions
Not Applicable
[bookmark: _Toc390251841]6.2.1.4.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251842]6.2.1.4.6	oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:
Not Applicable
[bookmark: _Toc390251843]6.2.1.4.7	oneM2M Roles Association
Not Applicable

[bookmark: _Toc390251844]6.6	Device Management
[bookmark: _Toc390251845]6.6.1	Overview
The Device Management service provides the ability of management of device capabilities forfor the capability for an AE to manage devices across the Mca reference point using supported device management message exchange patterns. This service utilizes management adapters to provide the management functions.
The supported device management message exchanges patterns are:
Request-Response
Request- Asynchronous Notification
[bookmark: _Toc390251846]6.6.1.1	Device Management
This device management patternThe Device Management service permits AEs to request management operations (such ase.g.,  device configuration operations, device troubleshooting operations, device firmware management operations, application software management operations) and get provide the result or report/retrieve the status of the operations to the originating AE.from reports. 
AEs can have the option to request to manage a targeted set of devices that include:  
Iindividual device
, Mmultiple devices through the use of lists of devices
A group that designates , and  device group through the use ofas  list of devices with using the groupID. 
AEs can have option  to request management operations for a targeted set of devices to be performed based on a schedule.
AEs can have the option to request that responses to requests be delivered synchronous (the request is held until all responses are received) or asynchronously (Reports of the operation are transmitted  to the AE when an operation has completed) to the request submission. For asynchronous requests, reports are transmitted based on a report policy configured as part of the original request.
AEs can alsoalso have the capability to  request to manage devices by complex operations (e.g. upgradefirmware), where the M2M service platform can orchestrate management operations (e.g. installfirmware, downloadware) according to the business process. 
[bookmark: _Toc390251847]6.6.1.1.1	Supporting Rules
6.6.1.1.1.1	Report Policy Parameter
The reportPolicy parameter is used to determine when a report is sent by the M2M System to the AE. The report period attribute is defined in the reportPolicy parameter.
	AttributeParameter
	Description

	reportPeriod
	When ofDescribes the period which reports for a operation are  sent to the AE. 


Table 6.6.1.1.1.1-1 ParameterParameter:reportPolicy
6.6.1.1.1.2	Aggregation Policy Parameter
The aggregationPolicy parameter  is used to determine the time period for aggregating the result of  the management operation prior to the reports being sent to the AE. The aggregation period attribute is defined in the aggregationPolicy parameter.
	AttributeParameter
	Description

	aggregationPeriod
	The time period of aggregating reports prior to transmission to the sent to thethe AE.


Table 6.6.1.1.1.2-1 Parameter: aggregationPolicy
6.6.1.1.1.3	Firmware Report Type
The FirmwareReport  is complex type that defines the current state of a firmware management operation for a specific device. 
	Parameter namer
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The firmware management operationoperation.(e.g. installFirmware, downloadFirmware)

	operationResult
	YES
	The firmware management operation execution result. 

	operationStatus
	YES
	The firmware management operation execution status. It can be Initiated, Started, Finished, Cancelled, or Deleted.


Table 6.6.1.1.1.3-1 Type: FirmwareReport
6.6.1.1.1.4	Orchestration Rule Type
The OrchestrationRule is a complex type that describes the target and associated schedule of the request for the execution of the management operation.
	Parameter name
	Optional
	Description

	groupId
	YES
	The group identifer.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YESNO
	The orchestrated operation. (e.g. installFirmware, downloadFirmware)

	schedule
	YES
	The time when to execute firmware operation. If it is not provided, the operation shall be execute immediately. 


Table 6.6.1.1.1.4-1 Type: OrchestrationRule
6.6.1.1.1.5	Firmware Info Type
The FirmwareInfo is a complex type that describes the version, name, URL of the device firmware.
	Parameter name
	Optional
	Description

	version
	YES
	The version of the firmware.

	name
	YES
	The name of the firmware to be used on the device.

	url
	YES
	The URL from which the firmware image can be downloaded.


Table 6.6.1.1.1.5-1 Type: FirmwareInfo

6.6.1.1.1.6	Service Subscription Integration
In order for the Device Management Service to take advantage of the Management Adapter, there shall be association between the device associated with a Service Subscription and the service capability with theto the Management Adapter.

[bookmark: _Toc377404843][bookmark: _Toc378676152][bookmark: _Toc379446839][bookmark: _Toc390251848]6.6.2	Service Capabilities
Editors note: Exceptions and responses from consumed services should not be redefined or duplicatrion. Only the originating service should document the response code or exception.
[bookmark: _Toc377404844][bookmark: _Toc378676153][bookmark: _Toc379446840][bookmark: _Toc390251849]6.6.2.1	downloadFirmware
This service capabiltiycapability provides the ability for AEs to download device firmware.
[bookmark: _Toc390251850]6.6.2.1.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc390251851]6.6.2.1.2	Signature - downloadFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage AdapterManagement Adapter for the requested operation
· report policy does not supported by the Manage AdapterManagement Adapter
· Operation exception: Firmware miss dependency
· Operation exception: The new firmware is too large for available program or data memory

	requestIDrequestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.6.2.1.2-1 Device Management Service –downloadFirmware capability
[bookmark: _Toc390251852]6.6.2.1.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.1.3-1 downloadFirmware Diagram

[bookmark: _Toc390251853]6.6.2.1.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to download firmware.
[bookmark: _Toc390251854]6.6.2.1.5	Exceptions
Exception:
· Missing dependency within the device for the firmware	Comment by tcarey1: I don'
· new New firmware is too large for available program or data memory
When invoking the service capability meet these exceptions, the response feedback and no subsequence notifications. AE can continue issue the request after M2M Area network meet the requirement or invoke other service capabilities to troubleshoot related devices.
Editors note: The highlighted text is unclear; we need to clarify the exception handling
[bookmark: _Toc390251855]6.6.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251856]6.6.2.1.7	oneM2M Resource Interworking
This service capability is used to download firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.


6.6.2.1.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251857]6.6.2.2	installFirmware
This service capabiltiycapability provides the ability for AEs to install firmware on the  device firmware.
[bookmark: _Toc390251858]6.6.2.2.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
The firmware to be installed exists on the device.
[bookmark: _Toc390251859]6.6.2.2.2	Signature –installFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage AdapterManagement Adapter for the requested operation
· Report policy does not supported by the Manage AdapterManagement Adapter
· Operation exception: Firmware is missingmiss dependency on the device
· Operation exception: The new firmware is too large for available program or data memory

	requestIDrequestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.6.2.2.2-1 Device Management Service –installFirmware capability
[bookmark: _Toc390251860]6.6.2.2.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.2.3-1 installFirmware Diagram

[bookmark: _Toc390251861]6.6.2.2.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to install firmware.
[bookmark: _Toc390251862]6.6.2.2.5	Exceptions
Exception:
Missing dependency of the firmware on the device
Nnew firmware is too large for available program or data memory
When invoking the service capability meet these exceptions, the response feedback and no subsequence notifications. AE can continue issue the request after M2M Area network meet the requirement or invoke other service capabilities to troubleshoot related devices.
Editors note: The highlighted text is unclear; we need to clarify the exception handling

[bookmark: _Toc390251863]6.6.2.2.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251864]6.6.2.2.7	oneM2M Resource Interworking
This service capability is used to install firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.


6.6.2.2.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251865]6.6.2.3 	getFirmwareInformation
This service capabiltiycapability provides the ability for AEs to get device firmware information.
[bookmark: _Toc390251866]6.6.2.3.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc390251867]6.6.2.3.2	Signature –getFirmwareInformation
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage AdapterManagement Adapter for the requested operation
· Report policy does not supported by the Manage AdapterManagement Adapter

	requestIDrequestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5


Table 6.6.2.3.2-1 Device Management Service –getFirmwareInformation capability
[bookmark: _Toc390251868]6.6.2.3.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.3.3-1 getFirmwareInformation Diagram

[bookmark: _Toc390251869]6.6.2.3.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to get firmware information.
[bookmark: _Toc390251870]6.6.2.3.5	Exceptions
Not Applicable
[bookmark: _Toc390251871]6.6.2.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251872]6.6.2.3.7	oneM2M Resource Interworking
This service capability is used to get firmware information. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute version, name, URL of the resource.


6.6.2.3.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251873]6.6.2.4 	getFirmwareExecStatus
This service capabiltiycapability provides the ability for AEs to get state of firmware management operation for a specific device.
[bookmark: _Toc390251874]6.6.2.4.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and previously submitted firmware request exist.
[bookmark: _Toc390251875]6.6.2.4.2	Signature –getFirmwareExecInstance
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	operationIDoperationRequestId
	IN
	NO
	The M2M Request Identifier of revioupreviously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage AdapterManagement Adapter for the requested operation
· Report policy does is not supported by the Manage AdapterManagement Adapter
· The revioupreviously submitted firmware request does not exist

	requestIDrequestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.6.2.4.2-1 Device Management Service –getFirmwareExecInstance capability
[bookmark: _Toc390251876]6.6.2.4.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.3.3-1 getFirmwareExecStatus Diagram

[bookmark: _Toc390251877]6.6.2.4.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to get firmware state of management operation.
[bookmark: _Toc390251878]6.6.2.4.5	Exceptions
Not Applicable
[bookmark: _Toc390251879]6.6.2.4.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251880]6.6.2.4.7	oneM2M Resource Interworking
This service capability is used to get state of firmware management operation. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute updateStatus of the resource. The service capability also aligns with the <execInstance> resource and maps to the RETRIEVE procedure for the attribute execStatus, execResult of the resource.
6.6.2.4.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.

[bookmark: _Toc390251881]6.6.2.5	reportFirmwareStatus
This service capabiltiycapability provides the ability to report AEs about the firmware management operation execution result or status information to the AE. 
[bookmark: _Toc390251882]6.6.2.5.1	Pre-conditions
A correlation between a Management Adapter, the sevice capability and previously submitted firmware request exist.
[bookmark: _Toc390251883]6.6.2.5.2	Signature –reportFirmwareStatus
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	to
	IN
	NO
	The identifier of the AE that is to receive the data(M2M-AppInst-ID)

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	NO
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.3.2.5.2-1 Device Management Service –reportFirmwareStatus capability
[bookmark: _Toc390251884]6.6.2.5.3	Post-Conditions
The AE has received a report of firmware operation execution status or result.
Editor’s note;  There are post conditions that requires the M2M System to maintain the “state” of the report (i.e., sequence number.
[bookmark: _Toc390251885]6.6.2.5.4	Exceptions
Not Applicable
[bookmark: _Toc390251886]6.6.2.5.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251887]6.6.2.5.6	oneM2M Resource Interworking
Not Applicable


6.6.2.5.7	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251888]6.6.2.6	upgradeFirmware
This service capabiltiycapability is a complex operation for AEs to invoke device firmware managementupgrade firmware on one or more devices. which willThe service capability utlizes orchestration rules for the e related management operations such as downloadFirmware, installFirmware, getFirmwareInformation, getFirmwareExecInstance and reportFirmwareStatus according to the business process. 
This service capabiltiycapability permits AEs to orchestrate firmware managementupgrade the firmware on individualindivial device, multiple multi devices or, a group of devices. In addition the upgrade of the firmware is permitted based on a schedule for each of the operations.device group, also by schedule. 
[bookmark: _Toc390251889]6.6.2.6.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
[bookmark: _Toc390251890]6.6.2.6.2	Signature - upgradeFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Report policy is does notnot supported by the Management Adapter
· Aggregation policy is does notnot supported by the Management Adapter
· The Orchestration Rules are does notnot supported supported by the Manage AdapterManagement Adapter 
· Operation exception: The device’s reachability schedule of is inconsistent with the schedule of  the Oorchestration rule. make impossible to meet requested time 

	requestIDrequestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReportList
	OUT
	YES
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.6.2.6.2-1 Device Management Service –upgradeFirmware capability
Editors Note: Need to clarify the device’s reachability schedule.
[bookmark: _Toc390251891]6.6.2.6.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation




Figure 6.6.2.1.6-1 upgradeFirmware Diagram

[bookmark: _Toc390251892]6.6.2.6.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Device Management ServerManagement Server to manage firmware.
[bookmark: _Toc390251893]6.6.2.6.5	Exceptions
Exception:
The device’s reachability schedule is inconsistent with the schedule of  the Orchestration rule. The reachability schedule of orchestration rule make impossible to meet requested time
[bookmark: _Toc390251894]6.6.2.6.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251895]6.6.2.6.7	oneM2M Resource Interworking
Not Applicable
6.6.2.6.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.

[bookmark: _Toc390251896]
6.7	MangementManagement Adapter
[bookmark: _Toc390251897]6.7.1	Overview
The Management Adapter service provides the ability to adapt the the device management message patternsM2M Service Layer operations to the technology specific operations of the  to the Management Servers or the Management Clients.
[bookmark: _Toc390251898]6.7.2	Service Capabilities
[bookmark: _Toc390251899]6.7.2.1	downloadFirmware
This service capabiltiycapability provides the ability to download the specific device firmware.
[bookmark: _Toc390251900]6.7.2.1.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc390251901]6.7.2.1.2	Signature – downloadFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage Adapter for the requested operation
· Rreport policy does notis not supported by the Manage AdapterManagement Adapter
· Operation exception: Firmware miss dependency
· Operation exception: The new firmware is too large for available program or data memory

	requestIDrequestId
	OUTIN
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.7.2.1.2-1 Management Adapter –downloadFirmware capability
[bookmark: _Toc390251902]6.7.2.1.3	Post-Conditions
The Management Adapter has submitted a request to the Device Management Server to download the firmware.

[bookmark: _Toc390251903]6.7.2.1.4	Exceptions
Exception:
Missing dependency
new New firmware is too large for available program or data memory
When invoking the service capability meet these exceptions, the response feedback and no subsequence notifications. these exceptions are thrown, the requested operation is completed and any corresponding reports for the device are not sent.
Editors Note: These exceptions should be considered as whether they are exceptions or should be error response code. Exceptions stop processing immediately; errors response conplere the request-response interaction. Both will be reported to the target AE.
[bookmark: _Toc390251904]6.7.2.1.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251905]6.7.2.1.6	oneM2M Resource Interworking
This service capability is used to download firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

6.7.2.1.7	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.

[bookmark: _Toc390251906]6.7.2.2	installFirmware
This service capabiltiycapability provides the ability to install firmware on a devicedevice firmware.
[bookmark: _Toc390251907]6.7.2.2.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc390251908]6.7.2.2.2	SIgnature –installFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage AdapterManagement Adapter for the requested operation
· Report policy does not supported by the Manage AdapterManagement Adapter
· Operation exception: Firmware miss dependency
· Operation exception: The new firmware is too large for available program or data memory

	requestIDrequestId
	INOUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.7.2.2.2-1 MangementManagement Adapter –installFirmware capability
[bookmark: _Toc390251909]6.7.2.2.3	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to install firmware.
[bookmark: _Toc390251910]6.7.2.2.4	Exceptions
Exception:
Missing dependency in the device for the firmware and requested operation
New firmware is too large for available program or data memory
When these exceptions are thrown, the requested operation is completed and any corresponding reports for the device are not sent.
Missing dependency
new firmware is too large for available program or data memory
When invoking the service capability meet these exceptions, the response feedback and no subsequence notifications. 
[bookmark: _Toc390251911]6.7.2.2.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251912]6.7.2.2.6	oneM2M Resource Interworking
This service capability is used to install firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.


6.7.2.2.7	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251913]6.7.2.3	getFirmwareInformation
This service capabiltiycapability provides the ability to get retrieve the information related to the firmware on a device.device firmware information.
[bookmark: _Toc390251914]6.7.2.3.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc390251915]6.7.2.3.2	SIgnature –getFirmwareInformation
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage Adapter for the requested operation
· Report policy does is not supported by the Manage AdapterManagement Adapter

	requestIDrequestId
	OUTIN
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5


Table 6.7.2.3.2-1 MangementManagement Adapter –getFirmwareInformation capability
[bookmark: _Toc390251916]6.7.2.3.3	Post-Conditions
The Management Adapter has submitted a request to the Device Management Server to get the firmware information.
[bookmark: _Toc390251917]6.7.2.3.4	Exceptions
Not Applicable
[bookmark: _Toc390251918]6.7.2.3.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251919]6.7.2.3.6	oneM2M Resource Interworking
This service capability is used to get firmware information. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute version, name, URL of the resource.


6.7.2.3.7	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.
[bookmark: _Toc390251920]6.7.2.4	getFirmwareExecStatus
This service capabiltiycapability provides the ability to get state of firmware management operation for a specific device.
[bookmark: _Toc390251921]6.7.2.4.1	Pre-conditions
A correlation between a Management Server, the sevice capability and previously submitted firmware request exist.
[bookmark: _Toc390251922]6.7.2.4.2	SIgnature –getFirmwareExecInstance
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	operationIDoperationRequestId
	IN
	NO
	The M2M Request Identifier of previously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription. When provided the FirmwareReport type  is generated for only the specified device.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage Adapter for the requested operation
· Report policy does not supported by the Manage Adapter
· The previously submitted firmware request does not exist

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReports
	OUT
	YEYESS
	The list of The firmware management operation execution result or status for each device in the operation request. Type FirmwareReport, see 6.6.1.1.1.3.


Table 6.7.2.4.2-1 MangementManagement Adapter –getFirmwareExecInstance getFirmwareExecStatus capability
[bookmark: _Toc390251923]6.7.2.4.3	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to get the  firmware operation execution status or result for each device in the operation request.
[bookmark: _Toc390251924]6.7.2.4.4	Exceptions
Not Applicable
[bookmark: _Toc390251925]6.7.2.4.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc390251926]6.7.2.4.6	oneM2M Resource Interworking
This service capability is used to get state of firmware management operation. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute updateStatus of the resource. The service capability also aligns with the <execInstance> resource and maps to the RETRIEVE procedure for the attribute execStatus, execResult of the resource.

6.7.2.4.7	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.

[bookmark: _Toc390251927]6.7.2.5	reportFirmwareStatus
This service capabiltiycapability provides the ability for the MangementManagement Adapter to report AEs about the firmware management operation execution result or status information. The Management Adapter can send one or multiple firmware reports according to the aggregation policyy and feedback result situation from  Management Servers or Management Clients.
[bookmark: _Toc390251928]6.7.2.5.1	Pre-conditions
A correlation between a Management Server, the sevice capability and previously submitted firmware requests exist.
[bookmark: _Toc390251929]6.7.2.5.2	Signature –reportFirmwareStatus
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	to
	IN
	NO
	The identifier of the AE that is to receive the data(M2M-AppInst-ID)

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	NO
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.7.2.5.2-1 MangementManagement Adapter –reportFirmwareStatus capability
[bookmark: _Toc390251930]6.7.2.5.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.7.2.5.3-1 firmwareReport Diagram

[bookmark: _Toc390251931]6.7.2.5.4	Post-Conditions
The AE has received a report of firmware operation execution status or resultNot Applicable
Editors note: We need to clarify the post conditions around the sequence number of the report..
[bookmark: _Toc390251932]6.7.2.5.5	Exceptions
Not Applicable
[bookmark: _Toc390251933]6.7.2.5.6	Policies for Use
Message Exchange Patterns: In-Out, In-OnlyNot Applicable
Transaction Pattern: Participation allowedNot Applicable
[bookmark: _Toc390251934]6.7.2.5.7	oneM2M Resource Interworking
Not Applicable
6.7.2.5.8	oneM2M Roles Association
This role is mapped to Device Firmware Management role of Device management sevice.





[bookmark: _Toc377404845][bookmark: _Toc378676167][bookmark: _Toc379448212][bookmark: _Toc380831431][bookmark: _Toc390251935]7	M2M Service Components
This clause describes the M2M Service Components provided by the M2M Services Platform.
[bookmark: _Toc378676169][bookmark: _Toc379446857][bookmark: _Toc390251936]7.1.1	Service Component Interaction Cross Reference
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Table 7.1-1 Service Component Cross Reference
[bookmark: _Toc390251937]7.6	Service Exposure (SE)
The SE Component acts as the primary interface for AEs to interact with the M2M Service Layer across the Mca reference point.
[bookmark: _Toc390251938]7.6.1	Service Exposure to Service Cross Reference
SE Device Management: All Service Capabilities
Service Subscription: getManagementAdapter
MangementManagement Adapter: All Service Capabilities
[bookmark: _Toc390251939]7.7	MangementManagement Adapter(MA)
The MangementManagement Adapter component provides Services are used to integrate or adapt Device Management requests to the Management Servers or the Management Clients of existing device management technologies(e.g., TR‑069, OMA-DM, and LWM2M) .
[bookmark: _Toc390251940]7.7.1	MangementManagement Adapter to Service Cross Reference
MangementManagement Adapter: All Service Capabilities
SE: Device Management: reportFirmwareStatus

[bookmark: _Toc377404851][bookmark: _Toc378676181][bookmark: _Toc379448214][bookmark: _Toc380831433][bookmark: _Toc390251941]Annex B (Informative): Device Management Services
[bookmark: _Toc377404852][bookmark: _Toc378676182][bookmark: _Toc379448215][bookmark: _Toc380831434][bookmark: _Toc390251942]B.1	Overview
This annex illustrates the usage of the services for  requests to manage device from AEs across the Mca Reference Point.
[bookmark: _Toc377404853][bookmark: _Toc378676183][bookmark: _Toc379448216][bookmark: _Toc380831435][bookmark: _Toc390251943]B.2	Supporting Services
[bookmark: _Toc390251944]B.2.2	Message Exchange
This service provides the capability to manage device using the request-response or request- asynchronous notification message patterns where AEs:
Request to manage device by different waysusing device specific service capabilities or more complex service capabilies that the Support Service will orchestrate into the individual service capabilities according to their business process. 
Request to obtainGet management operation execution results or status using the reporting capabilityby report. Reports can be generated immediately or periodically based on the report policy. Reports can also be aggregated prior to reporting.
Return report immediately or return asynchronous report periodly according to report policy. Return single report, multi reports or aggregated report.
Orchestrate management operations according to the business process.
[bookmark: _Toc390251945]B.2.2.1	Service Capabilities
[bookmark: _Toc390251946]B.2.2.1.1	downloadFirmware
This service capabiltiycapability provides the ability to execute a downloadFirmware request from an AE. 
[bookmark: _Toc379446874][bookmark: _Toc378676186]B.2.2.1.1.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc378676188]B.2.2.1.1.2	Signature - downloadFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Issuer does not have a Manage Adapter for the requested operation
report policy does not supported by the Manage Adapter
Operation exception: Firmware miss dependency
Operation exception: The new firmware is too large for available program or data memory

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


[bookmark: _Toc378676189]Table B.2.2.1.1.2-1 Device Management Service –downloadFirmware capability
[bookmark: _Toc378676190]B.2.2.1.1.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Determine the Manage Adapter to be used for the device
2) Perform the Common Request Services for requests across the Mca reference point
3) Retrieves the Management Adapter to be used for the device and Service Subscription
4) Issues the request to the Management Adapter to download the firmware
5) Records the event


[bookmark: _Ref382962958][bookmark: _Ref382961750][bookmark: _Toc378676191]
Figure B.2.2.1.1.3-1 downloadFirmware Interaction Diagram

B.2.2.1.1.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to download firmware.
The event has been recorded.
[bookmark: _Toc378676192]B.2.2.2.1.5	Exceptions
Not Applicable
Exception:
· Missing dependency
· new firmware is too large for available program or data memory
When invoking the service capability meet these exceptions, the response feedback and no subsequence notifications. AE can continue issue the request after M2M Area network meet the requirement or invoke other service capabilities to troubleshoot related devices.
[bookmark: _Toc378676193]B.2.2.2.1.6	Policies for Use
[bookmark: _Toc378676194]Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms


[bookmark: _Toc390251947]B.2.2.1.2	installFirmware
This service capabiltiycapability provides the ability to execute a installFirmware request from an AE.
B.2.2.1.2.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
B.2.2.1.2.2	Signature - installFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Issuer does not have a Manage Adapter for the requested operation
Report policy does not supported by the Manage Adapter
Operation exception: Firmware miss dependency
Operation exception: The new firmware is too large for available program or data memory

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table B.2.2.1.2.2-1 Device Management Service –installFirmware capability
B.2.2.1.2.3	Service Interactions 
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to install the firmware
4) Records the event
1) Determine the Management Adapter to be used for the device
2) Perform the Common Request Services for requests across the Mca reference point



Figure B.2.2.1.2.3-1 installFirmware Interaction Diagram
B.2.2.1.2.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to install firmware.
The event has been recorded.
B.2.2.1.3.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
B.2.2.1.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc390251948]B.2.2.1.3	getFirmwareInformation
This service capabiltiycapability provides the ability to execute a getFirmwareInformation request from an AE.
B.2.2.1.3.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
B.2.2.1.3.2	Signature - getFirmwareInformation
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Issuer does not have a Manage Adapter for the requested operation
Report policy does not supported by the Manage Adapter

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5


Table B.2.2.1.3.2-1 Device Management Service –getFirmwareInformation capability
B.2.2.1.3.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get the firmware information
4) Records the event
1) Determine the Manage Adapter to be used for the device
2) Perform the Common Request Services for requests across the Mca reference point


[bookmark: _Ref382964438][bookmark: _Ref382964432]
Figure B.2.2.1.3.3-1 getFirmwareInformation Interaction Diagram
B.2.2.1.3.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to get firmware information.
The event is recorded
B.2.2.1.3.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
B.2.2.1.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc390251949]B.2.2.1.4	getFirmwareExecStatus
This service capabiltiycapability provides the ability to execute a getFirmwareExecStatusretrieve the execution status or result of a requested firmware operation request from an AE.
B.2.2.1.4.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and previously submitted firmware request exist.
B.2.2.1.4.2	Signature - getFirmwareExecStatus
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	operationIDoperationRequestId
	IN
	NO
	The M2M Request Identifier of previously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Manage Adapter for the requested operation
· Report policy does not supported by the Manage Adapter
· The  revioupreviously submitted firmware request does is not exist

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.


Table B.2.2.1.4.2-1 Device Management Service –getFirmwareExecStatus capability
B.2.2.1.4.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to retrieve the firmware operations execution status or result
4) Records the event
1) Determine the Manage Adapter to be used for the device
2) Perform the Common Request Services for requests across the Mca reference point



Figure B.2.2.1.4.3-1 getFirmwareExecStatus Interaction Diagram
B.2.2.1.4.4	Post-Conditions
The Management Adapter has submitted a request to the Device Management ServerManagement Server to get firmware operation execution status or result.
Record the event.
B.2.2.1.4.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
B.2.2.1.4.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc390251950]B.2.2.1.5	reportFirmwareStatus
This service capabiltiycapability provides the ability to notify an AE about the status or result of a firmware operation for a previously submitted operation request.a reportFirmwareStatus to an AE based on the reporting policy.
B.2.2.1.5.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and previously submitted firmware requests exist.
B.2.2.1.5.2	Signature - reportFirmwareStatus
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	to
	IN
	NO
	The identifier of the AE that is to receive the data(M2M-AppInst-ID)

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	NO
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
The target AE does not exist.
Aggregation policy does not supported 


Table B.2.2.1.5.2-1 Device Management Service –reportFirmwareStatus capability
B.2.2.1.5.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2)  Determine the AE to sent the reportRecord the event.

Figure B.2.2.1.5.3-1 reportFirmwareStatus Interaction Diagram
B.2.2.1.5.4	Post-Conditions
The AE has received a report of firmware operation execution status or result.
The event is recorded.
B.2.2.1.5.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
B.2.2.1.5.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc390251951]B.2.2.1.6	upgradeFirmware
This service capabiltiy provides the ability to execute a upgradeFirmware request from an AE. This service capability permits AEs to upgrade the firmware on individual device, multiple devices or a group of devices. In addition the upgrade of the firmware is permitted based on a schedule for each of the operations
B.2.2.1.6.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
B.2.2.1.6.2	Signature - upgradeFirmware
	Parameter name
	Direction
		Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the event. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	from
	IN
	NO
	The identifier of the AE that is requested the management operation (M2M-AppInst-ID)

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Report policy does not supported by the Manage Adapter
Aggregation policy does not supported by the Manage Adapter
The Orchestration Rule does not supported by the Manage Adapter 
Operation exception: The reachability schedule of orchestration rule make impossible to meet requested time 

	requestID
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReportList
	OUT
	YES
	Array List of firmware rReports.
Type FirmwareReport, see 6.6.1.1.1.3.


Table B.2.2.1.6.2-1 Device Management Service –upgradeFirmware capability
B.2.2.1.6.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues a series of  operations to the Management Adapter to upgrade the firmware on a the devices in the orchestration rule list. Each entry in the orchestration rule list contains the operation, the devices and schedule for the operation.
4) Records the event
5) Aggregate the report status or results
6) Records the event
1) Determine the Manage Adapter to be used for the orchestrated operations to device according to business process
2) Perform the Common Request Services for requests across the Mca reference point



Figure B.2.2.1.6.3-2 upgradeFirmware Interaction Diagram
Editors Note: We need a common service capability for Aggregate reports. Flow needs to account for the Report Policy.
Aggregate reports need further study.
B.2.2.1.6.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Device Management ServerManagement Server to manage firmwareupgrade the firmware.
The event is recorded.
B.2.2.2.6.5	Exceptions
Exception:
The reachability schedule of the device doesn not match the schedule of the orchestration rule. make impossible to meet requested time
B.2.2.2.6.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms
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