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[bookmark: _Toc398215261]6.6.1.1	Device Management
[bookmark: _Toc398215262]6.6.1.1.1	Supporting Rules
6.6.1.1.1.17	LogTypeId Enum
	LogTypeId 
	Description

	system
	System log

	security
	Security log

	event
	Event log

	trace
	Trace log

	panic
	Panic log


Table 6.6.1.1.1.17-1 Enum: LogTypeId

6.6.1.1.1.18	LogStatus Enum
	LogStatus 
	Description

	Started
	the logging activity is started

	Stopped
	the logging activity is stopped

	Unknown
	the current status of the logging activity is unknown.

	NotPresent
	the log data is not present and the logData attribute shall be ignored.

	Error
	error conditions for the logging activities, and the logging is stopped.


Table 6.6.1.1.1.18-1 Enum: LogStatus
6.6.1.1.1.19		LogInfo Type
The LogInfo is a complex type that describes the log type, diagnostic data, log action status.
	Parameter
	Optional
	Description

	logTypeId
	NO
	The type of the log. E.g. security log, system log.
Enum LogTypeId, see 6.6.1.1.1.17.

	logData
	NO
	Diagnostic data logged upon event of interests defined by the diagnostic function.

	logActionStatus
	NO
	Indicates the status of the Action. E.g. Started, Stopped.
Enum LogStatus, see 6.6.1.1.1.18.


Table 6.6.1.1.1.19-1 Type: LogInfo
6.6.1.1.1.20		TroubleshootingReport Type
The TroubleshootingReport is complex type that defines the current state of a troubleshooting operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The troubleshooting operation.(e.g. rebootDevice, resetDevice, uploadDeviceLog,  lockDevice, backupDevice, restoreDevice)

	operationResult
	YES
	The troubleshooting operation execution result. 

	operationStatus
	YES
	The troubleshooting operation execution status. It can be Initiated, Started, Finished, Cancelling, or Cancelled.


Table 6.6.1.1.1.20-1 Type: TroubleshootingReport
6.6.1.1.1.21		Log Type
The Log is a complex type that describes the log information, log URL.
	Parameter
	Optional
	Description

	logInfo
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	logURL
	NO
	The URL from which the log can be accessed.


Table 6.6.1.1.1.21-1 Type: Log
[bookmark: _Toc389128871]6.6.1.1.1.22	Log Filter Criteria
	Criterion name
	Description

	logTypeId
	The type of the log. E.g. security log, system log.
Enum LogTypeId, see 6.6.1.1.1.17.

	startTime
	The start time of log.

	endTime
	The end time of log.


Table 6.6.1.1.1.22 Log Filter Criteria
6.6.1.1.1.23		Address Type
The Address is a complex type that describes the device DNS, IP address or Underlying Network address.
	Parameter
	Optional
	Description

	dns
	YES
	The domain name of device.

	ipaddress
	YES
	The IP address of device.

	underlyingNetworkAddress
	YES
	The Underlying Network address of device.


Table 6.6.1.1.1.23-1 Type: 	Address





[bookmark: _Toc377404843][bookmark: _Toc378676152][bookmark: _Toc379446839][bookmark: _Toc398215263]6.6.2	Service Capabilities
[bookmark: _Toc377404844][bookmark: _Toc378676153][bookmark: _Toc379446840][bookmark: _Toc398215264]6.6.2.13	rebootDevice
This service capability provides the ability for AEs to reboot device.
[bookmark: _Toc398215265]6.6.2.13.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc398215266]6.6.2.13.2	Signature - rebootDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.13.2-1 Device Management Service –rebootDevice capability
[bookmark: _Toc398215267]6.6.2.13.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.13.3-1 rebootDevice Diagram

[bookmark: _Toc398215268]6.6.2.13.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reboot device.
[bookmark: _Toc398215269]6.6.2.13.5	Exceptions
Not Applicable
[bookmark: _Toc398215270]6.6.2.13.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215271]6.6.2.13.7	oneM2M Resource Interworking
This service capability is used to reboot device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute reboot of the resource. 
[bookmark: _Toc398215272]
6.6.2.14	resetDevice
This service capability provides the ability for AEs to reset device.
[bookmark: _Toc398215273]6.6.2.14.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc398215274]6.6.2.14.2	Signature –resetDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.14.2-1 Device Management Service –resetDevice capability
[bookmark: _Toc398215275]6.6.2.14.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.14.3-1 resetDevice Diagram

[bookmark: _Toc398215276]6.6.2.14.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reset device.
[bookmark: _Toc398215277]6.6.2.14.5	Exceptions
Not Applicable
[bookmark: _Toc398215278]6.6.2.14.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215279]6.6.2.14.7	oneM2M Resource Interworking
This service capability is used to reset device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute factoryReset of the resource. 


[bookmark: _Toc398215280]6.6.2.15 	uploadDeviceLog
This service capability provides the ability for AEs to upload device log.
[bookmark: _Toc398215281]6.6.2.15.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc398215282]6.6.2.15.2	Signature –uploadDeviceLog
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.15.2-1 Device Management Service –uploadDeviceLog capability
[bookmark: _Toc398215283]6.6.2.15.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.15.3-1 uploadDeviceLog Diagram

[bookmark: _Toc398215284]6.6.2.15.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
[bookmark: _Toc398215285]6.6.2.15.5	Exceptions
Not Applicable
[bookmark: _Toc398215286]6.6.2.15.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215287]6.6.2.15.7	oneM2M Resource Interworking
This service capability is used to upload device log. The service capability aligns with the <eventLog> resource and maps to the Update procedure for the resource.


[bookmark: _Toc398215288]6.6.2.16	 lockDevice
This service capability provides the ability for AEs to lock device.
[bookmark: _Toc398215289]6.6.2.16.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc398215290]6.6.2.16.2	Signature –lockDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.16.2-1 Device Management Service –lockDevice capability
[bookmark: _Toc398215291]6.6.2.16.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.16.3-1 lockDevice Diagram

[bookmark: _Toc398215292]6.6.2.16.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to lock device.
[bookmark: _Toc398215293]6.6.2.16.5	Exceptions
Not Applicable
[bookmark: _Toc398215294]6.6.2.16.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215295]6.6.2.16.7	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc398215296]6.6.2.17 	backupDevice
This service capability provides the ability for AEs to backup device configuration.
[bookmark: _Toc398215297]6.6.2.17.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and the device exist.
[bookmark: _Toc398215298]6.6.2.17.2	Signature –backupDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	backupId
	OUT
	YES
	The unique configuration backup identifier.

	backupURL
	OUT
	YES
	The URL from which the configuration backup can be accessed.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.17.2-1 Device Management Service –backupDevice capability
[bookmark: _Toc398215299]6.6.2.17.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.17.3-1 backupDevice Diagram

[bookmark: _Toc398215300]6.6.2.17.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to backup device configuration.
[bookmark: _Toc398215301]6.6.2.17.5	Exceptions
Not Applicable
[bookmark: _Toc398215302]6.6.2.17.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215303]6.6.2.17.7	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc398215304]6.6.2.18	restoreDevice
This service capability provides the ability for AEs to restore device configuration.
[bookmark: _Toc398215305]6.6.2.18.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and the device exist.
[bookmark: _Toc398215306]6.6.2.18.2	Signature - restoreDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	backupId
	IN
	NO
	The unique configuration backup identifier.

	backupURL
	IN
	NO
	The URL from which the configuration backup can be accessed.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.6.2.18.2-1 Device Management Service –restoreDevice capability
[bookmark: _Toc398215307]6.6.2.18.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.18.3-1 restoreDevice Diagram

[bookmark: _Toc398215308]6.6.2.18.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to restore device configuration.
[bookmark: _Toc398215309]6.6.2.18.5	Exceptions
Not Applicable
[bookmark: _Toc398215310]6.6.2.18.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215311]6.6.2.18.7	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc398215312]6.6.2.19	reportTroubleshootingStatus
This service capability provides the ability to report the device troubleshooting operation execution result or status information to the AE. 
[bookmark: _Toc398215313]6.6.2.19.1	Pre-conditions
A correlation between a Management Adapter, the sevice capability and previously submitted troubleshooting request exist.
[bookmark: _Toc398215314]6.6.2.19.2	Signature –reportTroubleshootingStatus
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	troubleshootingReportList
	IN
	NO
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.6.2.19.2-1 Device Management Service –reportTroubleshootingStatus capability
[bookmark: _Toc398215315]6.6.2.19.3	Post-Conditions
The AE has received a report of troubleshooting operation execution status or result.
[bookmark: _Toc398215316]6.6.2.19.4	Exceptions
Not Applicable
[bookmark: _Toc398215317]6.6.2.19.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215318]6.6.2.19.6	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc393271334][bookmark: _Toc396808953][bookmark: _Toc398215319]6.6.2.20	getDeviceLogs
This service capability provides the ability for AEs to get all logs of a device.
[bookmark: _Toc393271335][bookmark: _Toc398215320]6.6.2.20.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the service capability and device exist.
[bookmark: _Toc393271336][bookmark: _Toc398215321]6.6.2.20.2	Signature - getDeviceLogs
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.


Table 6.6.2.20.2-1 Device Management Service –getDeviceLogs capability
[bookmark: _Toc393271337][bookmark: _Toc398215322]6.6.2.20.3	Service Interactions
The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.20.3-1 getDeviceLogs Diagram

[bookmark: _Toc393271338][bookmark: _Toc398215323]6.6.2.20.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
[bookmark: _Toc393271339][bookmark: _Toc398215324]6.6.2.20.5	Exceptions
Not Applicable
[bookmark: _Toc393271340][bookmark: _Toc398215325]6.6.2.20.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393271341][bookmark: _Toc398215326]6.6.2.20.7	oneM2M Resource Interworking
This service capability is used to get all logs of a device. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.



[bookmark: _Toc398215327]6.6.2.21	getDeviceLogInformation
This service capability provides the ability for AEs to get a device log information.
[bookmark: _Toc398215328]6.6.2.21.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the service capability and device exist.
[bookmark: _Toc398215329]6.6.2.21.2	Signature - getDeviceLogInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.


Table 6.6.2.21.2-1 Device Management Service –getDeviceLogInformation capability
[bookmark: _Toc398215330]6.6.2.21.3	Service Interactions
The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.21.3-1 getDeviceLogInformation Diagram

[bookmark: _Toc398215331]6.6.2.21.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
[bookmark: _Toc398215332]6.6.2.21.5	Exceptions
Not Applicable
[bookmark: _Toc398215333]6.6.2.21.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215334]6.6.2.21.7	oneM2M Resource Interworking
This service capability is used to a device log information. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.

[bookmark: _Toc398215335]
6.6.2.22	testDeviceConnectivity
This service capability provides the ability for AEs to test a device connectivity status.
[bookmark: _Toc398215336]6.6.2.22.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the service capability and device exist.
[bookmark: _Toc398215337]6.6.2.22.2	Signature - testDeviceConnectivity
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	address
	IN
	YES
	Type Address, see 6.6.1.1.1.23.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	connectivityReport
	OUT
	YES
	The report of device connectivity including network status, device status, and so on.


Table 6.6.2.22.2-1 Device Management Service –testDeviceConnectivity capability
[bookmark: _Toc398215338]6.6.2.22.3	Service Interactions
The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.22.3-1 testDeviceConnectivity Diagram

[bookmark: _Toc398215339]6.6.2.22.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to test a device connectivity status.
[bookmark: _Toc398215340]6.6.2.22.5	Exceptions
Not Applicable
[bookmark: _Toc398215341]6.6.2.22.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215342]6.6.2.22.7	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc398215343]6.7	Management Adapter
[bookmark: _Toc398215344]6.7.2	Service Capabilities
[bookmark: _Toc398215345]6.7.2.12	rebootDevice
This service capability provides the ability to reboot the specific device.
[bookmark: _Toc398215346]6.7.2.12.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215347]6.7.2.12.2	Signature –rebootDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.12.2-1 Management Adapter –rebootDevice capability
[bookmark: _Toc398215348]6.7.2.12.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reboot the device.
[bookmark: _Toc398215349]6.7.2.12.4	Exceptions
Not Applicable
[bookmark: _Toc398215350]6.7.2.12.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215351]6.7.2.12.6	oneM2M Resource Interworking
This service capability is used to reboot device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute reboot of the resource. 


[bookmark: _Toc398215352]6.7.2.13	resetDevice
This service capability provides the ability to reset device.
[bookmark: _Toc398215353]6.7.2.13.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215354]6.7.2.13.2	SIgnature –resetDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.13.2-1 Management Adapter –resetDevice capability
[bookmark: _Toc398215355]6.7.2.13.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reset device.
[bookmark: _Toc398215356]6.7.2.13.4	Exceptions
Not Applicable
[bookmark: _Toc398215357]6.7.2.13.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215358]6.7.2.13.6	oneM2M Resource Interworking
This service capability is used to reset device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute factoryReset of the resource. 


[bookmark: _Toc398215359]6.7.2.14	uploadDeviceLog
This service capability provides the ability to upload device log.
[bookmark: _Toc398215360]6.7.2.14.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215361]6.7.2.14.2	SIgnature –uploadDeviceLog
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.14.2-1 Management Adapter –uploadDeviceLog capability
[bookmark: _Toc398215362]6.7.2.14.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
[bookmark: _Toc398215363]6.7.2.14.4	Exceptions
Not Applicable
[bookmark: _Toc398215364]6.7.2.14.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215365]6.7.2.14.6	oneM2M Resource Interworking
This service capability is used to upload device log. The service capability aligns with the <eventLog> resource and maps to the Update procedure for the resource.


[bookmark: _Toc398215366]6.7.2.15	lockDevice
This service capability provides the ability to lock device.
[bookmark: _Toc398215367]6.7.2.15.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215368]6.7.2.15.2	SIgnature –lockDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.15.2-1 Management Adapter –lockDevice capability
[bookmark: _Toc398215369]6.7.2.15.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to lock device.
[bookmark: _Toc398215370]6.7.2.15.4	Exceptions
Not Applicable
[bookmark: _Toc398215371]6.7.2.15.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215372]6.7.2.15.6	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc398215373]6.7.2.16	backupDevice
This service capability provides the ability for the Management Adapter to backup device configuration.
[bookmark: _Toc398215374]6.7.2.16.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215375]6.7.2.16.2	Signature –backupDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	backupId
	OUT
	YES
	The unique configuration backup identifier.

	backupURL
	OUT
	YES
	The URL from which the configuration backup can be accessed.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.16.2-1 Management Adapter –backupDevice capability
[bookmark: _Toc398215376]6.7.2.16.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to backup device configuration.
[bookmark: _Toc398215377]6.7.2.16.4	Exceptions
Not Applicable
[bookmark: _Toc398215378]6.7.2.16.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215379]6.7.2.16.6	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc398215380]6.7.2.17	restoreDevice
This service capability provides the ability for the Management Adapter to restore device configuration.
[bookmark: _Toc398215381]6.7.2.17.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215382]6.7.2.17.2	Signature –restoreDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	backupId
	IN
	NO
	The unique configuration backup identifier.

	backupURL
	IN
	NO
	The URL from which the configuration backup can be accessed.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table 6.7.2.17.2-1 Management Adapter –restoreDevice capability
[bookmark: _Toc398215383]6.7.2.17.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to restore device configuration.
[bookmark: _Toc398215384]6.7.2.17.4	Exceptions
Not Applicable
[bookmark: _Toc398215385]6.7.2.17.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215386]6.7.2.17.6	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc390251927][bookmark: _Toc396808962][bookmark: _Toc398215387]6.7.2.18	reportTroubleshootingStatus
This service capability provides the ability for the Management Adapter to report the troubleshooting operation execution result or status information. The Management Adapter can send one or multiple troubleshooting reports according to the aggregation policy.
[bookmark: _Toc390251928][bookmark: _Toc398215388]6.7.2.18.1	Pre-conditions
A correlation between a Management Server, the service capability and previously submitted troubleshooting requests exist.
[bookmark: _Toc390251929][bookmark: _Toc398215389]6.7.2.18.2	Signature –reportTroubleshootingStatus
	Parameter name
	Direction
		Optional
	Description

	to
	IN
	NO
	The identifier of the AE that is to receive the data(M2M-AppInst-ID)

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	troubleshootingReportList
	IN
	NO
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.7.2.18.2-1 Management Adapter –reportTroubleshootingStatus capability
[bookmark: _Toc390251930][bookmark: _Toc398215390]6.7.2.18.3	Service Interactions
The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.7.2.18.3-1 reportTroubleshootingStatus Diagram

[bookmark: _Toc390251931][bookmark: _Toc398215391]6.7.2.18.4	Post-Conditions
Not Applicable
[bookmark: _Toc390251932][bookmark: _Toc398215392]6.7.2.18.5	Exceptions
Not Applicable
[bookmark: _Toc390251933][bookmark: _Toc398215393]6.7.2.18.6	Policies for Use
Message Exchange Patterns: Not Applicable
Transaction Pattern: Not Applicable
[bookmark: _Toc390251934][bookmark: _Toc398215394]6.7.2.18.7	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc398215395]6.7.2.19	getDeviceLogs
This service capability provides the ability to get all logs of a device.
[bookmark: _Toc398215396]6.7.2.19.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215397]6.7.2.19.2	SIgnature –getDeviceLogs
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.


Table 6.7.2.19.2-1 Management Adapter –getDeviceLogs capability
[bookmark: _Toc398215398]6.7.2.19.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
[bookmark: _Toc398215399]6.7.2.19.4	Exceptions
Not Applicable
[bookmark: _Toc398215400]6.7.2.19.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215401]6.7.2.19.6	oneM2M Resource Interworking
This service capability is used to get all logs of a device. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.


[bookmark: _Toc398215402]6.7.2.20	getDeviceLogInformation
This service capability provides the ability to get a device log information.
[bookmark: _Toc398215403]6.7.2.20.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215404]6.7.2.20.2	SIgnature –getDeviceLogInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.


Table 6.7.2.20.2-1 Management Adapter –getDeviceLogInformation capability
[bookmark: _Toc398215405]6.7.2.20.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
[bookmark: _Toc398215406]6.7.2.20.4	Exceptions
Not Applicable
[bookmark: _Toc398215407]6.7.2.20.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215408]6.7.2.20.6	oneM2M Resource Interworking
This service capability is used to get a device log information. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.



[bookmark: _Toc398215409]6.7.2.21	testDeviceConnectivity
This service capability provides the ability to test a device connectivity status.
[bookmark: _Toc398215410]6.7.2.21.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc398215411]6.7.2.21.2	SIgnature –testDeviceConnectivity
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	address
	IN
	YES
	Type Address, see 6.6.1.1.1.23.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	connectivityReport
	OUT
	YES
	The report of device connectivity including network status, device status, and so on.


Table 6.7.2.21.2-1 Management Adapter –testDeviceConnectivity capability
[bookmark: _Toc398215412]6.7.2.21.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to test a device connectivity status.
[bookmark: _Toc398215413]6.7.2.21.4	Exceptions
Not Applicable
[bookmark: _Toc398215414]6.7.2.21.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc398215415]6.7.2.21.6	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc377404851][bookmark: _Toc378676181][bookmark: _Toc379448214][bookmark: _Toc380831433][bookmark: _Toc398215416]Annex D (Informative): Device Management Services
[bookmark: _Toc377404853][bookmark: _Toc378676183][bookmark: _Toc379448216][bookmark: _Toc380831435][bookmark: _Toc398215417]D.2	Supporting Services
[bookmark: _Toc398215418]D.2.1	Message Exchange
[bookmark: _Toc398215419]D.2.1.1	Service Capabilities
[bookmark: _Toc398215420]D.2.1.1.13	rebootDevice
This service capability provides the ability to execute a rebootDevice request from an AE. 
[bookmark: _Toc379446874][bookmark: _Toc378676186]D.2.1.1.13.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc378676188]D.2.1.1.13.2	Signature –rebootDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


[bookmark: _Toc378676189]Table D.2.1.1.13.2-1 Device Management Service –rebootDevice capability
[bookmark: _Toc378676190]D.2.1.1.13.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to reboot device
4) Records the event

Figure D.2.1.1.13.3-1 rebootDevice Interaction Diagram
D.2.1.1.13.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reboot device.
The event has been recorded.
[bookmark: _Toc378676192]D.2.1.1.13.5	Exceptions
Not Applicable
[bookmark: _Toc378676193]D.2.1.1.13.6	Policies for Use
[bookmark: _Toc378676194]Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215421]D.2.1.1.14	resetDevice
This service capability provides the ability to execute a resetDevice request from an AE.
D.2.1.1.14.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.14.2	Signature –resetDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table D.2.1.1.14.2-1 Device Management Service –resetDevice capability
D.2.1.1.14.3	Service Interactions 
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to reset device
4) Records the event

Figure D.2.1.1.14.3-1 resetDevice Interaction Diagram
D.2.1.1.14.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to reset device.
The event has been recorded.
D.2.1.1.14.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.14.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215422]D.2.1.1.15	uploadDeviceLog
This service capability provides the ability to execute a uploadDeviceLog request from an AE.
D.2.1.1.15.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.15.2	Signature –uploadDeviceLog
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table D.2.1.1.15.2-1 Device Management Service –uploadDeviceLog capability
D.2.1.1.15.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to upload device log
4) Records the event

Figure D.2.1.1.15.3-1 uploadDeviceLog Interaction Diagram
D.2.1.1.15.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
The event is recorded
D.2.1.1.15.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.15.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215423]D.2.1.1.16	lockDevice
This service capability provides the ability to execute a lockDevice request from an AE.
D.2.1.1.16.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.16.2	Signature –lockDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table D.2.1.1.16.2-1 Device Management Service –lockDevice capability
D.2.1.1.16.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to lock device 
4) Records the event

Figure D.2.1.1.16.3-1 lockDevice Interaction Diagram
D.2.1.1.16.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to lock device.
Record the event.
D.2.1.1.16.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.16.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215424]D.2.1.1.17	backupDevice
This service capability provides the ability to execute a backupDevice request from an AE.
D.2.1.1.17.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.17.2	Signature –backupDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	backupId
	OUT
	YES
	The unique configuration backup identifier.

	backupURL
	OUT
	YES
	The URL from which the configuration backup can be accessed.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table D.2.1.1.17.2-1 Device Management Service –backupDevice capability
D.2.1.1.17.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to backup device configuration
4) Records the event


Figure D.2.1.1.17.3-1 backupDevice Interaction Diagram
D.2.1.1.17.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to backup device configuration.
The event is recorded.
D.2.1.1.17.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.17.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215425]D.2.1.1.18	restoreDevice
This service capability provides the ability to execute a restoreDevice request from an AE.
D.2.1.1.18.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.18.2	Signature –restoreDevice
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	backupId
	IN
	NO
	The unique configuration backup identifier.

	backupURL
	IN
	NO
	The URL from which the configuration backup can be accessed.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	troubleshootingReport
	OUT
	YES
	The troubleshooting operation execution result or status. Type TroubleshootingReport, see 6.6.1.1.1.20.


Table D.2.1.1.18.2-1 Device Management Service –restoreDevice capability
D.2.1.1.18.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to restore device configuration
4) Records the event

Figure D.2.1.1.18.3-1 restoreDevice Interaction Diagram
D.2.1.1.18.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to restore device configuration.
The event is recorded.
D.2.1.1.18.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.18.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215426]D.2.1.1.19	reportTroubleshootingStatus
This service capability provides the ability to notify an AE about the status or result of a troubleshooting operation for a previously submitted operation request.
D.2.1.1.19.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the service capability and previously submitted troubleshooting requests exist.
D.2.1.1.19.2	Signature –reportTroubleshootingStatus
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	troubleshootingReportList
	IN
	NO
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types. 


Table D.2.1.1.19.2-1 Device Management Service –reportTroubleshootingStatus capability
D.2.2.1.19.3	Service Interactions
The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Record the event.

Figure D.2.1.1.19.3-1 reportTroubleshootingStatus Interaction Diagram
D.2.1.1.19.4	Post-Conditions
The AE has received a report of troubleshooting operation execution status or result.
The event has been recorded.
D.2.1.1.19.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.19.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215427]D.2.1.1.20	getDeviceLogs
This service capability provides the ability to execute a getDeviceLogs request from an AE.
D.2.1.1.20.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.20.2	Signature –getDeviceLogs
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.


Table D.2.1.1.20.2-1 Device Management Service –getDeviceLogs capability
D.2.1.1.20.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get all logs of a device
4) Records the event

Figure D.2.1.1.20.3-1 getDeviceLogs Interaction Diagram
D.2.1.1.20.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
The event is recorded
D.2.1.1.20.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.20.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc398215428]D.2.1.1.21	getDeviceLogInformation
This service capability provides the ability to execute a getDeviceLogInformation request from an AE.
D.2.1.1.21.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.21.2	Signature –getDeviceLogInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.


Table D.2.1.1.21.2-1 Device Management Service –getDeviceLogInformation capability
D.2.1.1.21.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get a device log information
4) Records the event

Figure D.2.1.1.21.3-1 getDeviceLogInformation Interaction Diagram
D.2.1.1.21.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
The event is recorded
D.2.1.1.21.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.21.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms



[bookmark: _Toc398215429]D.2.1.1.22	testDeviceConnectivity
This service capability provides the ability to execute a testDeviceConnectivity request from an AE.
D.2.1.1.22.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.22.2	Signature –testDeviceConnectivity
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	address
	IN
	YES
	Type Address, see 6.6.1.1.1.23.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	connectivityReport
	OUT
	YES
	The report of device connectivity including network status, device status, and so on.


Table D.2.1.1.22.2-1 Device Management Service –testDeviceConnectivity capability
D.2.1.1.22.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to test a device connectivity status
4) Records the event

Figure D.2.1.1.22.3-1 testDeviceConnectivity Interaction Diagram
D.2.1.1.22.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to test a device connectivity status.
The event is recorded
D.2.1.1.22.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.22.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms
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