Doc# ARC-2015-2230R10-TS-0014-LWM2M_Object Transport and Interworking.doc

	Input Contribution

	Meeting ID*
	ARC 20

	Title:*
	TS-0014-LWM2M_Object_Transport and Interworking

	Source:*
	Thierry GARNIER, Gemalto N.V, Thierry.garnier@gemalto.com

	Uploaded Date:*
	2015-10-29

	Document(s) 

Impacted*
	TS-0014

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Add to next TS-0014 Baseline

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

6.4  LWM2M Object Transport and Interworking

6.4.1
Introduction

When a oneM2M request is addressed from a CSE/AE to a  hosting CSE containing the representation of  a  LWM2M Client, the oneM2M response to the Originator of the request is returned through the  cooperation of the hosting CSE and the IPE..

The LWM2M Client uses the Device Management & Service Enablement interface to  provide the capabilities for the LWM2M Server of the IPE to access LWM2M Objects, Objects Instances and Resources available from the LWM2M Client. 
A hosting CSE maintains a representation of the LWM2M Data Model  of  LWM2M Object, Object Instance or Resources as instances of oneM2M resource types. These oneM2M resources are instantiated and registered as described in clause 6.3 allowing oneM2M AEs and CSEs to exchange data with LWM2M Clients.
In reference to clause 6.3, at the end of the registration phase all declared LWM2M Object Instances and  LWM2M Objects are associated  to a <container>  resource created with  the resourceName attribute set accordingly to the proper LWM2M Object Instance path (e.g. /9/1) or to the LWM2M Object  path (e.g /9).

6.4.2
LWM2M Interworking mechanisms 
6.4.2.1 Introduction
A cooperation between IPE and the oneM2M hosting CSE, requires efficient  mechanisms to maintain the latest state of the targeted LWM2M Objects, Object Instances and Resources. These mechanisms include data synchronization between the IPE and hosting CSE.


Data synchronization  relies on the oneM2M Subscription/Notification and LWM2M Observation/Notification mechanisms. For automated data synchronization between the IPE and hosting CSE to be achieved , the solution shall be granular enough to allow data synchronization for each LWM2M Object  Instance. 
Access Control mechanisms relies on an interworking between oneM2M and LWM2M Access Control Policies .
LWM2M and oneM2M  mechanisms  used to achieve Data Synchronisation and Access Control are specified in more details in clauses 6.5 and  6.6. 
	
	
	

C. 
D. 
G. 


These 
following sub-clauses specify the sequences of operations involved for each type of  supported oneM2M requests following the general procedures specified  in clause 10 (CREATE,RETRIEVE, UPDATE, DELETE) as used within the context of the interworking for this present document
6.4.2.2 Relevant Interworked Resource Settings
A LWM2M Object Instance is represented  in oneM2M as a <container> resource  with  2 direct child :  a <subscription> resource and a <contentInstance>  resource.
For supporting the LWM2M interworking process, few attributes for the container>resource and the <notification> resource shall have a specified set of parameters <to be completed>.
A) Attributes of <container> resource 

	Attributes of <container>
	Value

	accessControlPolicyIDs
	ACP set (see Clause 6.6)

	maxNrOfInstances
	1


B) Child  of <container> resource

	Childs of <container>

	<contentInstance>     resource

	<subscribtion>           resource 


C) Attributes of <subscription> resource

	Attributes of <subscription>
	Description / Value 

	notificationURI
	 IPE URI

	eventType
	E. Retrieval attempt of obsolete or non existing direct child resource for the subscribed-to resource
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6.4.2.3  oneM2M RETRIEVE Procedure

This procedure describes the retrieval of a resource using the oneM2M RETRIEVE request.The information contained within the resource is related to the LWM2M Objects Instances that are interworked  through the IPE. This clause shall  be treated in conformance with the RETRIEVE Procedure specified in TS-0001 clause 10.1.2.
The Receiver performs local processing to verify the existence of requested Resource and checks privileges for retrieving the information related to the resource. After successful verification, the Receiver shall return the requested information according to the procedures for the type of interworking (e.g Transparent, Semanticaly Enabled) as described in clause 7 and 8, otherwise an error response shall be returned to the Originator
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Figure 6.4-3: Procedure for Retrieving a Resource (TS-0001 Clause 10)
Specific  steps of the Receiver Processing according to the interworking process are defined   as follows:
Step 001:  Find and verify the targeted <container> resource  : the  resourceName corresponds to clause 6.3.2
Step 002 : Using the hosting CSE Access Control mechanisms,  check for Access Control Policy for retrieving the <contentInstance> resource related to the resource
Step 003  On successful validation  of  the Access Control Policy, check if the lastest <contentInstance> resource contained within the targeted resource has expired or does not exist. 
Step 003.1 : When the <contentInstance> resource is obsolete or not existing   an event for Retrieval attempt  (eventType ‘E’) is triggered to the Entity that subscribed to the event (i.e.  IPE); as a Blocking Procedure, the hosting CSE shall monitor the arrival of the  new data or decide to report a  timeout error in jumping to Step 004 

· 
Step 003.1.1 : On receiving the event  ‘Retrieval attempt of obsolete or non existing direct child resource’ (eventType ‘E’) the IPE performs a LWM2M READ request on the Object Instance of  the targeted  LWM2M Client .

     Step 003.1.2 : Once the targeted Object Instance is available to IPE, the IPE  creates and populates a <contentInstance> resource in the  requested  <container>  resource.  
Step 004 :   The hosting CSE returns the appropriate response  back to the Originator (e.g. Acknowlegment, Errors, Data)
Note : as an OBSERVATION has been set up on the targeted LWM2M Object Instance, the automatic synchronisation between the Object Instance and its representation in the hosting CSE is performed. Further oneM2M accesses to the resource should be simplified in minimizing  impact of Step003  (up-to-date data already present from the hosting CSE resources).
General Exceptions:

1) The targeted resource/attribute in To parameter does not exist. The Receiver responds with an error.

2) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.
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6) 
7) 
6.4.3  oneM2M Resource Operation Responses
	LWM2M Client 

Response 
Codes on
Device Management & Service Enablement interface
	oneM2M Resource Operation Response

	Create

2.01 Created:

4.00 Bad Request

4.01 Unauthorized

4.04 Not Found
	2001 Created

4000
4103

4004

	Read

2.05 Content:

4.01 Unauthorized

4.04 Not Found

4.05 Method Not Allowed
	2000  OK

4103

4004

4005

	Write
2.04 Changed
4.00 Bad Request

4.01 Unauthorized
4.04 Not Found

4.05 Method Not Allowed
	2004 Changed

4000
4103

4004

4005

4102

	Delete

2.02 Deleted

4.00 Bad Request
4.01 Unauthorized
4.04 Not Found
4.05 Method Not Allowed
	2002  deleted

4103
4103
4004

4005


Table 6.4.3-1 LWM2M Response Codes  to oneM2M Resource Operation Response Codes
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