Doc# ARC-2015-2261R05-TS-0014-LWM2M_Object Security.doc

	Input Contribution

	Meeting ID*
	ARC 21

	Title:*
	TS-0014-LWM2M_Object_Security 

	Source:*
	Thierry GARNIER, Gemalto N.V, Thierry.garnier@gemalto.com

	Uploaded Date:*
	2015-11-4

	Document(s) 

Impacted*
	TS-0014

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Add to next TS-0014 Baseline

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

6.6  LWM2M Interworking Object Security
6.6.1
Introduction
OMA-LWM2M and oneM2M Access Control Policies shall collaborate in order to assure  the Interworked resources are  accessible according to the oneM2M Authorisation Procedure specified in clause 11.3.4 (M2M Authorization Procedure) of oneM2M TS-0001 and clause 7 (Authorization) of oneM2M TS-0003.
6.6.2.  LWM2M Interworking Access Control Policy 
The oneM2M Access Control Policy mechanisms specified in section 7 of TS-0003, shall be used to check and validate the parameters of a request message against the ACPs (<accessControlPolicy> resources) which  have been assigned to the accessed resource.
In order to assure a proper LWM2M Interworking with oneM2M, the IPE shall  setup the hosting CSE:
1) by  providing a  mandatory set of  <accessControlPolicy>  (ACPs) resources

2) by  assigning a proper set of ACPs  to the accessControlPolicyIDs attribute of each <container> resource allocated during the  CSE registration phase (clause 6.3 LWM2M Object Discovery) 

How the IPE is provisioned in order to perform such a setup is mentioned in clause (TBD)  of this document. 
Placed in such a usual oneM2M configuration, Access Control Policy mechanisms specified in clause 7 of oneM2M TS-0003 are fully applicable  in this  LWM2M Interworking context.
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