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· ARC-2016-0001 “E2E Attribute and Parameter Security”
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R01. Changes suggested at SEC20.5.
R02. Changes suggested at first ARC/SEC session and other SEC sessions at TP21.
R03: Minor editorial changes online during final ARC/SEC on Thursday. Figure 11.4.2 divided in two and aligned with text.
R04: Corrected numbering of ESPrim figures.
Apply changes to clause 8.1.2
-----------------------Start of change 1 -------------------------------------------

· Discovery Result Type: Optional Discovery result format. This parameter applies to discovery related requests (see filterUsage in table 8.1.2-2 and clause 10.2.6) to indicate the preference of the Originator for the format of returned information in the result of the operation. This parameter shall take on one of the following values reflecting the options in clause 9.3.1:

· Hierarchical  addressing method.

· Non-hierarchical addressing method.

For example if Discovery Result Type is set to Non-hierarchical addressing method, then the request Originator indicates that the discovered resources should be in the form of Non-hierarchical address.

The absence of the parameter implies that the result shall be in the form of a  Hierarchical address.
· Security Info: Optional parameter applicable when then Content contains security parameter (for example, a primitive secured by End-to-End Security of Primitives (ESPrim) or an E2EKey message or a Dynamic Authorization Direct Consultation parameter). 
-----------------------End of change 1-------------------------------------------

Apply changes to table 8.1.2-3
-----------------------Start of change 2-------------------------------------------

Table 8.1.2-3: Summary of Request Message Parameters
	Request message parameter
	Operation

	
	Create
	Retrieve
	Update
	Delete
	Notify

	Mandatory
	Operation - operation to be executed
	M
	M
	M
	M
	M

	
	To - the address of the target resource on the target CSE
	M
	M
	M
	M
	M

	
	From - the identifier of the message Originator
	O

See

NOTE 1
	M
	M
	M
	M

	
	Request Identifier - uniquely identifies a Request message
	M
	M
	M
	M
	M

	Operation dependent
	Content - to be transferred
	M
	O
	M
	N/A
	M

	
	Resource Type - of resource to be created
	M
	N/A
	N/A
	N/A
	N/A

	 Optional
	Originating Timestamp - when the message was built
	O
	O
	O
	O
	O

	
	Request Expiration Timestamp - when the request message expires
	O
	O
	O
	O
	O

	
	Result Expiration Timestamp - when the result message expires
	O
	O
	O
	O
	O

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE
	O
	O
	O
	O
	O

	
	Response Type - type of response that shall be sent to the Originator
	O
	O
	O
	O
	O

	
	Result Persistence - the duration for which the reference containing the responses is to persist
	O
	O
	O
	O
	N/A

	
	Result Content - the expected components of the result
	O
	O
	O
	O
	N/A

	
	Event Category - indicates how and when the system should deliver the message
	O
	O
	O
	O
	O

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used
	O
	O
	O
	O
	O

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group
	O
	O
	O
	O
	O

	
	Filter Criteria - conditions for filtered retrieve operation
	N/A
	O
	O
	O
	N/A

	
	Discovery Result Type - format of information returned for Discovery operation
	N/A
	O
	N/A
	N/A
	N/A

	
	Security Info – information about the Content if it contains security parameters
	N/A
	N/A
	N/A
	N/A
	O

	NOTE 1: From parameter shall be optional in case of an AE CREATE request and mandatory for all other requests.


-----------------------End of change 2 -------------------------------------------

Apply changes to clause 8.1.3
-----------------------Start of change 3 -------------------------------------------

· Event Category: event category: Indicates the event category that should be used to handle this response. The definition of event category is the same as in the case of requests in clause 8.1.2.

Example usage of "event category" set to specific value X: When the response is targeted to an entity that is different from the Transit CSE currently processing the response message and is not an AE registered with the Transit CSE that is currently processing the response message, the response may be stored in the Transit CSE that is currently processing the response on the way to the destination of the response message until it is allowed by provisioned policies for that event category X to use a communication link to reach the next CSE on a path to the destination of the response message or until the result expiration timestamp is expired.
· Security Info: The definition of this parameter is the same as in the case of requests in clause 8.1.2.
Table 8.1.3-1 summarizes the parameters specified in this clause for the Response messages, showing any differences as applied to successful C, R, U, D or N operations, and unsuccessful operations. "M" indicates mandatory, "O" indicates optional, "N/A" indicates "not applicable".
Table 8.1.3-1: Summary of Response Message Parameters
	Response message parameter/success or not
	Response Status Code

	
	Ack
	successful: Operation = Create
	successful: Operation = Retrieve
	successful. Operation = Update
	successful. Operation = Delete
	successful Operation = Notify
	unsuccessful

Operation = C,R,U,D 
	unsuccessful

Operation = or N

	Response Status Code  - successful, unsuccessful, ack
	M
	M
	M
	M
	M
	M
	M
	M

	Request Identifier - uniquely identifies a Request message
	M
	M
	M
	M
	M
	M
	M
	M

	Content - to be transferred
	O
(address of <request> resource if response is ACK of a non-blocking request)
	O 

(The address and/or the content of the created resource)
	M 

(the retrieved resource content or aggregated contents or an  address list)
	O
(The content replaced in an existing resource. The content of the new attributes created. The name of the attributes deleted.)
	O

(The content actually deleted)
	O (See Note 1, end-to-end security protocol message)
	O

(Additional error info)
	O (See Note 1, additional error info secured using ESPrim)

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request
	O
	O
	O
	O
	O
	O
	O
	O

	From - the identifier of the Receiver
	O
	O
	O
	O
	O
	O
	O
	O

	Originating Timestamp - when the message was built
	O
	O
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp  - when the message expires
	O
	O
	O
	O
	O
	O (See Note 1)
	O
	O (See Note 1)

	Event Category - what event category shall be used for the response message
	O 
	O
	O
	O
	O
	O
	O
	

	Content Status
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	N/A
	

	Content Offset
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	N/A
	

	Security Info – information about the Content if it contains security protocols
	N/A
	N/A
	N/A
	N/A
	N/A
	O (See Note 1)
	N/A
	O (See Note 1)

	NOTE 1: This parameter is present if the response contains an end-to-end security protocol message. Otherwise this parameter is not applicable.


-----------------------End of change 3 -------------------------------------------

Apply changes to Table 9.6.1.3.2-1: Common Attributes – trailing rows are not shown
-----------------------Start of change 4 -------------------------------------------

Table 9.6.1.3.2-1: Common Attributes
	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers  of an <accessControlPolicy> resource. The privileges defined in the <accessControlPolicy> resource that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).

If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute is not set, or it is set to a value that does not correspond to a valid, existing <accessControlPolicy> resource, or it refers to an <accessControlPolicy> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access privileges shall apply.

All resources are accessible if and only if the privileges (i.e., shored as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated AccessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide a default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update permission in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). The modification also includes direct child resource creation and deletion.


	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.
For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	labels
	Tokens used as keys for discovering resources.
This attribute is optional and if not present it means that the resource cannot be found by means of discovery procedure which uses labels as key parameter of the discovery.

	e2ESecurityCapabilities
	Present in a resource representing an AE or CSE. Indicates the end-to-end security capabilities supported by the AE or CSE. May indicate supported end-to-end security frameworks. May also contains a certificate or credential identifier used by the AE or CSE. May include random values for use in end-to-end security protocols. The details of this attributes are described in TS-0003 [2].
This attribute is optional and if not present it means that the represented entity does not support oneM2M end-to-end security procedures.

	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.


-----------------------End of change 4-------------------------------------------

-----------------------Start of change 5-------------------------------------------

9.6.3
Resource Type CSEBase

A <CSEBase> resource shall represent a CSE. The <CSEBase> resource shall be the root for all resources that are residing in the CSE.
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Figure 9.6.3-1: Structure of <CSEBase> resource

Figure 9.6.3-1 does not show the child announce resource types defined in table 9.6.3-2.
Editor’s Note: Annex E should be updated to include provisioning of the notification deletion policy.

The <CSEBase> resource shall contain the child resources specified in table 9.6.3-1.

Table 9.6.3-1: Child resources of <CSEBase> resource

	Child Resources of <CSEBase>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<remoteCSE>
	0..n
	See clause 9.6.4

	[variable]
	<node>
	0..n
	See clause 9.6.18

	[variable]
	<AE>
	0..n
	See clause 9.6.5

	[variable]
	<container>
	0..n
	See clause 9.6.6

	[variable]
	<group>
	0..n
	See clause 9.6.13

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<mgmtCmd>
	0..n
	See clause 9.6.16

	[variable]
	<locationPolicy>
	0..n
	See clause 9.6.10

	[variable]
	<statsConfig>
	0..n
	See clause 9.6.23

	[variable]
	<statsCollect>
	0..n
	See clause 9.6.25

	[variable]
	<request>
	0..n
	See clause 9.6.12

	[variable]
	<delivery>
	0..n
	See clause 9.6.11

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the entity. The absence of this resource implies the entity is always reachable. See clause 9.6.9

	[variable]
	<m2mServiceSubscriptionProfile>
	0..n
	See clause 9.6.19

	[variable]
	<serviceSubscribedAppRule>
	0..n
	See clause 9.6.29

	[variable]
	<  notificationTargetPolicy >
	0..n
	See clause 9.6.32


Table 9.6.3-2: Child announced resources of <CSEBase> resource
	Child Announced Resources of <CSEBase>
	Child Announced Resource Type
	Multiplicity
	Description

	[variable]
	Refer Table 9.6.26.1-1 Announced Resource Types
	0..n
	


The child announced resources of <CSEBase> resource defined in table 9.6.3-2 should be created when an Originator CSE (i.e. original resource Hosting CSE) and a Hosting CSE (i.e. announced resource Hosting CSE) have no registration relationship (e.g. the Originator CSE has not created <remoteCSE> resource on the Hosting CSE).
The <CSEBase> resource shall contain the attributes specified in table 9.6.3-3.

Table 9.6.3-3: Attributes of <CSEBase> resource
	Attributes of <CSEBase>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3  .

	resourceID
	1
	RO
	See clause 9.6.1.3  .

	resourceName
	1
	RO
	See clause 9.6.1.3  .

	creationTime
	1
	RO
	See clause 9.6.1.3  .

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3  .

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3  .

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3  .

	e2ESecurityCapabilities
	0..1
	RW
	See clause 9.6.1.3.

	cseType
	0..1
	RO
	Indicates the type of CSE represented by the created resource.

· Mandatory for an IN-CSE, hence multiplicity (1).
· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.

	CSE-ID
	1
	RO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).

	supportedResourceType
	1 (L)
	RO
	List of the resource types which are supported in the CSE. This attribute contains subset of resource types listed in clause 9.2. This also includes the supported optional attributes  for each supported resource type.

	pointOfAccess
	1 (L)
	RO
	Represents the list of physical addresses to be used by remote CSEs to connect to this CSE (e.g. IP address, FQDN). This attribute is exposed to its Registree.

	nodeLink
	0..1
	RO
	The resourceID of a <node> resource that represents the node specific information. 

	notificationCongestionPolicy
	0..1
	RO
	This attribute applies to CSEs generating subscription notifications. It specifies the rule which is applied when the storage of notifications for each subscriber (an AE or CSE) reaches the maximum storage limit for notifications for that subscriber. E.g. Delete stored notifications of lower notificationStoragePriority to make space for new notifications of higher notificationStoragePriority, or delete stored notifications of older creationTime to make space for new notifications when all notifications are of the same notificationStoragePriority.

	
	
	
	

	NOTE:
All the attributes of this resource type can be changed by an offline configuration mechanism, but not over the reference points (all attributes are "RO").


9.6.4
Resource Type remoteCSE

A <remoteCSE> resource shall represent a Registree CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase> resource of Registrar CSE.

Similarly <remoteCSE> resource shall also represent a Registrar CSE. <remoteCSE> resource shall be located directly under the <CSEBase> resource of Registree CSE.

For example, when CSE1 (Registree CSE) registers with CSE2 (Registrar CSE), there will be two <remoteCSE> resources created: one in CSE1: <CSEBase1>/<remoteCSE2> and one in CSE2: <CSEBase2>/<remoteCSE1>.
Note that the creation of the two resources does not imply mutual registration. The <CSEBase1>/<remoteCSE2> does not mean CSE2 registered with CSE1 in the example above.
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Figure 9.6.4-1: Structure of <remoteCSE> resource
The <remoteCSE> resource shall contain the child resources specified in table 9.6.4-1. The <remoteCSE> resource may contain <remoteCSEAnnc> child resources.
Table 9.6.4-1: Child resources of <remoteCSE> resource
	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21. If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the node. See clause 9.6.9 for <schedule>.
	<scheduleAnnc>

	[variable]
	<nodeAnnc>
	0..n
	This resource is the <nodeAnnc> resource representing the node where the CSE represented by this <remoteCSE> resource resides.
	<nodeAnnc>


Table 9.6.4-2: Child announced resources of <remoteCSE> resource
	Child Announced Resources of <remoteCSE>
	Child Announced Resource Type
	Multiplicity
	Description

	[variable]
	Refer to table 9.6.26.1-1 Announced Resource Types
	0..n
	


The <remoteCSE> resource shall contain the attributes specified in table 9.6.4-3.

Table 9.6.4-3: Attributes of <remoteCSE> resource

	Attributes of <remoteCSE>
	Multiplicity
	RW/

RO/

WO
	Description
	<remoteCSEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3  .
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3  .
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3  .
	NA

	parentID
	1
	RO
	See clause 9.6.1.3  .
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3  .
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	e2ESecurityCapabilities
	0..1
	RW
	See clause 9.6.1.3.
	MA

	cseType
	0..1
	WO
	Indicates the type of CSE represented by the created resource.

· Mandatory for an IN-CSE, hence multiplicity (1).

· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.
	OA

	pointOfAccess
	0..1 (L)
	RW
	For request-reachable remote CSE it represents the list of physical addresses to be used to connect to it (e.g. IP address, FQDN). The attribute is absent if the remote CSE is not request-reachable.

If this information is not provided, the CSE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the CSE without using the PoA.
	OA

	CSEBase
	1
	WO
	The address of the CSEBase resource represented by this <remoteCSE> resource.
	OA

	CSE-ID
	1
	WO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.
See clause 7.1.8 where this attribute is described. This attribute is used only for the  case of  dynamic association of M2M-Ext-ID and CSE-ID.
	NA

	Trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of  dynamic association of M2M‑Ext-ID and CSE-ID.
	NA

	requestReachability
	1
	RW
	If the CSE that created this <remoteCSE> resource can receive a request from other AE/CSE(s), this attribute is set to "TRUE" otherwise "FALSE" (see note)
	OA

	nodeLink
	0..1
	RW
	The resourceID of a <node> resource that hosts the CSE represented by the <remoteCSE> resource.
	OA

	
	
	
	
	

	NOTE:
Even if this attribute is set to "FALSE", it does not mean it AE/CSE is always unreachable by all entities. E.g. the requesting AE/CSE is behind the same NAT, so it can communicate within the same NAT.


9.6.5
Resource Type AE
An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource
The <AE> resource shall contain the child resources specified in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource
	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	semanticDescriptor
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<schedule>
	0..1
	See clause 9.6.9
	<scheduleAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21.

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None


The <AE> resource shall contain the attributes specified in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.1.1.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	e2ESecurityCapabilities
	0..1
	RW
	See clause 9.6.1.3.
	MA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.2).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	If the AE that created this <AE> resource can receive a request, this attribute is set to "TRUE" otherwise "FALSE"
	OA

	nodeLink
	0..1
	RO
	The resourceID of a <node> resource that stores the node specific information where the AE resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from  its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	
	
	
	
	


-----------------------End of change 5-------------------------------------------

Add new clause 11.4 “Provisioning for End-to-End Security Procedures” (New for R01)
-----------------------Start of change 6-------------------------------------------

11.4
Functional Architecture Specifications for End-to-End Security Procedures
11.4.1
Functional Architecture Specifications for End-to-End Security of Data (ESData)

End-to-End Security for Data (ESData) provides an interoperable framework for protecting data that ends up transported using oneM2M reference points, in order that so transited CSEs do not need to be trusted with that data. The data shall comprise either

· All or part of the value of a single attribute (e.g. content attribute value of a <contentInstance> resource or customAttribute of a <flexContainer> resource) or a single addressable element within the attribute. 

· All or part of a single primitive parameter value (e.g. a signed, self-contained access token communicated in a request primitive to obtain dynamic authorization). 

11.4.2
Functional Architecture Specifications for End-to-End Security of Primitives (ESPrim)

End-to-End Security for Primitives (ESPrim) provides an interoperable framework for securing oneM2M primitives so CSEs do not need to be trusted with the confidentiality and integrity of the primitive.  ESPrim provides mutual authentication, confidentiality, integrity protection and a freshness guarantee (bounding the age of secured primitives).
The credential management aspects and data protection aspects for ESPrim are specified in TS-0003 [2]. The present clause specifies the transport of secured primitives.

The primitive to be secured is called the inner primitive, and the primitive which is used to transport a secured inner primitive is called the outer primitive. The inner primitive is protected using an encryption and integrity protection, which takes a symmetric key sessionESPrimKey as input. The sessionESPrimKey is derived from a pairwiseESPrimKey, established between the Originator and Receiver, and a receiverE2ERandTriple and originatorE2ERandTriple. The receiverE2ERandTriple and originatorE2ERandTriple each contain the following parameters:

· Identifier

· Value

· Expiry.

These parameter are specified in TS-0003 [2].  

The transport details for the ESPrim Procedure are shown in Figures 11.4.2-1 and 11.4.2-2, and described in the following text.

NOTE: 
The outer primitive is not acting on resources because the outer primitive is only used to transport the ESPrim object securing the inner primitive.  This is the reason that the NOTIFY procedure is used for the outer primitive.
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 Figure 11.4.2-1: The transport details for establishing pairwiseESPrimKey and establishing sessionESPrimKey  in the End-to-End Security of Primitives (ESPrim) Procedure. This message flow shows the sequence of events for Blocking Mode.
A. Establishing pairwiseESPrimKey: The pairwiseESPrimKey shall be established as specified in clause 8.4.2 “End-to-End Security of Primitives (ESPrim) Architecture” in TS-0003 [2]. 
B. Establishing sessionESPrimKey: The Receiver shall select to either (a) pre-generate a receiverE2ERandTriple which is distributed for used by multiple Originators for establishing sessionESPrimKey, or (b) generate a unique receiverE2ERandTriple upon request (in which case no action is required prior to receiving such a request). 

B.1. Receiver Actions. If the Receiver selected to pre-generate and distribute a receiverE2ERandTriple, the Receiver performs the following steps every time the Receiver wishes to provide a new shared receiverE2ERandTriple
B.1.a The Receiver shall generate a receiverE2ERandTriple as described in TS-0003 [2].

B.1.b The Receiver shall update the sharedReceiverE2ERandTriple parameter of the e2eSecurityCapabilities attribute in the Receiver’s <remoteCSE> resource on all CSEs to which the Receiver is registered. 

In the latter case, the Receiver shall ensure that the sharedReceiverE2ERandTriple parameter is not present in the e2eSecurityCapabilities attribute in the Receiver’s <remoteCSE> resource on all CSEs to which the Receiver is registered. The absence of the sharedReceiverE2ERandTriple parameter indicates that the Receiver will provide a unique receiverE2ERandTriple upon request.

B.2. Originator Actions

B.2.a The Originator shall perform a Retrieve on the receiverE2ERandLink virtual attribute in one of the Receiver’s <remoteCSE> resources on a CSE, here denoted CSE2, with which the Receiver is registered.

B.2.b CSE2 determines if the Receiver supports ESPrim:  The Receiver supports ESPrim if and only if, the Receiver’s <remoteCSE> resource includes the e2ESecurityCapability attribute and the e2ESecurityCapability attribute indicates support for ESPrim. 

B.2.b.1. If the Receiver does not support ESPrim, then the CSE2 returns an error message to the Originator and the procedure is aborted.
B.2.c CSE2 obtain receiverE2ERandTriple. 
B.2.c.1. If the following conditions are met:

· A sharedReceiverE2ERandTriple parameter is present in the e2ESecurityCapability attribute of the Receiver’s <remoteCSE> resource, and

· The sharedReceiverE2ERandExpiry in sharedReceiverE2ERandTriple has not expired, 

then CSE2 shall send a Retrieve response with the sharedReceiverE2ERandTriple in the Content parameter.

B.2.c.2. Otherwise, 

· CSE2 shall send a NOTIFY request to the Receiver with the Content parameter containing the ASCI text “receiverE2ERandTriple request”.

· The Receiver, upon receiving such a NOTIFY request, shall generate a receiverE2ERandTriple as described in TS-0003 [2]. 

· The Receiver shall send a NOTIFY response to CSE2 with the Content parameter containing the receiverE2ERandTriple.

· The CSE2 shall send a Retrieve response to the Originator with the receiverE2ERandTriple (from the NOTIFY Response) in the Content parameter.

B.2.d The Originator shall generate an originatorE2ERandTriple as described in clause 8.4.2 TS-0003 [2].

B.2.e The Originator shall generate the sessionESPrimKey from the pairwiseESPrimKey, originatorE2ERandTuple and receiverE2ERandTuple as described in clause 8.4.2 TS-0003 [2]. 
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Figure 11.4.2-2: The transport details for Securing a Primitive Exchange in the End-to-End Security of Primitives (ESPrim) Procedure. This message flow shows the sequence of events for Blocking Mode.
C. Securing a Primitive Exchange
C.1. The Originator selects the object security technology as described in clause 8.4.2 of TS-0003 [2]. 
C.2. The Originator shall form the serialization of the inner request primitive.
C.3. The Originator shall produce a ESPrim Object from the serialization of the inner request primitive by applying the selected object security technology using the established parameters, as described in clause 8.4.2 of TS-0003 [2]. 
C.4. The Originator shall send the ESPrim Object to the Receiver in the Content parameter of an outer request primitive. The outer request primitive shall be a NOTIFY request primitive. The parameters of the outer request primitive shall be assigned as described in Table 11.4.2-1.

C.5. The Receiver shall process the outer request primitive as for normal NOTIFY request primitives. The Receiver shall extract the primitive parameters relevant for ESPrim:

C.5.a Security Info: indicating that the Content contains an ESPrim Object, and providing the media-type of the ESPrim Object in the Content parameter. The media-type indicates the object security technology to be applied when processing the ESPrim Object.

C.5.b Content: the ESPrim Object containing the secured inner request primitive.

C.6. The Receiver shall process the ESPrim Object according to the indicated object security technology resulting in the verified serialization of the inner request primitive. This processing is described in 8.4.2 of TS-0003 [2]. 

C.6.a If this processing is unsuccessful, then the Receiver shall generate an error message,

C.6.a.1. If the Receiver knows a currently valid sessionESPrimKey previously established with the Originator, then the receiver shall secure the error message using ESPrim as described in clause 8.4.2 of TS-0003 [2]. In this case the message flow skips to step C.9.

C.6.a.2. If Receiver does not knows a currently valid sessionESPrimKey previously established with the Originator, then the Receiver shall send a NOTIFY response with the (unsecured) error message in the Content parameter. The Originator processes the response as for a normal error case.

C.7. The Receiver shall process the inner request primitive, resulting in a serialization of the corresponding inner response primitive.

NOTE: Steps C.3 to C.7 are mirrored closely by C.10 to C.16, with the Originator and Receiver swapping their participation in the exchange, and the request primitives replaced by response primitives.
C.8. The Receiver shall produce a ESPrim Object from the serialization of the inner response primitive by applying the selected object security technology using the established parameters, as described in clause 8.4.2 of TS-0003 [2]. 
C.9. The Receiver shall send the ESPrim Object to the Originator in the Content parameter of an outer response primitive. The outer response primitive shall be a NOTIFY response primitive. The parameters of the outer request primitive shall be assigned as described in Table 11.4.2-2.

C.10. The Originator shall process the outer response primitive as for normal NOTIFY response primitives. The Originator shall extract the primitive parameters relevant for ESPrim:

· Security Info: indicating that the Content contains an ESPrim Object, and providing the media-type of the ESPrim Object in the Content parameter. The media-type indicates the object security technology to be applied when processing the ESPrim Object.

· Content: the ESPrim Object containing the secured inner response primitive.

C.11. The Originator shall process the ESPrim Object according to the indicated object security technology resulting in the verified serialization of the inner response primitive or an error message. This processing is described in 8.4.2 of TS-0003 [2].

C.12. The Originator shall process the inner response primitive or error message.
Table 11.4.2-1: NOTIFY Request Message Parameters when using ESPrim
	Request message parameter
	Mandatory/ Optional for ESPrim
	Details

	Mandatory
	Operation - operation to be executed
	M
	NOTIFY

	
	To - the address of the target resource on the target CSE
	M
	As for NOTIFY

	
	From - the identifier of the message Originator
	M
	

	
	Request Identifier - uniquely identifies a Request message
	M
	May be independent of the Request Identifier of the inner request primitive

	Operation dependent
	Content - to be transferred
	M
	ESPrim Object

	
	Resource Type - of resource to be created
	N/A
	N/A

	 Optional
	Originating Timestamp - when the message was built
	O
	Time when the outer request primitive was build

	
	Request Expiration Timestamp - when the request message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Result Expiration Timestamp - when the result message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE
	N/A
	The operation execution here is the cryptographic operations performed by the Receiver, which shall be executed immediately.

	
	Response Type - type of response that shall be sent to the Originator
	O
	Any mode may be applied.

	
	Result Persistence - the duration for which the reference containing the responses is to persist
	N/A
	N/A for NOTIFY

	
	Result Content - the expected components of the result
	N/A
	The result content here is the Result Content of the outer primitive, which is always ESPrim Object

	
	Event Category - indicates how and when the system should deliver the message
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group
	N/A
	This parameter may be present in the inner request primitive, but shall not be present in the outer primitive.

	
	Filter Criteria - conditions for filtered retrieve operation
	N/A
	N/A for NOTIFY

	
	Discovery Result Type - format of information returned for Discovery operation
	N/A
	N/A for NOTIFY

	
	Security Info – information about the Content if it contains an end-to-end security protocol message
	O
	Indicating that the Content contains an ESPrim Object, and providing the media-type of the ESPrim Object in the Content parameter


Table 11.4.2-2: NOTIFY Response Message Parameters when using ESPrim
	Response message parameter/success or not
	Mandatory/ Optional for ESPrim
	Details

	Request Identifier - uniquely identifies a Request message
	M
	Matches corresponding parameter in outer request primitive

	Content - to be transferred
	M
	ESPrim Object

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request
	O
	As for NOTIFY

	From - the identifier of the Receiver
	O
	As for NOTIFY

	Originating Timestamp - when the message was built
	O
	Time when the outer request primitive was build

	Result Expiration Timestamp  - when the message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	Event Category - what event category shall be used for the response message
	O
	Copied from the corresponding parameter in the inner request primitive.

	Content Status
	N/A
	N/A for NOTIFY

	Content Offset
	N/A
	N/A for NOTIFY

	End-to-End Security Info – information about the Content if it contains security parameters
	M
	Indicating that the Content contains an ESPrim Object, and providing the media-type of the ESPrim Object in the Content parameter


11.4.3
Functional Architecture Specifications for Direct End-to-End Key Establishment using Certificates (E2EKey)
The E2EKey procedure comprises the exchange of TLS handshake protocol parameters in four E2EKey Messages, specified in TS-0003 [2]. The AE or CSE initiating the procedure is the Initiating End-Point and the Terminating End-Point is the AE or CSE with which the E2EKey Initiating End-Point intends to establish the pairwiseE2EKey. 

If an AE or CSE supports E2EKey, then an indication shall be present in the e2eSecurityCapabilities attribute in an AE’s <AE> resource, or a CSE’s <CSEBase> resource or a CSE’s <remoteCSE> resource. 

The E2EKey messages and associated processing for E2EKey are specified in clause 8.x “Direct End-to-End Key Establishment using Certificates” in TS-0003 [2]. The transport details for the E2EKey Procedure are shown in Figure 11.4.3-1, and described in the following text.

NOTE: 
The outer primitive is not acting on resources because the outer primitive is only used to transport the E2EKey messages.  This is the reason that the NOTIFY procedure is used for the outer primitive.
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Figure 11.4.3-1: The transport details for the E2EKey Procedure
A. Provisioning Certificates: Each End-Points shall be provisioned with their own private keys and corresponding certificate and optional certificate chain, as specified in clause 8.x “E2EKey” in TS-0003 [2]. 
B. Triggering: The Initiating End-Points is decides to initiate the E2EKey procedure with an identified Terminating End-Point. Details are specified in clause 8.x “E2EKey” in TS-0003 [2]. 
C. Establishing pairwiseE2EKey
C.1. The Initiating End-Point and Terminating End-Point exchange the sequence of four E2EKey Messages specified in clause 8.x “E2EKey” in TS-0003 [2]. The E2EKey Messages are exchange in two sequential NOTIFY procedures:
C.1.a E2EKey Message 1 is sent in a first NOTIFY request from the Initiating End-Point to the End-Point. The Terminating End-Point records the identity of the Initiating End-Point in the From primitive parameter. 
C.1.b E2EKey Message 2 is sent in the resulting NOTIFY response from the Terminating End-Point to the Initiating End-Point.
C.1.c E2EKey Message 3 is sent in a second NOTIFY request from the Initiating End-Point to the End-Point. The Terminating End-Point shall correlate this E2EKey message with the corresponding E2EKey Message 1 using the identity of the Initiating End-Point in the From primitive parameter.
C.1.d E2EKey Message 4 is sent in the resulting NOTIFY response from the Terminating End-Point to the Initiating End-Point.
The parameters of the NOTIFY primitives shall be assigned as per normal, with the following details specific to E2EKey:

· Security Info: indicating that the Content contains an E2EKey Message.

· Content: an E2EKey Message.
C.2. If the TLS handshake protocol is successful, then the Initiating and Terminating End-Points shall generate and cache a pairwiseE2EKey as described 8.x “E2EKey” in TS-0003 [2].
----------------------- End of change 6 ---------------------------------------------
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