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Introduction

This contribution proposes role based access control architecture and procedures.
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-----------------------Start of change 2 ---------------------------------------------

11.3
M2M Operational Security Procedures

This clause introduces the high level procedures, following M2M Enrolment, that shall be performed before any other procedure on Mcc and Mca can take place. These procedures shall be implemented as specified in the oneM2M security specification [2].

NOTE: The detailed specifications of the security procedures in TS-0003 [2] uses  different labels for the steps shown in Figures 11.3.1 and 11.3.2. Step1: Provisioning maps to Credential Configuration, Step 2: Identification maps to Association Configuration, Step 3: Authentication maps to Association Handshake in TS-0003.

.
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Figure 11.3-1. High Level Procedures on Mcc or Mca without MAF
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Figure 11.3-2. MAF assisted High Level Procedures on Mcc or Mca
11.3.1
Identification of CSE and AE

Once a CSE or AE is provisioned with its security credentials, there is no need to configure long-term secret information to the CSE or AE. However, additional non-secret information may need to be configured using the same security procedures.

Prior to a CSE or AE initiating security association establishment, the Registree CSE or AE is configured with the Registrar CSE-ID so that the Registree knows who to establish the security association with. This process is called “Association Configuration” in TS-0003 [2].

11.3.2
Authentication and Security Association of CSE and AE

The association security handshake (See TS-0003 [2]) provides

(a) mutual authentication of CSE and AE and 

(b) session key derivation. 

Prior to granting access to M2M services, the credentials resulting from the M2M Node and M2M application enrolment procedures shall be used, together with the information supplied in the identification step (clause 11.1), to perform mutual authentication of the Registree CSE or AE with the Registrar CSE. Upon mutual authentication: 

· Registree CSE or AE associates, with the Registrar CSE, the CSE-ID supplied in the identification step (clause 11.1).

·    If the Registree CSE or AE has previously registered successfully with the Registrar CSE and the Registrar CSE has retained the applicable M2M service subscription and CSE-ID or AE-ID, then the Registrar CSE can use this information.

·    In other cases, the Registrar CSE determines the applicable M2M service subscription and CSE-ID or AE-ID as described in clause 10.1.1.2 “Registration related CREATE procedure” in the present document.

The Registree receives authorization to access the M2M services defined in the <m2mServiceSubscription> resources by checking privileges defined in <accessControlPolicy>, <token> or <role> resources. 
NOTE: The authorization procedure to access the M2M services is further described in clause 11.3.4 below and specified in detail in clause 7 of  TS-0003 [2].
Session keys are then derived for providing desired security services to the communicating entities, such as confidentiality and/or integrity of information exchange (these security services may be provided through establishment of a secure channel between the communicating entities or through object based security where only relevant information is encrypted prior to being shared). The lifetime of a security association shall be shorter than the lifetime of the credential used for authentication from which it is derived: It may be valid for the duration of a communication session, or be determined according to the validity period of the protected data. In case of a security association between two AEs, the lifetime of the security association can result from a contractual agreement between the subscribers of the communicating AEs.

11.3.3
VOID

11.3.4
M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:

The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).

These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).

The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in one M2M Security Solutions Technical Specification [2].

The following set of access control policy attributes shall be available for an Access Decision.

Access control attributes of Originator and Originator’s Role  (e.g. Role-IDs, CSE_IDs, AE-IDs, etc.).

Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).

Access control attributes of Operations (e.g.  Create, Execute, etc.).
The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the requesting entity satisfies the owner's access control policy, then the access to the resource is granted.

The authorization procedure involves rerouting of access requests to an M2M authorization function and delivering access tokens valid for specific authorization.

The authorization procedure shall be implemented as specified in the oneM2M Security Solutions Technical Specification [2].

-----------------------End of change 2 ---------------------------------------------
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