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Introduction

The following figure shows the Role Based Access Control Architecture. We plan to use CSE to implement role issuing process. As the Originator can be an AE or a CSE, so the Notify operation cannot be used. This contribution suggests using a new defined virtual resource for triggering a role issuing process.
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We also plan to use the “Authorization Info” parameter defined for implementing distributed authorization to specify there is list of applied roles in the “Content” parameter.
-----------------------Start of change 1---------------------------------------------
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-----------------------End of change 3 ---------------------------------------------

-----------------------Start of change 4---------------------------------------------
10.2.33.1

Create <role>

This procedure shall be used for creating a <role> resource.

Table 10.2.33.1-1: <role> CREATE

	<role> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

From: Identifier of the AE or CSE that wants to apply for a  role
To: Address the resource where the <role> resource is intended to be created
Content: The resource content shall provide the information as defined in clause 9.6.38

	Processing at Originator before sending Request
	According to clause 10.1.1.1 with the specific details for:
· Check the request against role assignment policies that specify what roles can be assigned to which Originators, and what are the constraints of the assignments, e.g. valid times, App-IDs and so on. These policies are however out of scope of the present document.
· A token that holds the issued role may also be issued and stored in a <token> resource.

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: Address of the created <role> resource, according to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


-----------------------End of change 4 ---------------------------------------------
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