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Introduction

This contribution adds general description of distributed authorization into clause 11.3.4.

-----------------------Start of change 1---------------------------------------------
11.3.4
M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:

The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).

These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).

Role-IDs which have been associated with the Originator.

The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in oneM2M TS-0003 [2].

The following set of access control policy attributes shall be available for an Access Decision.

Access control attributes of Originator and Originator's Role (e.g. Role-IDs, CSE_IDs, AE-IDs, etc.).

Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).

Access control attributes of Operations (e.g. Create, Execute, etc.).

The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the request satisfies the owner's access control policy, then the access to the resource is granted.
Dynamic Authorization: Dynamic Authorization encompasses:

a) authorizing the creation of a limited-lifetime access control policy authorizing the Originator to perform specific operations on the requested resource; and

b) issuing limited-lifetime Tokens associating the Originator with Role-IDs and/or access control policies for identified resources.

Two forms of Dynamic Authorization are supported: Direct Dynamic Authorization and Indirect Dynamic Authorization.

In the event that the request does not satisfy any of the owner's access control policies, then Dynamic Authorization may be requested from Dynamic Authorization System (DAS) Servers; this is called Direct Dynamic Authorization, and relevant details are provided clause 11.5.2. The request is then re-evaluated to determine if the owner's access control policy is now satisfied and access is granted. 

If access is still denied, then the Originator is provided with Token Request Information used to request the issuance of Tokens by a Dynamic Authorization System. A Token identifies Role-IDs and/or access control policies (for identified resources) which have been temporarily associated with the Originator. The Originator then resends the request from the Originator, this time adding any Token or Token-IDs received from the Dynamic Authorization System. This is called Indirect Dynamic Authorization, and relevant details are provided clause 11.5.3.

NOTE:
A DAS Server can be triggered, by Dynamic Authorization, to update the access control policy configuration using oneM2M request primitives.
In the event that the requesting entity does not satisfy the owner's access control policy, a Hosting CSE shall check to see if the resource (or one of its parents) has a dynamicAuthorizationConsultationIDs which links to a valid <dynamicAuthorizationConsultation> resource. If there is no valid <dynamicAuthorizationConsultation> resource or if the dynamicAuthorizationEnabled attribute is set to "false", then then the Hosting CSE shall not attempt to perform direct dynamic authorization on behalf of the requesting entity. However, if there is a valid <dynamicAuthorizationConsultation> resource available and if the dynamicAuthorizationEnabled attribute is set to "true", then the Hosting CSE shall initiate a direct dynamic authorization request to the specified dynamicAuthorizationPoA. If direct dynamic authorization results in sufficient privilges being granted to the requesting entity, the Hosting CSE shall grant it access. In addition the Hosting CSE may also dynamically create a new access control policy and configure it with the granted privileges along with any specified lifetime associated with the privileges based on a resource creation process initiated by the dynamic authorization system.
This function shall fetch the subscription related information in order to check if a Role-ID used in a request is allowed by the M2M service subscription.The authorization procedure shall be implemented as specified in the oneM2M TS‑0003 [2].

Distributed Authorization

An authorization system may be comprised of four functional components:

· Policy Enforcement Point (PEP) that coexists with the Hosting CSE and enforces the access control decision (e.g. the Hosting CSE retrieves an resource),
· Policy Decision Point (PDP) that makes an access control decision according the Originator’s access request and access control policies (e.g. the Hosting CSE or another CSE that performs this function for the Hosting CSE),
· Policy Retrieval Point (PRP) that provides access control policies (e.g. the Hosting CSE or another CSE that provides access control policies),
· Policy Information Point (PIP) that provides any other authorization related information except the access control policies (e.g. roles or tokens).
These authorization components coexists in one CSE or are distributed in different CSEs in different combinations. The details of these components are described in oneM2M TS-0003 [2].
Three resource types are defined for the interactions between these authorization components.

· <authorizationDecision> resource that represents an access control decision. A RETRIEVE request address a <authorizationDecision> resource may trigger a PDP process. The access control decision request shall be encapsulated in a RETRIEVE request and the access control decision response shall be encapsulated in a RETRIEVE response. The details of the <authorizationDecision> resource type are described in clause 9.6.42.
· <authorizationPolicy> resource represents an access control policy. A RETRIEVE request address a <authorizationPolicy> resource may trigger a PRP process. The access control policy request shall be encapsulated in a RETRIEVE request and the access control policy response shall be encapsulated in a RETRIEVE response. The details of the <authorizationDecision> resource type are described in clause 9.6.43.
· <authorizationInformation> resource represents an access control information. A RETRIEVE request address a <authorizationInformation> resource may trigger a PIP process. The access control information request shall be encapsulated in a RETRIEVE request and the access control information response shall be encapsulated in a RETRIEVE response. The details of the <authorizationDecision> resource type are described in clause 9.6.44.
Three attributes are defined in <accessControlPolicy> resource type for supporting distributed authorization.

· authorizationDecisionResourceIDs attribute that contains a list of IDs of <authorizationDecision> resources from which access control decisions may be obtained.
· authorizationPolicyResourceIDs attribute that contains a list of IDs of <authorizationPolicy> resources from which access control policies may be obtained.
· authorizationInformationResourceIDs attribute that contains a list of IDs of <authorizationInformation> resources from which authorization related information may be obtained.
The details of these resource attributes are described in clause 9.6.2.
A high level description of the distribution authorization architecture and procedures is provided in clause 11.6.

-----------------------End of change 1---------------------------------------------
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