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Introduction

This contribution adds a sub-clause that describes functional architecture specifications for distributed authorization into clause 11
-----------------------Start of change 1---------------------------------------------
11.6
Functional Architecture Specifications for Distributed Authorization

11.6.1
Distributed Authorization Reference Model

The Distributed Authorization reference model is shown in figure 11.6.1-1. This reference model comprises four subcomponents:
· Policy Enforcement Point (PEP): This component intercepts resource access requests, makes access control decision requests, and enforces access control decisions. The PEP coexists with the entity that needs authorization services.

· Policy Decision Point (PDP): This component interacts with the PRP and PIP to get applicable authorization polices and attributes needed for evaluating authorization policies respectively, and then evaluates access request using authorization policies for rendering an access control decision. The PDP is located in the Authorization service.

· Policy Retrieval Point (PRP): This component obtains applicable authorization policies according to an access control decision request. These applicable policies should be combined in order to get a finial access control decision. The PRP is located in the Authorization service.

· Policy Information Point (PIP): This component provides attributes that are needed for evaluating authorization policies, for example the IP address of the requester, creation time of the resource, current time or location information of the requester. The PIP is located in the Authorization service.
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Figure 11.6.1-1: Distributed Authorization reference model
The Authorization service can comprise any of the subcomponents: PDP, PRP and/or PIP. This means that the subcomponents PEP, PRP, PDP and PIP could be distributed across different nodes. For example the PEP is located in an ASN/MN and the PDP is located in the IN.
11.6.2
Generic Distributed Authorization Procedure
The generic distributed authorization procedure is shown in figure 11.6.2-1.
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Figure 11.6.2-1: Generic distributed authorization procedure
Step 001: Mutual authentication (Pre-requisite).

Step 002: Access Requester sends an Access Request to the PEP.

Step 003: PEP makes an Access Control Decision Request according to the requester's Access Request, and sends the Access Control Decision Request to the PDP.

Step 004: PDP sends an Access Control Policy Request that is generated based on the Access Control Decision Request to the PRP.

Step 005: PRP finds all applicable access control policies to the access request and sends them back to the PDP. When multiple access control policies are involved, the PRP also provides a policy combination algorithm for combining multiple evaluation results into one finial result.

Step 006: PDP sends Attribute Request to the PIP if any attributes are required for evaluating these access control policies.

Step 007: PIP gets required attributes and sends them back to the PDP.

Step 008: PDP evaluates Access Request using access control policies. When there are multiple applicable access control policies, the PEP needs to calculate a final Access Control Decision using the policy combination algorithm.

Step 009: PDP returns the Access Control Decision back to the PEP.

Step 010: PEP enforces the access control decision, i.e. either forwards the Access Request to the resource or denies this access.

Step 011: PEP returns access result back to the Access Requester.
11.6.3
Interaction between Authorization Components
Interaction with PDP
A CSE that acts as a PEP or PDP can send an access control decision request to another CSE that acts as a PDP. The access control decision request and response are encapsulated into RETRIEVE request and response respectively. The RETRIEVE request shall address an <authorizationDecision> resource. The relevant details are provided in clause 9.6.42.
In the case the access control decision requester is the Hosting CSE, it obtains the address of an <authorizationDecision> resource from the authorizationDecisionResourceIDs attribute of the <accessControlPolicy> resource that is bound to the target resource that the Originator wants to access. In other cases how the access control decision requester obtains the address of an <authorizationDecision> resource is out of scope of the specification.
Interaction with PRP
A CSE that acts as a PDP or PRP can send an access control policy request to another CSE that acts as a PRP. The access control policy request and response are encapsulated into RETRIEVE request and response respectively. The RETRIEVE request shall address an <authorizationPolicy> resource. The relevant details are provided in clause 9.6.43.
In the case the access control policy requester is the Hosting CSE, it obtains the address of an <authorizationPolicy> resource from the authorizationPolicyResourceIDs attribute of the <accessControlPolicy> resource that is bound to the target resource that the Originator wants to access. In other cases how the access control policy requester obtains the address of an <authorizationPolicy> resource is out of scope of the specification.
Interaction with PIP
A CSE that acts as a PDP or PIP can send an access control information request to another CSE that acts as a PIP. The access control information request and response are encapsulated into RETRIEVE request and response respectively. The RETRIEVE request shall address an <authorizationInformation> resource. The relevant details are provided in clause 9.6.44.
In the case the access control information requester is the Hosting CSE, it obtains the address of an <authorizationInformation> resource from the authorizationInformationResourceIDs attribute of the <accessControlPolicy> resource that is bound to the target resource that the Originator wants to access. In other cases how the access control policy requester obtains the address of an <authorizationPolicy> resource is out of scope of the specification.
-----------------------End of change 1---------------------------------------------
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