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Introduction

This contribution provides an overview of 3GPP’s Generic Bootstrap Architecture (GBA) and discusses how the oneM2M system might interwork with GBA using APIs defined as part of the 3GPP SCEF. 

-----------------------Start of Change 1-------------------------------------------

8.x Support for GBA 

8.x.1 Description

Bootstrapping can be an expensive process in that it often requires that secret keys or certificates be provisioned in the device in order to achieve the desired level of security.  This is a particularly important problem in IoT because of the large number of devices that are required to bootstrap with M2M Servers.  

The 3GPP network and UE’s have a strong bootstrapping infrastructure in place, which is based on the AKA protocol. This section discusses how the 3GPP network infrastructure can be leveraged by the IN-CSE so that ASN/MN-CSE’s and ADN-AE’s that are hosted on a UE can bootstrap with the IN-CSE without requiring provisioning beyond what is already required by the 3GPP network.

8.x.2 3GPP feature
oneM2M TS-0003, clause 8.1.3 provides a description of 3GPP’s Generic Bootstrap Architecture (GBA) which is defined in 3GPP TS 33.220.  The GBA allows UE applications and network application functions (NAF’s) to leverage the 3GPP AKA protocol for device bootstrapping. TS-0003 provides a framework for how the oneM2M system may leverage GBA.

Annex A of TS-0003 provides a mapping of terminology and abbreviations used in GBA according to 3GPP specifications to corresponding oneM2M terminology and abbreviations as used within the present document.
Per Annex A of TS-0003

· The 3GPP term BSF to the oneM2M term MEF 

· The 3GPP term NAF maps to an MAF.

· The 3GPP term UE maps to an Enrolee

In a GBA deployment, the MAF/NAF would be part of the oneM2M system and the MEF/BSF would be part of the mobile network operator’s domain.

8.x.3 Key Issues 

Figure 1 shows an example of how the GBA might be used when the M2M-SP domain uses an SCEF to interface to the Mobile Network Operator’s exposed services.  If the MEF/BSF is accessible to the NAF/MAF via the SCEF and the UE has a similar way of accessing the MEF/BSF, then the the Mobile Network Operator’s bootstrapping infrastructure can be leveraged by the oneM2M system as described in TS-0003.

[image: image1.emf] 

UE  

HLR   or    HSS  

BSF /MEF  

Ua   Ub  

Zh ’  

Zn  

NAF / MAF  

S   C   E   F  


Figure 1. Simple network model for bootstrapping involving either an HLR or an HSS without Zh reference point support – with SCEF, MEF, and MAF overlaid
To enable the GBA functionality described in TS-0003, the API requirement has been identified:

oneM2M requests that the 3GPP BSF expose the functionality of 3GPP’s Ub reference point to the UE and provide an API definition that allows the SCEF to expose the functionality of the Zn reference point to the SCS (IN-CSE/MAF).
-----------------------End of Change 1-------------------------------------------
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