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Introduction
ARC-2017-0064R02 has been agreed in oneM2M TP27; it describes a key issue about Cross-Resource Subscription and provides high-level procedures and solution for it. 
This contribution proposes new resources/attributes and detailed procedures based on the agreed high-level procedure in ARC-2017-0064R02. 

Note that the clauses 10.X.1 and 10.X.2 have been agreed and are shown as existing text.

----------------------------------------------Start of change 1---------------------------------------------
10.X Solution A: Cross-Resource Subscription 

10.X.1 Solution Description

In order to address the Key Issue XYZ, a subscriber AE/CSE creates resource subscriptions where automatic notifications depend on two or more resources, not a single resource. In other words, notifications are generated when changes to multiple resources occur concurrently. This subscription type (termed here Cross-Resource Subscription) involves multiple resources which do not necessarily have parent-child relationship. The corresponding notifications are termed Cross-Resource Notifications. 
The subscriber indicates specific requirements when issuing a Cross-Resource Subscription request to the resource host. The basic procedure is described below:
Step 1: The subscriber sends a Cross-Resource Subscription request to the resource host. This request message informs the resource host that the subscriber is interested in concurrent changes of multiple resources and expects to receive a single notification if all changes take place. For this purpose, the message may include parameters such as: 
· target resources (targetResourcesList): the list of target resources for the Cross-Resource subscription 
· event notification criteria (eventNotificationCriteriaList): the list of event notification criteria (as defined in oneM2M Release 2) for all target resources. One event notification criteria could apply to each individual resource in listOfTargetResources.  

· time window for evaluation: Includes information about window type (windowType), e.g. periodic, sliding, etc.  and a window duration (windowDuration). The time window is used by the resource host to determine if the expected changes to the target resources should generate Cross-Resource Notifications.
Step 2: The resource host processes the received Cross-Resource Subscription request. If the request is approved, the resource host creates a local subscription resource to maintain the subscription request. 

Step 3: The resource host sends a response to the subscriber. The response may include a Uniform Resource Identifier (URI) of the local subscription resource created in Step 2. 

Step 4: The resource host observes that events on target resources take place. 

Step 5: The resource host uses the time window mechanism to determine whether a notification should be generated.  The time window mechanism implemented in the resource host enables the host to relieve the subscriber of the processing burden which would be required if using existing single-resource subscription mechanisms in oneM2M Release 2, as discussed in clause 9.X.
Step 6: The resource host sends a notification to the subscriber (and/or other entities if specified by the notificationURIs in Step 1) assuming the decision from Step 5 is yes.
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Figure 10.X.1. Solution Procedures for Cross-Resource Subscription

As illustrated in Figure 10.X.1, the proposed solution procedures use Cross-Resource Subscription and Cross-Resource Notification, which removes the messaging overhead in processing separate subscription requests by the Resource Host and processing un-actionable notifications by the Subscriber.  

Also, in the proposed solution procedures in Figure 10.X.1, the Resource Host is responsible for evaluating the occurrence of the event of interest , which removes the undue burdens at the Subscriber. 

10.X.2 Solution Applicability

This solution applies to Key Issue XYZ

----------------------------------------------End of change 1---------------------------------------------
----------------------------------------------Start of change 2----------------------------------------------
10.X.3 New Resources/Attributes and Procedures

 The existing <group> resource is leveraged to implement Cross-Resource Subscription functionality with some extensions to both <group> subscription operation and <subscription> resource. 
For example, assume an IN-CSE has a <group> resource (e.g. <INCSEBase>/<group>) which has two members <container1> and <container2>. If an IN-AE wants to receive automatic notification when the value of both contain resources exceed a threshold, it shall create a cross-resource subscription (i.e. a new type of <subscription>) as the child resource of this <group> resource and set appropriate values for a few new attributes using the following CREATE command. Then IN-CSE shall issue a notification if and only if the value of both container resources change to exceed the threshold within the timeWindowSize (i.e. 60 seconds)

· CREATE <inCSEBase>/<group>/<subscription>; payload: subType=1 (i.e. cross-resource subscription), timeWindowType=1 (i.e. periodical time window), timeWindowSize=60 seconds
· Here, subType, timeWindowType, and timeWindowSize are proposed new attributes for a <subscription> resources and they will be described in the clause 10.X.3.1. 
The following clauses introduce new attributes for <subscription> resource  supporting Cross-Resource Subscription functionality,  detailed procedure  to create a cross-resource subscription as a child resource of a <group> resource and the corresponding notification processing 

10.X.3.1 New <subscription> Attributes to Enable Cross-Resource Subscription Functionality
Table 10.X.3.1-1 lists new attributes for the <subscription> resource. Those attributes are leveraged to trigger and create a cross-resource subscription.

Table 10.X.3.1-1: New Attributes of <subscription> Resource

	Attributes of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	subType
	0..1
	RO
	This attribute indicates the subscription type of present <subscription> resource (e.g. “subType=1” stands for cross-resource subscription, “subType=0” stands for existing normal single-resource subscription in oneM2M TS-0001).

	listOfEventNotificationCriteria
	0..1 (L)
	RW
	This attribute lists eventNotificationCriteria for each target resource involved in a cross-resource subscription. This attribute may only be present when subType indicates cross-resource subscription.  

	numOfTargetResourcesForNotification
	0..1
	RW
	This attribute indicates the required number of target resources for generating a cross-resource notification. 

	timeWindowType
	0..1
	RW
	This attribute indicates the type of time window mechanisms (e.g. “timeWindowType=1” stands for periodical time window and “timeWindowType=2” represents sliding time window) which will be used to determine the generation of a cross-resource notification. 

	timeWindowSize
	0..1
	RW
	This attribute indicates the size or time duration (e.g. in seconds) of the time window, based on which cross-resource notification shall be generated. Note that the maximum window size (e.g. 60 seconds) may be enforced by the Hosting CSE for a subscriber.  If the timeWindowSize indicated or requested by a subscriber is larger than the maximum window size, the Hosting CSE rejects the subscriber’s request.  


10.X.3.2 Procedure for Creating a Cross-Resource Subscription
This procedure shall be used to request the creation of a new cross-resource subscription <subscription> resource as a child resource of a <group> resource. As a result, cross-resource notifications shall be generated if and only if changes occur during the designated time window on each involved target resource; note that the condition for each target resource is indicated by the new attribute listOfEventNotificationCriteria. 
Table 10.X.3.2-1: Enhanced <subscription> CREATE over a <group> resource
	<subscription> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'



	Information in Request message
	All parameters defined in table 8.1.2-2 in TS-0001 apply with the specific details for:
To: a <group> resource
Content: The resource content shall provide values of attributes of <subscription> including those new attributes as shown in Table 10.X.3.1-1.

	Processing at Originator before sending Request
	According to clause 10.1.1.1 in TS-0001 with the following additions:

The Request shall include subtype = 1 (i.e. request to create a cross-resource subscription).

The Request shall include timeWindowType and timeWindowSize.
The Request shall include listOfEventNotificationCriteria.
The Request shall include numOfTargetResourcesForNotification.


	Processing at Receiver (i.e. Group Hosting CSE)
	According to clause 10.1.1.1 in TS-0001 with the following additions:
· Check if the resource as indicated in the To parameter in the Request is a <group> resource. 

· Check if the Originator has privileges for creating a child resource in the To parameter in the Request.

· Upon successful validation, obtain the IDs of all member resources from the membersIDs attribute of the addressed <group> resource. If subType contained in the Request shows that the Request is for creating a cross-resource subscription,convert the Request to normal single-resource subscription request (i.e. removing subType, numOfTargetResourcesForNotification, timeWindowType, timeWindowSize; extract eventNotificationCriterial for each member from listOfEventNotificationCriteria) and fan out the normal single-resource subscription request to the Members Hosting CSEs addressing the obtained IDs appended with the ID of the <subscription> resource to be created.
· After receiving the responses from the Members Hosting CSEs, respond to the Originator with the aggregated results and the associated memberIDs.
If any of the checks above fails, the Hosting CSE shall send an unsuccessful responseto the Originator with corresponding error information. Otherwise, the Hosting CSE shall create the <subscription> resource under the <group> resource as indicated in the To parameter in the Request, and send a successful response to the Originator.

	Processing at Member Hosting CSE
	For the subscribe procedure, the Members Hosting CSE shall treat the request received from the group Hosting CSE as a normal SUBSCRIBE request on the addressed member resource as if it comes from the original Originator. Therefore the members Hosting CSE shall:

· Check if the original Originator has the READ permission on the members resource

· Upon successful validation, perform the subscribe procedures for the corresponding type of member resource as described in clause 10.2.12 in TS-0001.
· Send the corresponding response to the group Hosting CSE

	Information in Response message
	All parameters defined in table 8.1.3-1 in TS-0001  apply with the specific details for:

· Content: address of the created <subscription> resource, according to clause 10.1.1.1 in TS-0001

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 in TS-0001

	Exceptions
	According to clause 10.1.1.1 in TS-0001


10.X.3.3 Procedure for Cross Resource Notification Functionality
After the Group Hosting CSE receives a <subscription> creation as described in the clause 10.X.3.2, it uses the designated time window mechanism to determine if a cross-resource notification shall to be issued each time when  receiving a notification from Member Hosting CSEs . Only when expected changes on all target resources occur within the required time window, the Group Hosting CSE issues a notification (i.e. cross resource notification) to the Originator and/or its designated notification receivers. 

----------------------------------------------End of change 2----------------------------------------------
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