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10.3.4
Procedure Mapping
-----------------------Start of Change 1-------------------------------------------

As introduced within clause 10.1.6, there exist technical differences on OPC UA and oneM2M service procedures. In order to support oneM2M entities to cooperate with OPC UA devices in the above interworking scenarios in 10.2, the following connection establishment and data collection procedures from OPC UA device are considered.
10.3.4.1
Connection Establishment
To interwork with OPC UA system, oneM2M needs to establish the communication session in between at the beginning, and represent data on OPC-UA devices as oneM2M resources.

10.3.4.1.1
Initialization

In the initialization stage, oneM2M IPE functionality will be installed on MN in the field domain or IN in the infrastructure domain.  Figure 10.3.4.1.1-1 provides a possible initialization procedure of related entities involving MN-IPE. MN-IPE performs the registration with MN-CSE, and an oneM2M ASN-AE or ADN-AE registers through IN-CSE on the MN-CSE for communication with an OPC-UA device. The consequent discovery procedure is based on the initialization.
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Figure 10.3.4.1.1-1 Initialization procedures
Below are the possible steps for initialization as depicted in the figure:

1. IPE is installed on MN through one of out of band mechanisms
· Triggered by the end user action, e.g. a user subscribing physically to the service, or

· Based on SP business logic

2. IPE registers on MN-CSE

Subsequently the oneM2M AE can communicate with IPE residing in MN which provides OPC UA interworking function by
A. Registers itself with IN-CSE 

B. And IN-CSE registers on MN-CSE

10.3.4.1.2
Discovery
Then  a possible solution for oneM2M entities to discover OPC UA device in request-response mode via oneM2M IPE is shown in Figure 10.3.4.1.2-1. 
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Figure 10.3.4.1.2-1 Discovery procedures
1. IPE discovers OPC UA devices utilizing OPC UA discovery mechanisms. In a typical case, OPC UA client may use the DiscoveryUrl by out-of-band method (i.e. entry into a GUI) to discover the corresponding server straightly. Or it is also possible that LocalDiscoveryServer and/or GlobalDiscoveryServer could be involved in more complex cases. Then OPC UA client can build the session to its server via SecureChannel Service Set and Session Service Set.
2. As soon as OPC UA discovery is done, IWK function within IPE will map the discovered OPC UA server and related resources into oneM2M resources and creates them (mapping from the above clause 10.3.3 as AE resources) on MN.
3. Each OPC UA server AE then registers with MN-CSE for the discovered OPC UA servers.
4. (4.0/ 4.1) After that an AE can request to discover OPC UA server AE resources by sending a RETRIEVE REQ via IN-CSE with the appropriate filter criteria to MN-CSE where they are registered

5. (5.0/ 5.1) MN-CSE replies a RETRIEVE RES to IN-CSE with the OPC UA server AE’s information which in turn is sent to the AE

10.3.4.2 Data Collection from OPC-UA Device

10.3.4.2.1
Simple Reading Procedures
To realize data collection from OPC UA devices, a direct way is to send RETRIEVE request from the originator AE to IPE as the receiver, as shown in Figure 10.3.4.2.1-1. 
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Figure 10.3.4.2.1-1 Simple reading procedures
0. In the discovery procedures, IWK function in IPE has already mapped OPC UA server with related resources to oneM2M AE.
1. The originator AE tries to collect the OPC UA data from IN-CSE by Retrieve message
2. IN-CSE forwards the Retrieve to MN-CSE 

3. MN-CSE reaches IPE via polling channel Create and Retrieve, where Retrieve is mapped to OPC UA “read” message 
4. IPE acts as OPC UA client to read the required data from its server residing in the OPC UA device. The data may include one or more attributes of OPC UA devices. With structured attribute values, whose elements are indexed as in an array, the transferred data can be the entire set of indexed values, specific areas or individual elements.
10.3.4.2.2
Subscription & Notification Procedures 
The other way of data collection is for IN-CSE to create a subscription to get notification on the change of the corresponding OPC UA resources in the address space (of OPC UA servers).  

[image: image4]Figure 10.3.4.2.2-1 Interworking procedure for Subscription
0. oneM2M subscription tracks the change of attribute(s) and direct child resource(s) of the subscribed-to resource, while OPC UA can support richer subscription and notification functionality (via defined Monitored Item and Subscription Service Sets) to get the changes of whole AddressSpace of an OPC UA server. As a result, IPE needs to create n-1 layer(s) of <container>/<flexContainer> child resource to match OPC UA device’s n-layer resource structure.
1. IPE will further create subscribed-to <container>/<flexContainer> resource at CSE for getting notifications about request of <subscription> resource

2. IN-CSE sends a CREATE Request of <subscription> resource targeting to the <container>/<flexContainer> resource under an OPC UA server AE 

3. MN-CSE replies the CREATE Response message to the IN-CSE

4. MN-CSE sends a NOTIFY Request message to IPE of  <subscription> resource being created by the IN-CSE
5. OPC UA Client in IPE maps the NOTIFY Request to an OPC UA Subscribe Request message to OPC UA Server, and the server utilizes MonitoredItem and Subscription services to subscribe OPC UA data or events.
6. OPC UA Server sends an OPC UA reply with Subscription Response message to OPC UA Client in IPE
Notice that on step 0, the subscribed-to resource could be <container>, <flexContainer> or <contentInstance >. However, <contentInstance> is not able to have a child resource of any of the three kinds of resources above, and it is either not able to have a <subscription> child resource created for tracking the changes on this resource type. This would disable the subscription of any OPC UA resources who has child resources possibly to be subscribed-to- resources. Therefore OPC UA resources (e.g. Object type) containing changeable attributes or having variables as child resources which might be subscribed by industrial applications, should be considered to be mapped to <container> or <flexContainer> resources. Other unchangeable resources for describing the functionalities (e.g. Method type), or relationships with other OPC UA nodes (e.g. Reference type) could still be mapped to <contentInstance> as well as <container> or <flexContainer>. As a result, those resources mapped to <contentInstance> cannot be subscribed, but the data collection can only be achieved via simple reading procedures.

Consequently, OPC UA device could transfer data contained in NotificationMessages to MN-IPE and notify the modified resource to IN-CSE as shown in Figure 10.3.4.2.2-2. 
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Figure 10.3.4.2.2-2 Interworking procedure for Notification
1. OPC UA client sends a Publish Request message to OPC UA server 
2. OPC UA server generates a NotificationMessage including the subscribed-to value(s) and/or event(s) to reply to OPC UA client
3. IPE maps OPC UA NotificationMessage to an UPDATE Request message to MN-CSE

4. MN-CSE sends a NOTIFY Request message to the IN-CSE, and IN-CSE answers a NOTIFY Response message to MN-CSE
----------------------- End of Change 1-------------------------------------------
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