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Introduction

The SCEF supports an API to allow an IN-CSE to be informed when there are network congestion issues in a particular geographical area in the underlying 3GPP network.  
This contribution proposes functionality to enable an IN-CSE to request that the SCEF send it reports whenever the network congestion level in a specified geographical area crosses defined threshold value(s).  Based on these reports, the IN-CSE can start/stop throttling of requests initiated by or targeted towards ADN-AEs and ASN/MN-CSEs hosted on UEs in this geographical area to help manage the congestion levels in the underlying 3GPP network.

-----------------------Start of change 1-------------------------------------------
7.4.2
Throttling of requests based on Network Status Reports 

The 3GPP SCEF Network Status Monitoring functionality described in 3GPP TS 23.682 [2] supports an API to allow an IN-CSE to be informed when there are network congestion issues in a particular geographical area in the underlying 3GPP network.  
An IN-CSE may request to receive notifications from an underlying 3GPP network when the network congestion level in a specified geographical area crosses defined threshold value(s).  Based on these reports, the IN-CSE can start/stop throttling of requests initiated by or targeted towards its registree AEs and CSEs that are hosted on UEs residing in this geographical area to help manage the congestion levels in the underlying 3GPP network.
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Figure 7.4.2-1: Request for Network Status Reports
Pre-conditions:

There is a relationship in place between the IN-CSE and MNO allowing the IN-CSE to request Network Status Reports from the underlying 3GPP network.  The method for establishing this relationship is outside the scope of the present document.
The IN-CSE is configured with system defaults for the following.  The method for configuring these system defaults is outside the scope of the present document.
•
The network congestion levels to receive reports 
•
The severity of each specified congestion level

•
The specified actions to take based on the severity of each congestion level.  
An ASN/MN-CSE or ADN-AE registers with the IN-CSE and configures the M2M-Ext-ID attribute of its <remoteCSE> or <AE> resource. The IN-CSE examines the M2M-Ext-ID and recognizes that it is associated with an MNO that it has a relationship with.  
The IN-CSE is able to determine the location of its registree ASN/MN-CSEs and/or ADN-AEs.  For example, a <locationPolicy> resource may be used by an IN-CSE to determine the location of each ASN/MN-CSE or ADN-AE.  
The ADN-AE’s <node> resource hosted on the IN-CSE has a child <schedule> resource and the IN-CSE has permissions to update it.  The ADN-AE has a <subscription> to its <schedule> resource and when it receives a notification from the IN-CSE it updates its communication schedule accordingly. 
The ASN/MN-AE’s <node> resource hosted on the IN-CSE has a child <schedule> resource and the IN-CSE has permissions to update it. The ASN/MN-CSE has a <subscription> to its <schedule> resource and when it receives a notification from the IN-CSE it updates its communication schedule accordingly.
Step 1: IN-CSE determines to issue Network Status Request
The IN-CSE determines to issue a Network Status Report request to the SCEF via one or more of the following approaches.      
· 
· The IN-CSE may periodically check the location of its registree ASN/MN-CSE’s and ADN-AE’s. When the IN-CSE detects that a certain number of ASN/MN-CSE’s and/or ADN-AE’s are in the same geographical area, it may further check if the ASN/MN-CSE’s and ADN-AE’s are connected to the same network.  The IN-CSE can determine if the ASN/MN-CSE’s and ADN-AE’s are connected to the same network by examining their M2M-Ext-ID attributes.  For example, a 3GPP external identifier is composed of a local identifier and a domain identifier.  If the ASN/MN-CSE’s and ADN-AE’s have the same domain identifier they may be connected to the same network. When the IN-CSE detects that a number of ASN/MN-CSE’s and/or ADN-AE’s are in the same geographical area and attached to the same network, it may decide to request a Network Statuss Report in that geographical area.

· The IN-CSE may use [cmdhNwAccessRule] resources for corresponding registree CSEs that support CMDH functionality.  The IN-CSE may check the targetNetwork attribute and use this attribute to identify a SCEF and issue a Network Status Request to this SCEF.  When issuing the request for a Network Status Report, the IN-CSE shall provide a geographic area for which the report will apply.  The IN-CSE may determine the geographic area for which the policy applies by checking the location that is associated with each CSE.  For example, <locationPolicy> resources may be associated with a registree CSE for which the CMDH policies apply and used by an IN-CSE to determine location for the CSEs.
How the IN-CSE determines which of the above approach(es) to use is implementation specific and outside the scope of the present document.  
Step 2 (Optional): DNS Query/Response

To determine which SCEF to contact, an IN-CSE may determine the IP address(es)/port(s) of the proper SCEF by performing a DNS query using the M2M-Ext-ID (M2M External Identifier) assigned to the targeted ASN/MN-CSE(s) or ADN-AE(s).  Alternatively, an IN-CSE may use a pre-configured SCEF identifier.  The method for pre-configuring a SCEF identifier into the IN-CSE is outside the scope of the present document.

Step 3: Network Status Request

The IN-CSE requests network status reports for a particular geographical area, the fields of the API are populated as follows.

· SCS Identifier shall be set to a value that is prearranged between the Service Provider and MNO.

· T8 Destination Address shall be set to the IP Address of the IN-CSE.

· TTRI is used to correlate this request with future responses. It shall be assigned based on internal IN-CSE policies.  

· TLTRI is used to identify the Network Status Report request.  It shall be assigned based on internal IN-CSE policies.  Later, when reports are received, the value shall be used to reference the original request so that the IN-CSE knows what network and what geographical area the report pertains to.

· Threshold shall specify what congestion threshold(s) the IN-CSE wants to receive a report for.  Whenever the congestion in the geographical area goes above or below an indicated threshold, a report will be sent.  The threshold(s) that are indicated by the IN-CSE are determined based on local IN-CSE policies.
Editor’s Note: 3GPP has not yet defined the stage 3 details of the supported format for the thresholds.  Once they do, further definition may be added to the description above.  Some abstracted values such as High, Medium, Low have been proposed.

· Duration shall be used to indicate how long reports will be sent.  For example, if duration is set to “1 day”, reports will be sent every time the congestion level falls above or below the indicated threshold(s) for one day.  After the duration expires, the SCEF will stop sending reports.

Note, If no duration is provided, then only one Network Status Report will be provided to the IN-CSE

· Geographical Area shall be configured with geopgraphical information specified by the IN-CSE.   The IN-CSE may use location information that it collects from its registree’s <locationPolicy> resources and/or M2M-Ext-IDs to configure this attribute.
Editor’s Note: 3GPP has not yet defined the stage 3 details of the supported format for the Geographical Area. Once they do, further definition may be added to the description above.
Step 4: Process Network Status Request
The SCEF processes the request 

Step 5: Network Status Response

The SCEF responds to the request with a cause value that indicates if the request was accepted and the TTRI that was provided in Network Status Request so that the IN-CSE can correlate the response with the original request
Step 6: Detect Congestion 

After receiving the initial Network Status Request or when the congestion level passes one of the indicated threshold(s), the SCEF will create a Network Status Report.
Step 7: Network Status Report 
The SCEF sends a Network Status Report to the IN-CSE.  The message includes a TTRI value that is assigned by the SCEF and shall be provided back to the SCEF when the IN-CSE responds.  The message also includes the TLTRI value that was provided in the Network Status Request in Step 3 so that the IN-CSE can correlate the report with the original request. The message also includes a list of what congestion threshold(s) were crossed.

Step 8: Network Status Report Acknowledgement 

The IN-CSE shall acknowledge the request and the acknowledgement shall include the TTRI that was provided by the SCEF in step 7.

Note, When the IN-CSE provides a duration in step 3, Steps 6-8 are repeated until the duration expires or until step 10 is executed
Step 9: Process Network Status Report

In response to the Network Status Report, the IN-CSE may decide to throttle up/down traffic in the congested network via one or more of the following approaches.    
· An IN-CSE may reject requests that target nodes in congested areas of the network.  If an IN-CSE rejects a request due to network congestion it shall return a corresponding response code informing the cause of rejection is due to network congestion.  The IN-CSE may also inform the Originator to retry the request after some specified backoff delay.  

· An IN-CSE may delay the processing (i.e. buffer) of requests that target nodes in congested areas of the network.  
· If the request is a blocking request, the IN-CSE should not delay the processing of the request and should instead reject this request with a corresponding response code informing the cause of rejection is due to network congestion.
· If the request includes an Event Category that is set to immediate the IN-CSE should not delay the processing of the request and should instead reject the request with a corresponding response code informing the cause of rejection is due to network congestion.  In this case, the IN-AE may decide to resubmit the request with the Event Category set to “bestEffort” or “latest” to indicate the IN-CSE may buffer the request.
· An IN-CSE may modify the <schedule> resource of its registree AEs or CSEs that are located in a congested area of the network such that they modify the times they send or receive requests.
· A registree AE or CSE may retrieve or subscribe to its <schedule> resource such that it detects if the IN-CSE updates the scheduleElement attribute.  Upon detecting an updated scheduleElement an AE or CSE shall modify the times which it sends requests and makes itself available to receive requests.
· An IN-CSE may modify the [cmdhNwAccessRule] resources for corresponding registree CSEs that support CMDH functionality. 
How the IN-CSE determines which of the above approach(es) to use is outside the scope of the current document and may be based on agreements with the network operator.
Step 10: Network Status Request Cancellation 

Before the Duration expires, the IN-CSE may request that the SCEF stop sending status reports. The IN-CSE may make this decision, for example, when it detects that a number of devices are no longer in the geographical area applicable to the Network Status Request.

The IN-CSE sends a Network Status Cancellation Request.  The request shall include a TTRI value that is generated by the IN-CSE and is used to correlate this request with the response that will come from the SCEF.  The request shall also include the TLTRI value of the original Network Status Request.
Step 11: Process Network Status Cancellation Request 

The SCEF processes the cancelation request. 
Step 12: Acknowledge Network Status Cancellation Request 

The SCEF acknowledges the request to cancel Network Status Reports for the geographical area.  The acknowledgement will include the TTRI that was provided by the IN-CSE in the Network Status Cancellation Request
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