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Introduction

As part of the SCEF Event Monitoring functionality an API is exposed that allows the IN-CSE to be informed when the SIM card of one physical device is placed in another physical device.  This condition is detected by the underlying 3GPP network when the association between the International Mobile Subscriber Identity (IMSI) and International Mobile Equipment Identity (IMEI/IMEISV) changes.  
For example, consider the use case where numerous sensors are deployed throughout a city.  Many of the sensors are deployed in places where a thief, criminal or hacker could steal or tamper with the device.  For example, someone could remove the SIM card from a device and place it in another device that generates false values, place the SIM card in another device that will generate large volumes of illegitimate traffic, or place the SIM card in their smart phone.

This contribution proposes that upon receiving a report of a change in IMSI-IMEI(SV) association, the IN-CSE stops servicing requests from any ASN/MN-CSEs or ADN-AEs having an M2M-Ext-ID matching the one indicated by the report.   To block these requests, the IN-CSE tears down any active security associations (e.g. D/TLS sessions)  between the IN-CSE and these ADN-AEs or ASN/MN-CSEs.  In addition, the IN-CSE also denies new security association establishment requests from any ADN-AEs or ASN/MN-CSEs that have an M2M-Ext-ID matching the one indicated in the report. The restrictions may later be removed via administrative means.    

-----------------------Start of change 1-------------------------------------------
7.4
Monitoring events

7.4.1
Detecting Change of IMSI-IMEI(SV) Association 
The 3GPP SCEF Event Monitoring functionality described in 3GPP TS 23.682 [2] supports an API that allows the IN-CSE to be informed when the SIM card of one physical device is placed in another physical device.  This condition is detected by the underlying 3GPP network when the association between the International Mobile Subscriber Identity (IMSI) and International Mobile Equipment Identity (IMEI/IMEISV) changes.

An IN-CSE may request to receive notifications from an underlying 3GPP network when the association between the IMSI and IMEI(SV) changes for a given UE that hosts one or more ASN/MN-CSEs or ADN-AEs registered to the IN-CSE.  Based on this notification, the IN-CSE may then ignore incoming requests from these ASN/MN-CSEs or ADN-AEs.
7.4.1.1
Change of IMSI-IMEI(SV) Association Request and Notification 
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Figure 7.4.1-1: Change of IMSI-IMEI(SV) Association Monitoring Request and Notification
Pre-conditions:

There is a relationship in place between the IN-CSE and MNO allowing the IN-CSE to request notifications for IMSI-IMEI(SV) association changes 
An ASN/MN-CSE or ADN-AE registers with the IN-CSE and configures the M2M-Ext-ID attribute of its <remoteCSE> or <AE> resource. The IN-CSE examines the M2M-Ext-ID and recognizes that it is associated with an MNO that it has a relationship with.  The relationship allows the IN-CSE to request notifications when the device’s IMSI-IMEI(SV) association changes.
Step 1: IN-CSE Requests notification for changes in IMSI-IMEI(SV) association
The IN-CSE determines whether it wants a notification if the IMSI-IMEI(SV) association of a particular UE hosting one or more ASN/MN-CSEs or ADN-AEs changes.  This determination may be based on whether the IN-CSE has an established relationship with the underlying 3GPP network operator that supports this capability and provisioned policies.
Step 2 (Optional): DNS Query/Response

The IN-CSE may determine the IP address(es)/port(s) of the proper SCEF to contact by performing a DNS query using the M2M-Ext-ID (M2M External Identifier) assigned to the target ASN/MN-CSE or ADN-AE.  Alternatively, an IN-CSE may use a pre-configured SCEF identifier.  The method for pre-configuring a SCEF identifier into the IN-CSE is outside the scope of the present document.

Step 3: Monitoring Request

The IN-CSE sends a request to be notified when the device’s IMSI-IMEI(SV) association changes.  The Monitoring Request contains information as specified in 3GPP TS 23.682 [2REF REF_3GPPTS23682 \h ] which includes the following:
· External Identifier shall be set to the M2M-Ext-ID of the UE hosting an ADN-AE or ASN/MN-CSE, which may have been provided during ADN-AE or ASN/MN-CSE registration.

· SCS Identifier shall be set to a value that is prearranged between the Service Provider and MNO.

· T8 Destination Address is set to the IP Address of the IN-CSE.

· TTRI is used to correlate this request with future responses. It shall be assigned based on internal IN-CSE policies.  

· TLTRI is used to identify the Change of IMSI-IMEI(SV) Association Request.  It shall be assigned based on internal IN-CSE policies.  Later, when a report is received, the value will be used to reference the original request so that the IN-CSE knows what M2M-Ext-ID the report pertains to.

· Monitoring Type shall be set to "Change of IMSI-IMEI(SV) Association".

· Association Type shall be set to IMEI or IMEISV.  The type that is used is based on IN-CSE policies which may be based on the relationship between the Service Provider and MNO.

· Maximum Number of Reports and Monitoring Duration shall not be configured; thus indicating that a monitoring request may be cancelled after receiving one report.

· TLTRI for Deletion shall not be provided.  

Step 4: Process Monitoring Request
The SCEF processes the request 

Step 5: Monitoring Response

The SCEF responds to the request with a Cause value that indicates if the request was accepted or not and the TTRI that was provided in the Monitoring Request so that the IN-CSE can correlate the response with the original request.
Step 6: Detect change in IMSI-IMEI(SV) association 

The underlying 3GPP network monitors and detects a IMSI-IMEI(SV) association change.
Step 7: Monitoring Indication 
The SCEF sends a Monitoring Indication to the corresponding T8 Destination Address of the IN-CSE that was configured in the Monitoring Request.  The indication includes a report containing a TTRI value that is assigned by the SCEF and that will be provided back to the SCEF when the IN-CSE responds.  The report also includes the TLTRI value that was provided by the IN-CSE in the Monitoring Request so that the IN-CSE can correlate the indication with the original request and determine what UE the report pertains to.
Step 8: Monitoring Indication Response 

The IN-CSE shall acknowledge the Monitoring Indication by returning a Monitoring Indication Response. The response shall include the TTRI that was provided by the SCEF in the Monitoring Indication.

Step 9: Process Notification 

Using the TLTRI, the IN-CSE shall determine the corresponding M2M-Ext-ID.  The IN-CSE shall stop servicing requests from any ASN/MN-CSEs or ADN-AEs having an M2M-Ext-ID matching the one indicated in the report.   To block these requests, the IN-CSE shall tear down any active security associations (e.g. D/TLS sessions) between the IN-CSE and these ADN-AEs or ASN/MN-CSEs.  In addition, the IN-CSE may also deny new security association establishment requests from any ADN-AEs or ASN/MN-CSEs that have an M2M-Ext-ID matching the one indicated in the report until the restriction is removed via administrative means which are outside the scope of the present document.
7.4.1.2
Canceling IMSI-IMEI(SV) Association Change Monitoring Requests 
If an ASN/MN-CSE or ADN-AE de-registers from the IN-CSE, the IN-CSE should cancel the corresponding Change of IMSI-IMEI(SV) Association Monitoring Request.  The IN-CSE shall cancel this request by sending a request to the SCEF’s Monitoring Request API that includes the following:
· SCS Identifier shall be set to a value that is prearranged between the Service Provider and MNO.
· TLTRI for Deletion shall be set to the value of the TLTRI configured in the Monitoring Request that is to be deleted. This value is used by the SCEF and the mobile core network to determine what request should be cancelled.
· TTRI is used to correlate this request with the SCEF’s response to the cancellation request. It shall be assigned based on internal IN-CSE policies.  
Note, External Identifier, T8 Destination Address, Monitoring Type, Association Type, Maximum Number of Reports and Monitoring Duration shall not be included in this request.
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