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Introduction
3GPP Release 13 introduces the ability to send Non-IP data to and from the UE in 3GPP NAS control plane messages.  Since no data plane set up is required when sending Non-IP data to / from a UE, this results in optimizations for the both the network and the UE.   
3GPP Release 15 introduces the SCEF API that supports Non-IP Data Delivery.  This API can be used to exchange Non-IP data between an IN-CSE and an MN-CSE, ADN-AE, or ASN-CSE hosted on a UE.  
This contribution proposes functionality to enable an IN-CSE to send and receive Non-IP data to and from an MN-CSE, ADN-AE, or ASN-CSE hosted on a UE over the SCEF interface.


-----------------------Start of change 1-------------------------------------------
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7.1.1	SCEF-based NIDD
The 3GPP SCEF Non-IP Data Delivery (NIDD) functionality described in 3GPP TS 23.682 [2] supports an API to allow the exchange of Non-IP data between an IN-CSE and an MN-CSE, ADN-AE, or ASN-CSE hosted on a UE.   Via this SCEF NIDD API, an IN-CSE may exchange oneM2M request and response primitives with an MN-CSE, ADN-AE, or ASN-CSE hosted on a UE.   
7.1.1.2 	SCEF Configuration for NIDD
The SCEF NIDD API supports an NIDD Configuration procedure that may be used by the IN-CSE to inform the SCEF that it expects Non-IP Data from a UE hosting an MN-CSE, ADN-AE, or ASN-CSE.  Figure 7.1.1.2-1 illustrates this procedure.  If the NIDD Configuration procedure is performed, the IN-CSE should perform the procedure before a UE attaches and attempts to establish a Non-IP PDN connection to the SCEF.       


Figure 7.1.1.2-1: NIDD Configuration Request 
Pre-conditions:
The IN-CSE is configured with the M2M-Ext-ID of a UE and an indication that the ASN/MN-CSE or ADN-AE hosted on this UE uses NIDD to exchange oneM2M primitives with the IN-CSE.  This information is configured in the deviceIdentifier and niddRequired attributes of the <serviceSubscribedNode> resource corresponding to the UE.
There is a relationship in place between the Service Provider and MNO allowing the IN-CSE to perform NIDD Configuration Requests to the underlying 3GPP network.  The method for establishing this relationship is outside the scope of the present document.
Step 1: IN-CSE determines to issue NIDD Configuration Request
If the niddRequired attribute of a <serviceSubscribedNode> resource associated with a UE hosting an ASN/MN-CSE or ADN-AE is set to TRUE, then the IN-CSE shall issue a NIDD Configuration Request to the proper SCEF.  
Step 2 (Optional): DNS Query/Response
To determine which SCEF to contact, an IN-CSE may determine the IP address(es)/port(s) of the proper SCEF by performing a DNS query using the M2M-Ext-ID (M2M External Identifier) of the UE hosting the ASN/MN-CSE or ADN-AE.  This M2M-Ext-ID shall be configured in the deviceIdentifier attribute of the <serviceSubscribedNode> resource associated with the UE.  Alternatively, an IN-CSE may use a pre-configured SCEF identifier.  The method for pre-configuring a SCEF identifier into the IN-CSE is outside the scope of the present document.
Step 3: NIDD Configuration Request
The IN-CSE issues a NIDD Configuration Request for a particular ASN/MN-CSE or ADN-AE hosted on a UE. The fields of the API are populated as follows.
· External Identifier shall be set to the M2M-Ext-ID of the UE hosting the targeted ASN/MN-CSE or ADN-AE.
· SCS Identifier shall be set to a value that is prearranged between the Service Provider and MNO.
· T8 Destination Address shall be set to a URI of the IN-CSE that the SCEF will deliver MO NIDD data to.
· TTRI is used to correlate this request with future responses. It shall be assigned based on internal IN-CSE policies.  
· TLTRI is used to identify the NIDD Configuration Request.  It shall be assigned based on internal IN-CSE policies.  The TLTRI is used in NIDD Configuration Update or Cancel requests.
· NIDD Duration specifies the lifetime of the NIDD Configuration and shall be set per SLA between the Service Provider and MNO. The SCEF may change the NIDD Duration value.
· Requested Action shall be set to “New” for a request to configure a new NIDD Configuration, or “Update” for a request to update the parameters associated with an existing NIDD Configuration indicated by the TLTRI, or “Cancel” to cancel the NIDD Configuration Request indicated by the TLTRI.
· PDN Connection Establishment Option may be used to indicate the IN-CSE’s default preference for how the SCEF should process a MT NIDD Submit Request from the IN-CSE if the UE has not yet established a Non-IP PDN connection to the SCEF.  The valid values include “wait for the UE to establish the PDN connection”, “respond with an error cause”, or “send a device trigger”. This value shall be set based on SLA with the MNO.
· Reliable Data Service Configuration shall be set to indicate that Reliable Data Service is enabled and it shall include the source and destination ports used for MO and MT NIDD between the IN-CSE and the ASN/MN-CSE or ADN-AE hosted on the UE.    
Step 4: Process NIDD Configuration Request
The SCEF processes the request. 

Step 5: NIDD Configuration Response
The SCEF responds to the request with a Cause value that indicates if the request was accepted and the TTRI that was provided in the NIDD Configuration Request so that the IN-CSE can correlate the response with the original request.  

The message includes the following information.
· TTRI is set to the same TTRI value that was provided in the request.
· Maximum Packet Size is set to the maximum NIDD packet size that is associated with this APN. This value is configured per SLA with the MNO.
· Reliable Data Service Indication indicates the Reliable Data Service is enabled in the APN configuration
· Cause is set to a value that indicates if the request was accepted or not
If the Cause field indicates that the request was accepted, the IN-CSE shall use the Maximum Packet Size as a limit on the maximum size MT NIDD Submit Request it shall initiate towards the corresponding UE specified in the NIDD Configuration Request.  

7.1.1.3	SCEF-based Mobile Terminated NIDD
The SCEF API supports a Mobile Terminated (MT) NIDD procedure that may be used by the IN-CSE to send non-IP data to a UE hosting an MN-CSE, ADN-AE, or ASN-CSE.  Figure 7.1.1.3-1 illustrates this procedure.    

   
Figure 7.1.1.3-1: SCEF-based Mobile Terminated NIDD 
Pre-conditions:
The NIDD Configuration procedure defined in clause 7.1.1.2 completes successfully.

Step 1 (Optional): Application issues oneM2M Request Primitive
An AE (e.g. IN-AE) may issue a oneM2M request targeting a ASN/MN-CSE or ADN-AE.    
Step 2: IN-CSE determines to issue a SCEF-based Mobile Terminated NIDD Request
The IN-CSE shall only issue a SCEF-based Mobile Terminated (MT) NIDD Submit Request if the NIDD Configuration Request for the targeted ASN/MN-CSE or ADN-AE hosted on a UE was successful and the size the oneM2M request primitive to be sent in the MT NIDD Submit Request is less than or equal to the Max Packet Size defined in the NIDD Configuration response.
Step 3: MT NIDD Submit Request
The IN-CSE issues a MT NIDD Submit Request for a particular ASN/MN-CSE or ADN-AE hosted on a UE. The fields of the API are populated as follows.
· External Identifier shall be set to the M2M-Ext-ID of the UE hosting the targeted ASN/MN-CSE or ADN-AE.
· TTRI is used to correlate this request with future responses. It shall be assigned based on internal IN-CSE policies.  
· TLTRI is used to identify the MT NIDD Submit Request.  It shall be assigned based on internal IN-CSE policies.  The TLTRI is used in MT NIDD Submit Update or Cancel requests.
· Maximum Latency may be set to indicate the maximum delay acceptable for MT data and used to configure the buffer duration in the underlying 3GPP network; a Maximum Latency of 0 indicates that buffering is not allowed. If Maximum Latency is not provided, the SCEF determines the acceptable delay based on local policies.
· Priority may be set to indicate the priority of the non-IP data packet relative to other non-IP data packets. If Priority is not provided, the SCEF determines the acceptable delay based on local policies. 
· PDN Connection Establishment Option may be used to indicate the IN-CSE’s default preference for how the SCEF should process a MT NIDD request from the IN-CSE if the UE has not yet established a Non-IP PDN connection to the SCEF.  The valid values include “wait for the UE to establish the PDN connection”, “respond with an error cause”, or “send a device trigger”.  If a PDN Connection Establishment Option is not provided with the non-IP packet, the SCEF uses the PDN Connection Establishment Option that was provided during NIDD Configuration to decide how to handle the absence of a PDN connection.
· Reliable Data Service Configuration (optional) indicates the source and destination ports for the MT packet and includes an indication that a reliable data service acknowledgment is requested. The port numbers shall match the port numbers that were provided during NIDD configuration.  
· Non-IP Data shall be configured with a oneM2M primitive to send to the UE hosting the targeted ASN/MN-CSE or ADN-AE.  
Step 4: MT NIDD Submit Response
If the targeted UE does not have an active NIDD PDN connection to the SCEF, the SCEF may buffer the request until the UE establishes the connection.  The SCEF may also trigger the UE to establish a NIDD PDN connection to the SCEF.  Alternatively, the SCEF may generate an error.   

The SCEF may return a MT NIDD Submit Response to the IN-CSE to indicate if the request is buffered, a trigger has been generated, or an error has occurred.  The fields of the response are populated as follows.

· TTRI is configured with the TTRI of the corresponding MT NIDD Submit Request.    
· Buffered Indication is used to indicate whether the SCEF has buffered the MT NIDD Submit Request.   
· Trigger Indication is used to indicate whether the SCEF has triggered the UE targeted by the MT NIDD Submit Request to establish an NIDD PDN connection to the SCEF.  
· Cause is used to indicate a success or an appropriate error cause value.    
  
Step 5: Process MT NIDD Submit Request
If the UE targeted by the MT NIDD Submit Request has an active NIDD PDN connection to the SCEF, the SCEF interacts with the 3GPP Core Network to process the request and deliver it to the targeted UE.

Note, If an MT NIDD Submit Request is received with non-IP data and a TTRI that is equal to a request that is already buffered, then the buffered data is replaced by the SCEF. If an MT NIDD Submit Request is received with no non-IP data and a TTRI that is equal to a request that is already buffered, then the buffered data is purged by the SCEF. 

Step 6: MT NIDD Submit Response
After completing the processing of the MT NIDD Submit Request, the SCEF returns a MT NIDD Submit Response with the following fields. 

· TTRI is configured with the TTRI of the corresponding MT NIDD Submit Request    
· Reliable Data Service Acknowledgement Indication may be included and indicates if an acknowledgement was received from the UE for the MT NIDD. If the Reliable Data Service was requested in the MT NIDD Submit Request, then the MT NIDD Submit Response shall be sent to the SCS/AS after the acknowledgement is received from the UE or, if no acknowledgment is received, then the MT NIDD Submit Response shall be returned with a cause value indicating that no acknowledgement was received. 
· Hop-by-Hop Acknowledgment Indication may be included when the Reliable Data Service was not requested in the MT NIDD Submit Request and shall have a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery'.
· Cause is set to a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery' to indicate if the request was accepted or not.
Step 7: Process oneM2M Request Primitive
The ASN/MN-CSE or ADN-AE hosted on the UE targeted by the MT NIDD Request processes the oneM2M request primitive delivered within the MT NIDD Request.  If the oneM2M request primitive requires a response, the ASN/MN-CSE or ADN-AE hosted on the UE prepares the oneM2M response primitive.  Otherwise a response is not returned. 

Step 8 (Optional): MO NIDD Request 
The UE acknowledges the RDS packet and the ASN/MN-CSE or ADN-AE generates a oneM2M response primitive and issues a MO NIDD Request to deliver the response primitive back to the Originator. The MO NIDD Request to deliver the oneM2M response primitive shall be addressed to the same port numbers that were received in step 5 and the request shall indicate that an RDS acknowledgement is desired. 

Step 9 (Optional): MO NIDD Indication 
When the SCEF receives the MO NIDD Submit Request, it finds the corresponding T8 Destination Address (URI) of the IN-CSE based on the NIDD Configuration that has been successfully performed.  The SCEF then forwards the oneM2M primitive carried in the MO NIDD Submit Request to the IN-CSE via a MO NIDD Indication with the following fields.

· External Identifier is set to the M2M-Ext-ID of the UE hosting the targeted ASN/MN-CSE or ADN-AE that originated the MO NIDD Request.
· TTRI is used to correlate this request with future responses. It is assigned by the SCEF.  
· TLTRI is assigned by the SCEF.  
· Reliable Data Service Configuration indicates the source and destination ports that were provided in the MO NIDD packet
· Non-IP Data is configured with a oneM2M primitive sent by the UE hosting the Originator ASN/MN-CSE or ADN-AE.  
Step 10 (Optional): MO NIDD Acknowledgement 
When the IN-CSE receives the MO NIDD Indication, it responds with a MO NIDD Acknowledgement with the following fields.

· TTRI shall be configured with the TTRI of the corresponding MO NIDD Indication    
· Cause shall be set to a value of indicating a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery' to indicate if the request was accepted or not.
Step 11 (Optional): MO NIDD Submit Response 
The SCEF sends an RDS Acknowledgement to the UE and processes the MO NIDD Acknowledgement from the IN-CSE.

Step 12 (Optional): Return oneM2M Response Primitive to Application 
If an AE (e.g. IN-AE) was the Originator of the corresponding oneM2M request primitive, the IN-CSE shall return the oneM2M response primitive to the AE.

7.1.1.4	SCEF-based Mobile Originated NIDD
The SCEF API supports a Mobile Originated (MO) NIDD procedure that may be used by a UE hosting an ASN/MN-CSE or ADN-AE to send non-IP data to an IN-CSE.  Figure 7.1.1.4-1 illustrates this procedure.       

 
Figure 7.1.1.4-1: SCEF-based Mobile Originated NIDD 
Pre-conditions:
The NIDD Configuration procedure defined in clause 7.1.1.2 completes successfully.

Step 1: oneM2M Request Primitive Generation
The ASN/MN-CSE or ADN-AE hosted on a UE generates a oneM2M request primitive targeting the IN-CSE.    

Step 2: MO NIDD Submit Request 
The ASN/MN-CSE or ADN-AE issues a MO NIDD Request to deliver the primitive to the IN-CSE.  When the request is sent, the UE shall indicate that an RDS acknowledgment is requested.  The RDS source and destination port numbers shall be set to the same values that were provided to the SCEF by the IN-CSE during NIDD Configuration.  The port numbers are pre-provisioned in the ASN/MN-CSE or ADN-AE.

Note: It is FFS whether oneM2M will reserve port numbers that will be used by default and weather the port numbers can be provided to the ASN/MN-CSE or ADN-AE in a trigger message.

Step 3: MO NIDD Indication 
When the SCEF receives the MO NIDD Submit Request, it finds the corresponding T8 Destination Address of the IN-CSE based on the NIDD Configuration that has been successfully performed.  The SCEF then forwards the oneM2M primitive carried in the MO NIDD Submit Request to the IN-CSE via a MO NIDD Indication with the following fields.

· External Identifier is set to the M2M-Ext-ID of the UE hosting the targeted ASN/MN-CSE or ADN-AE that originated the MO NIDD Request.
· TTRI is used to correlate this request with future responses. It is assigned by the SCEF.  
· TLTRI is assigned by the SCEF.  
· Reliable Data Service Configuration includes the source and destination ports that were provided in the MO packet.  
· Mobile Originated Non-IP Data is configured with a oneM2M request primitive sent by the UE hosting the Originator ASN/MN-CSE or ADN-AE.  
Step 4: MO NIDD Acknowledgement 
When the IN-CSE receives the MO NIDD Indication, it shall respond with a MO NIDD Acknowledgement with the following fields.

· TTRI shall be configured with the TTRI of the corresponding MO NIDD Indication    
· Cause shall be set to a value of indicating a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery' to indicate if the request was accepted or not.
Step 5: MO NIDD Submit Response 
The SCEF sends an RDS acknowledgment to the UE and the SCEF processes the MO NIDD Acknowledgement from the IN-CSE.

Step 6: Process oneM2M Request Primitive
The IN-CSE processes the oneM2M request primitive that was delivered in the MO NIDD Indication.  If the oneM2M request primitive requires a response, the IN-CSE shall prepare the oneM2M response primitive.  
Step 7 (Optional): Return oneM2M Response Primitive
The IN-CSE may generate a oneM2M response primitive if a response is required.  If a response is required, the IN-CSE shall issue a MT NIDD Submit Request to deliver it to the ASN/MN-CSE or ADN-AE hosted on the UE that originated the corresponding oneM2M request primitive. 
Note, the IN-CSE shall only issue a SCEF-based Mobile Terminated (MT) NIDD Submit Request if the size of the oneM2M response primitive to be sent in the MT NIDD Submit Request is less than or equal to the NIDD Max Packet Size established during the corresponding the NIDD Configuration procedure for the UE.
The fields of the API are populated as follows.
· External Identifier shall be set to the M2M-Ext-ID of the UE hosting the targeted ASN/MN-CSE or ADN-AE.
· TTRI is used to correlate this request with future responses. It shall be assigned based on internal IN-CSE policies.  
· TLTRI is used to identify the MT NIDD Submit request.  It shall be assigned based on internal IN-CSE policies.  The TLTRI is used in MT NIDD Submit Update or Cancel requests.
· Maximum Latency may be set to indicate the maximum delay acceptable for MT data and used to configure the buffer duration in the underlying 3GPP network; a Maximum Latency of 0 indicates that buffering is not allowed. If Maximum Latency is not provided, the SCEF determines the acceptable delay based on local policies.
· Priority may be set to indicate the priority of the non-IP data packet relative to other non-IP data packets. If Priority is not provided, the SCEF determines the acceptable delay based on local policies. 
· PDN Connection Establishment Option may be used to indicate the IN-CSE’s default preference for how the SCEF should process a MT NIDD request from the IN-CSE if the UE has not yet established a Non-IP PDN connection to the SCEF.  The valid values include “wait for the UE to establish the PDN connection”, “respond with an error cause”, or “send a device trigger”.  If PDN Connection Establishment Option is not provided with the non-IP packet, the SCEF uses the PDN Connection Establishment Option that was provided during NIDD Configuration to decide how to handle the absence of a PDN connection.
· Reliable Data Service Configuration includes the source and destination ports that should be populated in the RDS header.  The same port numbers that were received in step 3 shall be used.  The Reliable Data Service Configuration shall also indicate that an RDS acknowledgment should be requested. 
· Mobile Terminated Non-IP Data shall be configured with a oneM2M primitive to send to the UE hosting the targeted ASN/MN-CSE or ADN-AE.  
Step 8 (Optional): MT NIDD Submit Response
If the targeted UE does not have an active NIDD PDN connection to the SCEF, the SCEF may buffer the request until the UE establishes the connection.  The SCEF may also trigger the UE to establish a NIDD PDN connection to the SCEF.  Alternatively, the SCEF may generate an error.   

The SCEF may return a MT NIDD Submit Response to the IN-CSE to indicate if the request is buffered, a trigger has been generated, or an error has occurred.  The fields of the response are populated as follows.

· TTRI is configured with the TTRI of the corresponding MT NIDD Submit Request    
· Buffered Indication is used to indicate whether the SCEF has buffered the MT NIDD Submit Request    
· Trigger Indication is used to indicate whether the SCEF has triggered the UE targeted by the MT NIDD Submit Request to establish an NIDD PDN connection to the SCEF.  
· Cause is used to indicate a success or an appropriate error cause value.    
  
Step 9 (Optional): Process MT NIDD Submit Request
If the UE targeted by the MT NIDD Submit Request has an active NIDD PDN connection to the SCEF, the SCEF interacts with the 3GPP Core Network to process the request and deliver it to the targeted UE.  The UE responds with an RDS acknowledgment. 

Note, If an MT NIDD Submit Request is received with non-IP data and a TTRI that is equal to a request that is already buffered, then the buffered data is replaced by the SCEF. If an MT NIDD Submit Request is received with no non-IP data and a TTRI that is equal to a request that is already buffered, then the buffered data is purged by the SCEF. 

Step 10 (Optional): MT NIDD Submit Response
After completing the processing of the MT NIDD Submit Request, the SCEF returns a MT NIDD Submit Response with the following fields. 

· TTRI is configured with the TTRI of the corresponding MT NIDD Submit Request    
· Reliable Data Service Acknowledgement Indication may be included and indicates if an acknowledgement was received from the UE for the MT NIDD. If the Reliable Data Service was requested in the MT NIDD Submit Request, then the MT NIDD Submit Response shall be sent to the SCS/AS after the acknowledgement is received from the UE or, if no acknowledgment is received, then the MT NIDD Submit Response is returned with a cause value indicating that no acknowledgement was received. 
· Hop-by-Hop Acknowledgment Indication may be included when the Reliable Data Service was not requested in the MT NIDD Submit Request and will have a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery'.
· Cause is set to a value of 'Success Acknowledged Delivery', 'Success Unacknowledged Delivery' or 'Unsuccessful delivery' to indicate if the request was accepted or not.
Step 11 (Optional): Process oneM2M Request Primitive
The ASN/MN-CSE or ADN-AE hosted on the UE targeted by the MT NIDD Request processes the oneM2M response primitive delivered within the MT NIDD Request.
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