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Introduction
There has been discussions and the agreement among several members on removal of resource type figures in clause 9.6. Updating the figures is quite cumbersome job for contributors. This is why we see some contributions to fix the mis-match between figures and tables. Most importantly, the information in the figure is the just names and types (i.e. attribute or child resource) that are copied from the tables having full information.
This CR proposes to delete all the resource figured in clause 9.6 and any description for the figures as well.
-----------------------Start of change 1-------------------------------------------
9.6.2
Resource Type accessControlPolicy
9.6.2.0
Introduction
The Access Control Policies (ACPs) shall be used by the CSE to control access to the resources as specified in the present document and in oneM2M TS-0003 [오류! 참조 원본을 찾을 수 없습니다.].

The ACP is designed to fit different access control models such as access control lists, role or attribute based access control.

The <accessControlPolicy> resource is comprised of privileges and selfPrivileges attributes which represent a set of access control rules defining which entities (defined as accessControlOriginators) have the privilege to perform certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making Access Decision to all or specific parts of the targeted resource(defined as accessControlObjectDetails).

In a privilege, each access control rule defines which AE/CSE is allowed for which operation. So for sets of access control rules an operation is permitted if it is permitted by one or more access control rules in the set. 

For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs for such resources (defined in table 9.6.1.3.2-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE Access Decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the <accessControlPolicy> resources.

The selfPrivileges attribute shall represent the set of access control rules for the <accessControlPolicy> resource itself.

The CSE Access Decision for <accessControlPolicy> resource shall follow the evaluation of the set of access control rules expressed by the selfPrivileges attributes defined in the <accessControlPolicy> resource itself.
 Logically an authorization system may comprise four sub-functions: enforcing access control decision, making access control decision, providing access control policies and providing access control information (e.g. roles). As specified in TS-0003 [2], these sub-functions are modelled as policy enforcement point (PDP), Policy Decision Point (PDP), Policy Retrieval Point (PRP) and Policy Information Point (PIP) respectively. In oneM2M System these authorization sub-functions may coexist in one CSE or may be distributed in different CSEs in different combinations.
In <accessControlPolicy> resource three operational attributes are defined for holding the information about where to find the distributed authorization sub-functions. These attributes are: authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs.
The authorizationDecisionResourceIDs attribute contains a list of addresses of <authorizationDecision> resources. Each <authorizationDecision> resource represents a PDP to which an access control decision request shall be sent in order to obtain an access control decision. See clause 9.6.41 for further details of <authorizationDecision> resource type.
The authorizationPolicyResourceIDs attribute contains a list of addresses of <authorizationPolicy> resources. Each <authorizationPolicy> resource represents a PRP to which an access control policy request shall be sent in order to obtain access control policies. See clause 9.6.42 for further details of <authorizationPolicy> resource type.
The authorizationInformationResourceIDs attribute contains a list of addresses of <authorizationInformation> resources. Each <authorizationInformation> resource represents a PIP to which an access control information request shall be sent in order to obtain requested access control information (e.g. role and/or token) for making an access control decision. See clause 9.6.43 for further details of <authorizationInformation> resource type.
When there is a resource associated with more than one authorization schemes, the order to apply the schemes shall follow static/non-distributed (i.e. applying accessControlPolicyIDs attribute of a target resource and privileges attribute of a <accessControlPolicy> resource), dynamic authorization consultation (i.e. applying dynamicAuthorizationConsultationIDs attribute of a target resource) and then distributed (i.e. authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs attributes of a <accessControlPolicy> resource). The Hosting CSE shall try the next scheme when it fails to find the privilege to grant the Originator’s request.

Editor’s Note: the name “static/non-distributed” is a temporal terminology so it would be refined
Editor’s Note: the detailed mechanism to apply the three different authorization scheme will be specified in clause 10

The applicability of the authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs  attributes for the distributed authorization depends on the deployment form of authorization sub-functions:
· In the case the privileges attribute is not NULL, the access control rules in the privileges attribute shall be used for access control, and the authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs attributes shall not be present.  
· In the case the privileges attribute is NULL, how to process further depends on which authorization method is adopted. In the case distributed authorization method is supported, authorizationDecisionResourceIDs or authorizationPolicyResourceIDs attribute shall be considered for obtaining access control decision or access control policies from another CSE. However, authorizationDecisionResourceIDs and authorizationPolicyResourceIDs attributes shall not be present at the same time. 
· In case the authorizationInformationResourceIDs attribute is present, the access control information request (e.g. for role information) related to the access control policy specified in the privileges attribute shall be sent to one of the addresses listed in this attribute.
The details of distributed authorization procedures are described in TS-0003 [2].




The <accessControlPolicy> resource shall contain the child resource specified in table 9.6.2.0-1.

Table 9.6.2.0-1: Child resources of <accessControlPolicy> resource

	Child Resources of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <accessControlPolicy> resource shall contain the attributes specified in table 9.6.2.0-2.

Table 9.6.2.0-2: Attributes of <accessControlPolicy> resource

	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	resourceType 
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1(L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself and accessControlPolicyIDs attribute of any other resource which is linked to this <accessControlPolicy> resource.
	MA

	authorizationDecisionResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationDecision> resources. See clause 9.6.41 for further details.
	MA

	authorizationPolicyResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationPolicy> resources. See clause 9.6.42 for further details.
	MA

	authorizationInformationResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationInformation> resources. See clause 9.6.43 for further details.
	MA


The set of access control rules represented in privileges and selfPrivileges attributes are comprised of 4-tuples (accessControlOriginators, accessControlContexts, accessControlOperations, accessControlObjectDetails) with parameters shown in table 9.6.2.0-3 which are further described in the following clauses.

If the privileges attribute contains no 4-tuples then this represents an empty set of the access control rules.

The selfPrivileges attribute shall contain at least one tuple.

The CSE access granting mechanism shall follow the procedure described in oneM2M TS-0003 [오류! 참조 원본을 찾을 수 없습니다.] in clause 7.1 (Access Control Mechanism).

Table 9.6.2.0-3: Parameters in access-control-rule-tuples

	Name
	Description

	accessControlOriginators
	See clause 9.6.2.1

	accessControlContexts
	See clause 9.6.2.2

	accessControlOperations
	See clause 9.6.2.3

	accessControlObjectDetails
	See clause 9.6.2.4

	accessControlAuthenticationFlag
	See clause 9.6.2.5


9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.

Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID, AE-ID or the resource-ID of a <group> resource that contains the AE or CSE that represents the Originator.

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints

	Role-ID
	A Role Identifier as defined in clause 7.1.14


When the originatorID is the resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member, the Hosting CSE of the resource shall check if the originator of the request matches one of the members in the memberIDs attribute of the <group> resource (e.g. by retrieving the <group> resource). If the <group> resource cannot be retrieved or doesn't exist, the request shall be rejected.
9.6.2.2
accessControlContexts
The accessControlContexts is an optional parameter in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is permitted to use this access control rule. Each request context is described by a set of parameters, where the types of the parameters can vary within the set. Table 9.6.2.2-1 describes the supported types of parameters in accessControlContexts.
The following Originator accessControlContexts shall be considered for access control policy check by the CSE.

Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.


9.6.2.3
accessControlOperations
The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 9.6.2.3-1 describes the supported set of operations that are authorized by accessControlOperations.

The following accessControlOperations shall be considered for access control policy check by the CSE.

Table 9.6.2.3-1: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification


9.6.2.4
accessControlObjectDetails

The accessControlObjectDetails is an optional parameter of an access control rule. It specifies a subset of child resource types of the targeted resource to which the access control rule applies. If an access control rule includes accessControlObjectDetails, then childResourceType shall be specified. An access control rule which does not include any accessControlObjectDetails parameters applies to the child resource types of the target resource. The accessControlObjectDetails parameter shall consist of the elements listed in table 9.6.2.4-1. Child resource types listed in the childResourceType component are subject of access control for the Create operation only. Once a child resource is created, the Access Control Policies assigned directly to it apply. The resourceType and specialization element are optional. If either the resourceType or specialization element is present in accessControlObjectDetails, the CSE shall match the type of resource or specialization of the targeted resource with the value specified in the resourceType or specialization element. Further checking of childResourceType shall be done only if the resourceType or specialization match occurs. However, if the resourceType and specialization elements are not provided, only childResourceType match shall be peformed.
Table 9.6.2.4-1: Types of Parameters in accessControlObjectDetails
	Name
	Description

	resourceType
	Identifier of the resource type to which this access control rule applies


	specialization
	When the resourceType is mgmtObj or flexContainer, the identifier of the specialization as defined by mgmtDefinition or containerDefinition attribute, respectively, shall be specified.

	childResourceType
	List of child resource types and/or the identifier of the specialization. The identifier of the specialization shall be specified when the resourceType is mgmtObj or flexContainer.


9.6.2.5
accessControlAuthenticationFlag
The accessControlAuthenticationFlag is an optional parameter in an access-control-rule-tuple: if the value is TRUE, then the access control rule applies only if the Originator is considered to be authenticated by the Hosting CSE; if the value is FALSE, then the access control rule applies whether or not the Originator is considered to be authenticated by the Hosting CSE. Clause 7.1.2 in oneM2M TS-0003 [2] describes the criteria used to determine if the Originator is considered to be authenticated by the Hosting CSE.

If the accessControlAuthenticationFlag parameter is not present, then the value is assumed to be FALSE.
9.6.3
Resource Type CSEBase

A <CSEBase> resource shall represent a CSE. The <CSEBase> resource shall be the root for all resources that are residing in the CSE.





The <CSEBase> resource shall contain the child resources specified in table 9.6.3-1.

Table 9.6.3-1: Child resources of <CSEBase> resource

	Child Resources of <CSEBase>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<remoteCSE>
	0..n
	See clause 9.6.4

	[variable]
	<remoteCSEAnnc>
	0..n
	Announced variant of <remoteCSE>. Resource with CSE-specific information for a CSE that announced itself to another CSE with which it does not have a registration relationship.

	[variable]
	<node>
	0..n
	See clause 9.6.18

	[variable]
	<AE>
	0..n
	See clause 9.6.5

	[variable]
	<container>
	0..n
	See clause 9.6.6

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35

	[variable]
	<group>
	0..n
	See clause 9.6.13

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<mgmtCmd>
	0..n
	See clause 9.6.16

	[variable]
	<locationPolicy>
	0..n
	See clause 9.6.10

	[variable]
	<statsConfig>
	0..n
	See clause 9.6.23

	[variable]
	<statsCollect>
	0..n
	See clause 9.6.25

	[variable]
	<request>
	0..n
	See clause 9.6.12

	[variable]
	<delivery>
	0..n
	See clause 9.6.11

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the entity. The absence of this resource implies the entity is always reachable. See clause 9.6.9

	[variable]
	<role>
	0..n
	See clause 9.6.38

	[variable]
	<token>
	0..n
	See clause 9.6.39

	[variable]
	<m2mServiceSubscriptionProfile>
	0..n
	See clause 9.6.19

	[variable]
	<serviceSubscribedAppRule>
	0..n
	See clause 9.6.29

	[variable]
	<notificationTargetPolicy>
	0..n
	See clause 9.6.32

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36

	[variable]
	<authorizationDecision>
	0..n
	See clause 9.6.41

	[variable]
	<authorizationPolicy>
	0..n
	See clause 9.6.42

	[variable]
	<authorizationInformation>
	0..n
	See clause 9.6.43

	[variable]
	<localMulticastGroup>
	0..n
	See clause 9.6.44

	[variable]
	<transactionMgmt>
	0..n
	See clause 9.6.47

	[variable]
	<transaction>
	0..n
	See clause 9.6.48

	[variable]
	<ontologyRepository>
	0..1
	See clause 9.6.50

	[variable]
	<semanticMashupJobProfile>
	0..n
	See clause 9.6.53

	[variable]
	<semanticMashupInstance>
	0..n
	See clause 9.6.54


An instance of a <remoteCSEAnnc> resource shall be created as a child of a <CSEBase> resource when an Originator CSE of an announcement request (i.e. original resource Hosting CSE) and a targeted Hosting CSE of an announced resource (i.e. announced resource Hosting CSE) have no registration relationship (e.g. the Originator CSE has not created <remoteCSE> resource on the Hosting CSE), see clause 9.6.26.

The <CSEBase> resource shall contain the attributes specified in table 9.6.3-2.

Table 9.6.3-2: Attributes of <CSEBase> resource

	Attributes of <CSEBase>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3. Shall be NULL.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	cseType
	0..1
	RO
	Indicates the type of CSE represented by the created resource:

· Mandatory for an IN-CSE, hence multiplicity (1).

· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.

	CSE-ID
	1
	RO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).

	supportedResourceType
	1 (L)
	RO
	List of the resource types which are supported in the CSE. This attribute contains subset of resource types listed in clause 9.2. 

	pointOfAccess
	1 (L)
	RO
	Represents the list of physical addresses to be used by remote CSEs to connect to this CSE (e.g. IP address, FQDN). This attribute is exposed to its Registree.

	nodeLink
	0..1
	RO
	The resource identifier of a <node> resource that stores the node specific information of the node on which the CSE represented by this <CSEBase> resource resides. 

	notificationCongestionPolicy
	0..1
	RO
	This attribute applies to CSEs generating subscription notifications. It specifies the rule which is applied when the storage of notifications for each subscriber (an AE or CSE) reaches the maximum storage limit for notifications for that subscriber. E.g. Delete stored notifications of lower notificationStoragePriority to make space for new notifications of higher notificationStoragePriority, or delete stored notifications of older creationTime to make space for new notifications when all notifications are of the same notificationStoragePriority.

	contentSerialization
	0..1 (L)
	RO
	The list of supported serializations of the Content primitive parameter for receiving a request from its registrants. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.

	e2eSecInfo
	0..1
	RO
	See clause 9.6.1.3.

	supportedReleaseVersions
	0..1 (L)
	RO
	List of oneM2M release versions which are supported by the CSE.  

Starting with Release 2, this attribute is mandatory for a CSE. For CSEs compliant to older releases, this attribute is optional.  For CSEs that do not include this attribute, the default release version shall be Release 2.  


9.6.4
Resource Type remoteCSE

A <remoteCSE> resource shall represent a Registree CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase> resource of Registrar CSE.

Similarly <remoteCSE> resource shall also represent a Registrar CSE. <remoteCSE> resource shall be located directly under the <CSEBase> resource of Registree CSE.

For example, when CSE1 (Registree CSE) registers with CSE2 (Registrar CSE), there will be two <remoteCSE> resources created: one in CSE1: <CSEBase1>/<remoteCSE2> and one in CSE2: <CSEBase2>/<remoteCSE1>.
Note that the creation of the two resources does not imply mutual registration. The <CSEBase1>/<remoteCSE2> does not mean CSE2 registered with CSE1 in the example above.



The <remoteCSE> resource shall contain the child resources specified in table 9.6.4-1. The <remoteCSE> resource may contain <remoteCSEAnnc> child resources.

Table 9.6.4-1: Child resources of <remoteCSE> resource

	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> 

	[variable]
	<containerAnnc>
	0..n
	Announced variant of <container>. See clause 9.6.6
	<containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>



	[variable]
	<flexContaineAnnc>
	0..n
	Announced variant of <flexContainer>. See clause 9.6.35
	<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

	[variable]
	<groupAnnc>
	0..n
	Announced variant of <group>. See clause 9.6.13
	<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

	[variable]
	<accessControlPolicyAnnc>
	0..n
	Announced variant of <accessControlPolicy>. See clause 9.6.2
	<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21. If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<nodeAnnc>
	0..n
	Announced variant of <node>. This announced resource is assoiated with a <node> resource that is hosted on a CSE which is represented by the parent <remoteCSE> or <remoteCSEAnnc> resource. See clause 9.6.18 for <node>.
	<nodeAnnc>

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

	[variable]
	<timeSeriesAnnc>
	0..n
	Announced variant of <timeSeries>. See clause 9.6.36
	<timeSeriesAnnc>

	[variable]
	<remoteCSEAnnc>
	0..n
	Announced variant of <remoteCSE> defined in the present clause 9.6.4.
	<remoteCSEAnnc>

	[variable]
	<AEAnnc>
	0..n
	Announced variant of <AE>. See clause 9.6.5
	<AEAnnc>

	[variable]
	<locationPolicyAnnc>
	0..n
	Announced variant of <locationPolicy>. See clause 9.6.10
	<locationPolicyAnnc>

	[variable]
	<transactionMgmt>
	0..n
	See clause 9.6.47
	<transactionMgmt>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>

	[variable]
	<ontologyRepositoryAnnc>
	0..1
	Announced variant of <ontologyRepository>. See clause 9.6.50
	<ontologyRepositoryAnnc>

	[variable]
	<multimediaSession>
	0..n
	See Clause 9.6.x. This resources holds information describing the established multimedia session
	None

	[variable]
	<semanticMashupJobProfile>
	0..n
	See clause 9.6.53
	<semanticMashupJobProfile>

	[variable]
	<semanticMashupJobProfileAnnc>
	0..n
	Announced variant of <semanticMashupJobProfile>. See clause 9.6.53
	<semanticMashupJobProfileAnnc>

	[variable]
	<semanticMashupInstance>
	0..n
	See clause 9.6.54
	<semanticMashupInstance>

	[variable]
	<semanticMashupInstanceAnnc>
	0..n
	Announced variant of <semanticMashupInstance >. See clause 9.6.54.
	<semanticMashupInstanceAnnc>


The <remoteCSE> resource shall contain the attributes specified in table 9.6.4-2.

Table 9.6.4-2: Attributes of <remoteCSE> resource

	Attributes of <remoteCSE>
	Multiplicity
	RW/

RO/

WO
	Description
	<remoteCSEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	cseType
	0..1
	WO
	Indicates the type of CSE represented by the created resource.

· Mandatory for an IN-CSE, hence multiplicity (1).

· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.
	OA

	pointOfAccess
	0..1 (L)
	RW
	For request-reachable remote CSE it represents the list of physical addresses to be used to connect to it (e.g. IP address, FQDN). 

If this information is not provided and <pollingChannel> resource does exis, the CSE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the CSE without using the PoA.
	OA

	CSEBase
	1
	WO
	The address of the <CSEBase> resource represented by this <remoteCSE> resource.
	OA

	CSE-ID
	1
	WO
	The CSE identifier of the remote CSE represented by this <remoteCSE> resource in SP-relative CSE-ID format (clause 7.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the case of dynamic association of M2M-Ext-ID and CSE-ID.
	NA

	Trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of dynamic association of M2M‑Ext-ID and CSE-ID.
	NA

	requestReachability
	1
	RW
	This attribute is an indication of static capability of the CSE that created this <remoteCSE> resource. If the CSE can receive requests originated at or forwarded by its registar CSE, this attribute is set to "TRUE" otherwise "FALSE" (see note).
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the CSE represented by this <remoteCSE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA

	triggerReferenceNumber
	0..1
	RW
	This is to identify device trigger procedure request. This attribute is used only for device trigger and assigned by the IN-CSE. 
	NA

	descendantCSEs
	0..1(L)
	RW
	This attribute contains a list of identifiers of descendent CSEs of the Registree CSE represented by this <remoteCSE> resource. A descendant CSE is a CSE that either registers to the CSE represented by this <remoteCSE>, or registers to another CSE which is a descendant CSE of this <remoteCSE>.  The Registree CSE represented by this <remoteCSE> shall configure this attribute with a list of descendent CSEs upon creation of the <remoteCSE> resource.  The Registree CSE shall update this attribute whenever a new descendent CSE either registers or de-registers. The Registree CSE shall detect when a descendent CSE registers or de-registers by monitoring its <remoteCSE> resources and the descendentCSEs attribute(s) of these <remoteCSE> resources.  

For a <remoteCSE> resource representing a Registrar CSE this attribute shall not be set.


	OA

	multicastCapability
	0..1(L)
	RW
	Indicates the oneM2M node multicast Capability, pre-defined values are:
· MBMS
IP
	OA

	externalGroupID
	0..1(L)
	RW
	Supported when Registrar CSE is IN-CSE. It is the External-Group-ID as specified in 3GPP TS23.682 [i.14] clause 4.6.3. It is the globally unique ID exposed by the underlying network that is mapped to an internally used identifier for a specific group related services.
	OA

	triggerEnable
	0..1
	RW
	When set to “TRUE”, trigger requests may be sent to the CSE represented by this <remoteCSE> resource. When set to “FALSE” trigger requests shall not be sent to this CSE.  
	OA

	activityPatternElements
	0..1(L)
	RW
	This attribute describes the anticipated availability of the CSE for communications. See further description below and table 9.6.4-3.
	OA

	supportedReleaseVersions
	0..1(L)
	WO
	The oneM2M release versions supported by the CSE represented by this <remoteCSE> resource. 

Starting with Release 2, this attribute is mandatory for a CSE. For CSEs compliant to older releases, this attribute is optional.  For CSEs that do not include this attribute, the default release version shall be Release 2.  
	MA

	NOTE:
Even if this attribute is set to "FALSE", it is not meant that the CSE is always unreachable by its registrees. E.g. if the CSE and its registrees are behind the same NAT, then the CSE can receive requests from its registrees. See also pollingChannel description in clause 9.6.21.


The set of activity patterns represented in the activityPatternElements attribute describes the anticipated availability of the CSE for communications. The set provides the anticipated activity timing pattern, and may provide additional information about the anticipated mobility status and expected data size to be exchanged. Each activityPatternElements item is comprised of triples (scheduleElement, stationaryIndication, dataSizeIndicator) with parameters shown and described in table 9.6.4-3.
Table 9.6.4-3: Parameters in activityPatternElements triple
	Name
	Description

	scheduleElement
	See clause 9.6.9. This parameter shall be composed from seven fields of second, minute, hour, day of month, month, day of week and year.  This is a mandatory parameter in the triple. This parameter indicates the times when the entity is available to send and receive primitives.

	stationaryIndication
	It indicates the field node as 'Stationary (Stopping)' or 'Mobile (Moving)' for the traffic pattern. The default value is NULL, denoting that no stationaryIndication is provided

	dataSizeIndicator
	It indicates the expected data size for the traffic pattern. The default value is NULL, denoting that no dataSizeIndicator is provided. 


9.6.5
Resource Type AE

An <AE> resource shall represent information about an Application Entity registered to a CSE.




The <AE> resource shall contain the child resources specified in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource

	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>

<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the parent resource
	None

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	None

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

<timeSeriesAnnc>

	[variable]
	<transactionMgmt>
	0..n
	See clause 9.6.47
	<transactionMgmt>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>

	[variable]
	<triggerRequest>
	0..n
	See clause 9.6.49
	None

	[variable]
	<multimediaSession>
	0..n
	See Clause 9.6.57. This resources holds information describing the established multimedia session
	None

	[variable]
	<semanticMashupInstance>
	0..n
	See clause 9.6.54
	<semanticMashupInstance>

<semanticMashupInstanceAnnc>


The <AE> resource shall contain the attributes specified in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.2.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.3).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the case of dynamic association of M2M-Ext-ID and AE-ID.
	NA

	trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of dynamic association of M2M‑Ext-ID and AE-ID.
	NA

	triggerReferenceNumber
	0..1
	RW
	This is to identify device trigger procedure request. This attribute is used only for device trigger and assigned by the IN-CSE. 
	NA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided and the <pollingChannel> resource does exist, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	status
	0..1
	RW
	Denotes status of the AE registration. If ACTIVE, the <AE> resource and all its child resources may be discoverable. If INACTIVE, the <AE> resource and all its child resources shall not be discoverable. 

Set to ACTIVE during a AE registration  or re-registration. When an AE changes its registration point, the registration at the old registration point is set to INACTIVE . 
	OA

	trackRegistrationPoints
	0..1
	RW
	Denotes if the Application Entity requests that its Registration Points be tracked. If TRUE, AE requests to be tracked as it changes its Registration Points. If FALSE, the AE requests not to be tracked as it changes its Registration Points.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	This attribute is an indication of static capability of  the AE that created this <AE> resource. If the AE can receive requests s originated at or forwarded by its registar CSE, this attribute is set to "TRUE" otherwise "FALSE".
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the AE represented by this <AE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA

	activityPatternElements
	0..1(L)
	RW
	This attribute describes the anticipated availability of the AE for communications. See further description below and table 9.6.4-3
	OA

	triggerEnable
	0..1
	RW
	When set to “TRUE”, trigger requests may be sent to the AE represented by this <AE> resource. When set to “FALSE” trigger requests shall not be sent to this AE.  
	OA

	sessionCapabilities
	0..1 (L)
	RW
	The list of supported session media types (e.g. audio, video, image) and supported session protocols (e.g. RTP, RTP/AVP) as defined by  session parameters as defined by the IETF IANA Session Descriptor Protocol (SDP) Parameter Registry. 
	OA

	supportedReleaseVersions
	0..1(L)
	WO
	The oneM2M release versions supportedby the Registree AE represented by this <AE> resource.

Starting with Release 2, this attribute is mandatory for an AE. For AEs compliant to older releases, this attribute is optional.  For AEs that do not include this attribute, the default release version shall be Release 2.  
	MA


The set of activity patterns represented in the activityPatternElements attribute describes the anticipated availability of the AE for communications. The set provides the anticipated activity timing pattern and might provide additional information about the anticipated mobility status and expected data size to be exchanged . Each activityPatternElements item is comprised of triples (scheduleElement, stationaryIndication, datasizeIndicator) with parameters shown and described in table 9.6.4-3.
9.6.6
Resource Type container
The <container> resource represents a container for data instances. It is used to share information with other entities and potentially to track the data. A <container> resource has no associated content. It has only attributes and child resources.




The <container> resource shall contain the child resources specified in table 9.6.6-1.

Table 9.6.6-1: Child resources of <container> resource

	Child Resources of <container>
	Child Resource Type
	Multiplicity
	Description
	<containerAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<contentInstance>
	0..n
	See clause 9.6.7
	<contentInstance>, <contentInstanceAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container>

<containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>

<flexContainerAnnc>

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>,
<timeSeriesAnnc>

	la
	<latest>
	1
	See clause 9.6.27
	None

	ol
	<oldest>
	1
	See clause 9.6.28
	None

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <container> resource shall contain the attributes specified in table 9.6.6-2.

Table 9.6.6-2: Attribute of <container> resource

	Attributes of 
<container>
	Multiplicity
	RW/

RO/

WO
	Description
	<containerAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	maxNrOfInstances
	0..1
	RW
	Maximum number of direct child <contentInstance> resources in the <container> resource.
	OA

	maxByteSize
	0..1
	RW
	Maximum size in bytes of data (i.e. content attribute of a <contentInstance> resource) that is allocated for the <container> resource for all direct child <contentInstance> resources in the <container> resource.
	OA

	maxInstanceAge
	0..1
	RW
	Maximum age of a direct child <contentInstance> resource in the <container> resource. The value is expressed in seconds.
	OA

	currentNrOfInstances
	1
	RO
	Current number of direct child <contentInstance> resource in the <container> resource. It is limited by the maxNrOfInstances. The currentNrOfInstances attribute of the <container> resource shall be updated on successful creation or deletion of direct child  <contentInstance> resource of  <container> resource
	OA

	currentByteSize
	1
	RO
	Current size in bytes of data(i.e. content attribute of a <contentInstance> resource) stored in all direct child <contentInstance> resources of a <container> resource. This is the summation of contentSize attribute values of the <contentInstance> resources. It is limited by themaxByteSize. The currentByteSize attribute of the <container> resource shall  be updated on successful creation of deletion of direct child  <contentInstance> resource of  <container> resource
	OA

	locationID
	0..1
	RW
	An ID of the resource where the attributes/policies that define how location information are obtained and managed. This attribute is defined only when the <container> resource is used for containing location information.
	OA

	ontologyRef
	0..1
	RW
	A reference (URI) of the ontology used to represent the information that is stored in the child <contentInstance> resources of the present <container> resource (see note).
	OA

	disableRetrieval
	0..1
	RW
	Boolean value to control RETRIE/UPDATE/DELETE operation on the child <contentInsance> resource.
When the value is set to 'TRUE', RETRIEVE/DELETE/UPDATE operations for child <contentInstance> shall be rejected at all times.

When the value is updated from 'TRUE' to 'FALSE', all existing <contentInstance> are deleted immediately.

When the value is set to 'FALSE', all operations are permitted on the <contentInstance> resource as per existing procedures.
	OA

	NOTE:
The access to this URI is out of scope of oneM2M.


9.6.7
Resource Type contentInstance
The <contentInstance> resource represents a data instance in the <container> resource. The content of the contentInstance can be encrypted.

Unlike other resources, the <contentInstance> resource shall not be modified once created. This pertains to its attributes (except for the duplicatedAsSemanticContent attribute), but not to the creation of child resources. An AE shall be able to delete a contentInstance resource explicitly or it may be deleted by the platform based on policies. If the platform has policies for contentInstance retention, these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge attributes in the <container> resource. If multiple policies are in effect, the strictest policy shall apply.

The <contentInstance> resource inherits the same access control policies of the parent <container> resource, and does not have its own accessControlPolicyIDs attribute.




The <contentInstance> resource shall contain the child resources specified in table 9.6.7-1.

Table 9.6.7-1: Child resources of < contentInstance> resource

	Child Resources of <contentInstance>
	Child Resource Type
	Multiplicity
	Description
	<contentInstanceAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <contentInstance> resource shall contain the attributes specified in table 9.6.7-2.

Table 9.6.7-2: Attributes of <contentInstance> resource

	Attributes of <contentInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<contentInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	WO
	See clause 9.6.1.3.
	MA

	expirationTime
	1
	WO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.

The stateTag attribute of the parent resource should be incremented first and copied into this stateTag attribute when a new instance is added to the parent resource.
	OA

	announceTo
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	WO
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	contentInfo
	0..1
	WO
	This attribute contains information to understand the content s of content attribute. It shall be composed of two mandatory components consisting of Internet Media Type (as defined in the IETF RFC 6838) and an encoding type. In addition, an optional content security component may also be included. The format of this attribute is defined in oneM2M TS‑0004 [오류! 참조 원본을 찾을 수 없습니다.].
This attribute should be used so that AEs can understand the content.
If the value of contentInfo is a supported representation of semantic information,as defined in oneM2M TS-0004 [3], the value of content shall be handled as semantic information with respect to the supported semantic oneM2M functionalities.
	OA

	contentSize
	1
	RO
	Size in bytes of the content attribute.
	OA

	contentRef
	0..1
	WO
	This attribute contains a list of name-value pairs. Each entry expresses and associative reference to a <contentInstance> resource. The name of the entry indicates the relationship and the value of the entry the indicates reference (URI) to the resource.
	OA

	ontologyRef
	0..1
	WO
	A reference (URI) of the ontology used to represent the information that is stored in the contentInstances resources of the <container> resource. If this attribute is not present, the contentInstance resource inherits the ontologyRef from the parent <container> resource if present (see note).
	OA

	content
	1
	WO
	Actual content of a contentInstance. This content may be opaque data for understandable with the help of the contentInfo. This may, for example, be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.
	OA

	duplicatedAsSemanticContent
	0..1
	RW
	This attribute is a flag which indicates whether the information in the content attribute is also represented as RDF triples and stored in the <semanticDescriptor> child resource of this <contentInstance> resource. 
	OA

	NOTE:
Access to this URI is out of scope of oneM2M.


9.6.8
Resource Type subscription
The <subscription> resource contains subscription information for its subscribed-to resource.

A subscription to a resource allows an entity in the oneM2M architecture to be notified about changes of the subscribed-to resource. The <subscription> resource shall represent a subscription to a subscribed-to resource. In order to establish a subscription, a <subscription> resource shall be created as a child resource of the subscribed-to resource. The <subscription> child resource contains information about the exact scope of the subscription and targets to be notified. For example, a <container> resource having a <subscription> resource as a child resource (see clause 9.6.6) shall result in notification(s) of target(s) configured in the <subscription> child resource when changes to the parent <container> resource matching with notification event criteria described by the child <subscription> resource occur. A <subscription> resource shall be deleted when the parent subscribed-to resource is deleted.

In general, an Originator shall be able to create a resource of <subscription> resource type when the Originator has RETRIEVE privilege to the subscribed-to resource. The Originator which creates a <subscription> resource becomes the resource subscriber. The Originator shall only be able to create a resource of <subscription> resource type with event notification criteria conditions set to establish notification event type of “Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation” – see the details of eventNotificationCriteria conditions below – when the Originator has UPDATE privilege to the subscribe-to resource.
Each <subscription> may include notification policies that specify which, when, and how notifications are sent. These notification policies may work in conjunction with CMDH policies.
When a <subscription> resource is deleted, a Notify request shall be sent to the target indicated by the attribute subscriberURI if it is provided by the Subscriber.




The <subscription> resource shall contain the child resources specified in table 9.6.8-1.

Table 9.6.8-1: Child resources of <subscription> resource

	Child Resources of <subscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	In the context of the <subscription> resource, the notificationSchedule specifies when notifications may be sent by the Hosting CSE to the notificationURI(s). See clause 9.6.9.

	[variable]
	<notificationTargetMgmtPolicyRef>
	0..n
	See 9.6.31 for this type of resource. 

	nstr
	<notificationTargetSelfReference>
	1
	See 9.6.34 for this type of resource.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <subscription> resource shall contain the attributes specified in table 9.6.8-2.

Table 9.6.8-2: Attributes of <subscription> resource

	Attributes of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.


If no accessControlPolicyIDs value is configured, the accesControlPolicyIDs of the parent resource shall be applied for privilege checking.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	WO
	See clause 9.6.1.3.

	eventNotificationCriteria
	0..1
	RW
	This attribute (notification policy) indicates the event criteria for which a notification is to be generated. When no eventNotificationCriteria attribute is present in a <subscription> resource, the Hosting CSE shall trigger notifications for this subscription when any of the attributes of the subscribed-to resource is modified.

	expirationCounter
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to set the life of this subscription to a limit of a maximum number of notifications. When the number of notifications sent reaches the count of this counter, the <subscription> resource shall be deleted, regardless of any other policy.

	notificationURI
	1 (L)
	RW
	This attribute shall be configured as a list consisting of one or more targets that the Hosting CSE shall send notifications to. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with a oneM2M supported protocol binding (e.g. http, coap, mqtt). 

If a target is formatted as a oneM2M compliant Resource-ID, then the target shall be formatted as a structured or unstructured CSE-Relative-Resource-ID, SP-Relative-Resource-ID, and/or Absolute-Resource-ID of an <AE> or <CSEBase> resource. A Hosting CSE shall use this information to determine proper pointOfAccess, requestReqchability and/or pollingChannel information needed to send a notification to the target. The following is an example.

· /CSE0001/AE0001

For a target that is formatted as an identifier compliant with a oneM2M supported protocol binding, the details of this format are defined by the respective oneM2M protocol specification. The following is an example of an HTTP URI compliant with oneM2M HTTP protocol binding.

· https://172.25.30.25:7000/notification/handler
For a subscription to a <fanoutpoint> resource, if <subscription> resource in request contains a notificationForwardingURI, then the group hosting CSE shall configure the notificationURI of the fanout subscription request with a Resource-ID specified by the group Hosting CSE. 

For a subscription configured with a notificationEventType tag of value “Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation” in the eventNotificationCriteria attribute, the notificationURI shall only contain a single target formatted as an oneM2M-compliant Resource-ID of an <AE> resource. In that case the subscription can only be established if the AE represented by the single <AE> Resource-ID in the notificationURI has UPDATE privilege for the subscribed-to resource.

	groupID
	0..1
	RW
	The ID of a <group> resource in case the subscription is made through a group. This attribute may be used in the Filter Criteria to discover all subscription resources created via a <fanOutPoint> resource to a specific groupID.

	notificationForwardingURI
	0..1
	RW
	The attribute is a forwarding attribute that shall be present only for group related subscriptions. It represents the resource subscriber notificationtarget. It shall be used by group Hosting CSE for forwarding aggregated notifications. See clauses 10.2.7.11 and 10.2.7.12.
This attribute shall be configured with target of the subscriber. The target is used by the Hosting CSE to determine where to send aggregated notifications. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with one of the oneM2M supported protocol bindings (the detailed format of which are defined by each respective oneM2M protocol binding specification).

	batchNotify
	0..1
	RW
	This attribute (notification policy) indicates that the subscription originator wants to receive batches of notifications rather than receiving them one at a time. This attribute includes : the number of notifications to be batched for delivery and the duration. When only the number is specified by the subscription originator, the Hosting CSE shall set the default duration given by M2M Service Provider. 
If batchNotify is used simultaneously with latestNotify, only the latest notification shall be sent and have the Event Category set to "latest".

	rateLimit
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to limit the rate at which it receives notifications. This attribute expresses the subscriber's notification policy and includes two values: a maximum number of events that may be sent within some duration, and the rateLimit window duration. When the number of generated notifications within the rateLimit window duration exceeds the maximum number, notification events are temporarily stored, until the end of the window duration, when the sending of notification events restarts in the next window duration. The sending of notification events continues as long as the maximum number of notification events is not exceeded during the window duration. The rateLimit policy may be used simultaneously with other notification policies.

	preSubscriptionNotify
	0..1
	WO
	This attribute (notification policy) indicates that the subscriber wants to be sent notifications for events that were generated prior to the creation of this subscription. This attribute has a value of the number of prior notification events requested. If up-to-date caching of retained events is supported on the Hosting CSE and contains the subscribed events then prior notification events will be sent up to the number requested. The preSubscriptionNotify policy may be used simultaneously with any other notification policy.

	pendingNotification
	0..1
	RW
	This attribute (notification policy), if set, indicates how missed notifications due to a period of no connectivity are handled (according to the reachability and notification schedules). The possible values for pendingNotification are:

· "sendLatest";
· "sendAllPending".

This policy depends upon caching of retained notifications on the hosted CSE. When this attribute is set to "sendLatest", only the last notification shall be sent and it shall have the Event Category set to "latest". If this attribute is not present, the Hosting CSE sends no missed notifications. This policy applies to all notifications regardless of the selected delivery policy (batchNotify, latestNotify, etc.) Note that unreachability due to reasons other than scheduling is not covered by this policy.

	notificationStoragePriority
	0..1
	RW
	Indicates that the subscriber wants to set a priority for this subscription relative to other subscriptions belonging to this same subscriber. This attribute sets a number within the priority range. When storage of notifications exceeds the allocated size, this policy is used as an input with the storage congestion policy (notificationCongestionPolicy) specified in clause 9.6.3 to determine which stored and generated notifications to drop and which ones to retain.

	latestNotify
	0..1
	RW
	This attribute (notification policy) indicates if the subscriber wants only the latest notification. If multiple notifications of this subscription are buffered, and if the value of this attribute is set to true, then only the last notification shall be sent and it shall have the Event Category value set to "latest".

	notificationContentType
	1
	RW
	Indicates a notification content type that shall be contained in notifications. The allowed values are:
· "modified attributes";
· "all attributes";
· "ID" of the resource indicated in the notificationEventType condition.
· Trigger Payload
If it is not given by the Originator at the creation procedure, default is "all attributes".
The value “Trigger Payload” for this attribute is only valid when at least one “notificationEventType” tag in the eventNotificationCriteria attribute contains the event “Trigger Received targeting the MN/ASN-AE associated with the <AE> parent resource”.

	notificationSerializationType
	1 (L)
	RW
	Indicates a notification serialization type. Possible values are defined in the TS-0004 [3] (e.g. XML, JSON or CBOR). 

Each serialization type per notification target is specified in this attribute. The order of serialization type(s) in this attribute is equivalent to the order of the notification target(s) in the notificationURI attribute.

If it is not given by the Originator at the time of creation procedure, default is set by local policy.

	notificationEventCat

	0..1
	RW
	This attribute (notification policy) indicates the subscriber's requested Event Category to be used for notification messages generated by this subscription.

	subscriberURI
	0..1
	WO
	This attribute shall be configured with the target of the subscriber. The target is used by the Hosting CSE to determine where to send a notification when the subscription is deleted. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with one of the oneM2M supported protocol bindings (the detailed format of which are defined by each respective oneM2M protocol binding specification).

	associatedCrossResourceSub
	0..1
	RW
	This attribute lists the identifier of <crossResourceSubscription> resources where this <subscription> is involved in. 


Table 9.6.8-3 describes the eventNotificationCriteria conditions.

Table 9.6.8-3: eventNotificationCriteria conditions

	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> resource is smaller than the specified value.

	notificationEventType
	0..6
	The type of event that shall trigger a notification. If multiple notificationEventType tags are present, a notification shall be triggered if any of the configured events occur. Note that not all permutations of event type are meaningful. Possible notification event type values are: 
A. Update to attributes of the subscribed-to resource
B. Deletion of the subscribed-to resource ,
C. Creation of a direct child of the subscribed-to resource , 
D. Deletion of a direct child of the subscribed-to resource
E. An attempt to retrieve a <contentInstance> direct-child-resource of a subscribed-to <container> resource is performed while this <contentInstance> child resource is an obsolete resource or the reference used for retrieving this resource is not assigned.This retrieval is performed by a RETRIEVE request targeting the subscribed-to resource with the Result Content parameter set to either "child-resources" or "attributes+child-resources". This value for the eventNotificationType tag implies that the subscribed-to resource shall be an <constainer> resource. Otherwise this setting is not valid.
F. Trigger Received targeting the MN/ASN-AE associated with the <AE> parent resource. This implies that the subscribed-to resource shall be an <AE> resource instance. Otherwise this setting is not valid.
G. Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation. For this eventNotificationType value setting, only one single Notification Target shall be present in the notificationURI attribute – see notificationURI attribute definition. This value for the eventNotificationType tag shall not be combined with any other eventNotificationType tag value. This value for notificationEventType establishes a subscription that is triggered for the same events as for the value “Update to attributes of the subscribed-to resource”. However, upon occurrence of a triggering UPDATE operation that has been validated and results in an authorized UPDATE operation, the triggering UPDATE operation shall be blocked by the Hosting CSE until a notification request was sent out and a corresponding response message was received or a timeout happens. When the response status code of the notification response message indicates a successful notification reception in combination with a successful notification action taken by the Notification Target entity, the triggering UPDATE operation shall be completed with a successful update of the targeted attribute(s). If the notification response message indicates an unsuccessful notification reception or a successful notification reception with unsuccessful notification action by the targeted entity or times out, the blocked UPDATE operation shall be completed with no success and no change of the targeted attribute(s). When multiple subscriptions are established for the same subscribed-to resource with this setting of eventNotificationType,  each of them shall include an attribute condition tag and the specified subsets of attributes in each of the attribute tags shall be non-overlapping. When an UPDATE operation has been blocked due to triggering this type of notification, any other occurring UPDATE or DELETE requests to the same resource shall be handled only after the blocked UPDATE operation has been completed.
The other conditions in eventNotificationCriteria conditions apply within the scope of the selected notificationEventType.
For example, if notificationEventType is "Creation of a direct child of the subscribed-to resource" then other eventNotificationCriteria conditions is applied to the direct child resources of the subscribed-to resource.
If this condition is not specified, the default value is "Update to attributes of the subscribed-to resource".
The notion of "obsolete resource" is defined in clause 9.6.1.3.2 (Common attributes).

	operationMonitor
	0..n
	The operations and/or the Originators accessing the subscribed-to resource matches with the specified value. It allows monitoring which operation and/or which Originator is attempting to the access subscribed-to resource regardless of whether the operation is performed. This feature is useful to detect AEs that send requests to a subscribed-to resource and that result in a successful or failure response. Possible arguments are operation(s) (e.g: CREATE, RETRIEVE, UPDATE, DELETE, NOTIFY) and/or Originator identifier(s).
If a set of Originator identifier(s) is included in this tag and no operations are listed, any operations initiated from any of the indicated Originator(s) shall trigger a notification. 

If a set of operation(s) is included in this tag and no Originator identifier, any of the listed operations shall trigger a notification.

If both, a set of Originator identifiers and a set of operations are listed, then any of the listed operations initiated from any of the listed Originators shall trigger the notification.

When the notificationEventType tag is present in the eventNotificationCriteria, the value of the operationsMonitor tag is ignored if present in the eventNotificationCriteria attribute.

	attribute
	0..n
	A list of attribute names of a subscribed-to-resource. This list is only applicable when notificationEventType has a value of "Update to attributes of the subscribed-to resource". or “Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation”.

If this list is present, then it is used to specify a subset of a subscribed-to resource's attributes for which updates shall result in a notification. If ANY attribute specified on this list is updated, then a notification shall be generated. If an attribute that is not specified in this list is updated, then a notification shall not be generated. 

If this list is not presented, then the default attribute list is the full set of a subscribed-to resource's attributes. If ANY attribute of a subscribed-to resource is updated, then a notification shall be generated.

	childResourceType
	0.. 1 (L)
	A list of resource types. This list is only applicable when notificationEventType has a value of "Creation of a direct child of the subscribed-to resource ".

If this list is present, then it is used to specify a subset of resource type for direct child resource of which creation shall result in a notification. If ANY resource type specified on this list is created, then a notification shall be generated. If a resource type that is not specified in this list is created, then a notification shall not be generated. 

If this list is not present, then the default resource type list is the full set of a direct child resource. 

	missingData
	0..1
	The missingData includes two values: a minimum specified missing number of the Time Series Data within the specified window duration, and the window duration. The condition only applies to subscribed-to resources of type <timeSeries>.
The first detected missing data point starts the timer associated with the window duration. 

The window duration is restarted upon its expiry until such time as the entire subscription is terminated or not refreshed. More details about NOTIFICATIONS related to data reporting is found in section 10.2.39

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for the condition tags createdBefore, createdAfter, modifiedSince, unmodifiedSince, stateTagSmaller, stateTagBigger, expireBefore, expireAfter, sizeAbove, sizeBelow. The default value is logical AND.


The rules when multiple conditions are used together shall be as follows:

· Different condition tags shall use the "AND/OR" logical operation based on the filterOperation specified;

· Same condition tags shall use the "OR" logical operation. 

No mixed AND/OR filter operation will be supported.

9.6.9
Resource Type schedule

The <schedule> resource contains scheduling information. The usage of the <schedule> resource is slightly different depending on the associated resource type, as follows:
· A child <schedule> resource of the <node> resource shall indicate the time periods when the node can communicate via the Underlying Network. If multiple Underlying Networks are supported, for each there can be a maximum of one <schedule> resources. One <schedule> resource may be used for multiple Underlying Networks.

The mgmtLink attribute of the <cmdhNwAccessRule> child of a <node> resource shall link to a <schedule> resource, child of the same <node> resource.

Note: The node shall obey the communication schedule indicated for the Underlying Network. If the schedule information is modified, the node shall ensure that the change of schedule is detected e.g. via external DM, subscription/notification mechanisms, polling, etc.
· A child <schedule> resource of the <CSEBase> resource shall indicate the anticipated time periods when the CSE  is available for processing.
· A child <schedule> resource of the <subscription> resource shall indicate the time periods when the notifications can be sent to the notification targets.
An Originator shall have the same access control privileges to the <schedule> resource as it has to its parent resource.




The <schedule> resource shall contain the child resource specified in table 9.6.9-1.

Table 9.6.9-1: Child resources of <schedule> resource

	Child Resources of <schedule>
	Child Resource Type
	Multiplicity
	Description
	<scheduleAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	None

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <schedule> resource shall contain the attributes specified in table 9.6.9-2.

Table 9.6.9-2: Attributes of <schedule> resource

	Attributes of 
<schedule>
	Multiplicity
	RW/

RO/

WO
	Description
	<scheduleAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	scheduleElement
	1 (L)
	RW
	Each item of the scheduleElement list shall be composed from seven fields of second, minute, hour, day of month, month,day of week and year. 
	OA

	networkCoordinated
	0..1
	RW
	Indicates if IN-CSE shall perform schedule coordination with an Underlying Network. This attribute is only applicable when <schedule> is a child resource of <node>. The supported values are:

· True: The IN-CSE shall perform schedule coordination.
· False: The IN-CSE may not perform schedule coordination.
NOTE: The schedule coordination is also subject to IN-CSE local policy.
	OA


9.6.10
Resource Type locationPolicy
The <locationPolicy> resource represents the method for obtaining and managing geographical location information of an M2M Node.

The actual location or event result (in case Geo-fence-Based method) information shall be stored in a <contentInstance> resource which is a child resource of the <container> resource. The <container> resource includes the locationID attribute which holds the ID of this <locationPolicy> resource. A CSE can obtain location information based on the attributes defined under <locationPolicy> resource, and store the location information in the target <container> resource.

Based on the locationSource attribute, the method for obtaining location information of an M2M Node can be differentiated. The methods for obtaining location information shall be as follows:

· Network-based method: where the CSE on behalf of the AE obtains the target M2M Node's location information from an Underlying Network.

· Device-based method: where the ASN is equipped with any location capable modules or technologies (e.g. GPS) and is able to position itself.

· Sharing-based method: where the ADN has no GPS nor an Underlying Network connectivity. Its location information can be retrieved from either the associated ASN or a MN.

NOTE:
Geographical location information could include more than longitude and latitude.
Figure 9.6.10-1 shows the graphical information regarding the event types for the Geo-fence feature defined as the geofenceEventCriteria attribute. The time diffence between t1 and t2 described in the figure below is defined by locationUpdatePeriod attribute.
[image: image9.png]@ Position of Target Node at time t,
@ Position of Target Node at time t,

2 ) ‘ ° P

Geo-fence Geo-fence Geofence

Entering Leaving Inside




Figure 9.6.10-1: The Event Types for the Geo-fence




The <locationPolicy> resource shall contain the child resources specified in table 9.6.10-1.

Table 9.6.10-1: Child resources of <locationPolicy> resource

	Child Resources of <locationPolicy>
	Child Resource Type
	Multiplicity
	Description
	<locationPolicyAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	None

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <locationPolicy> resource shall contain the attributes specified in table 9.6.10-2.

Table 9.6.10-2: Attributes of <locationPolicy> resource

	Attributes of <locationPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<locationPolicyAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	locationSource
	1
	RW
	Indicates the source of location information:

· Network Based;

· Device Based;

· Sharing Based.
	OA

	locationInformationType
	1
	RW
	Indicate the types of location information:

· Position fix (e.g. longitude and latitude);

· Geo-fence event (e.g. entering and leaving).
	OA

	locationUpdatePeriod
	0..1(L)
	RW
	Indicates the period for updating location information. If the value is marked '0' or not defined and locationUpdateEventCriteria is absent, location information is updated only when a retrieval request to the <latest> child resource of the <container> indicated by locationContainerID is detected. If the attribute has more than one value and the hosting CSE of the resource is the target device, the value could be selected within the listed values depending on device's local context information(e,q, velocity, status of battery, range of the location etc). Zero('0') shall not be stored with non zero value(s).
When the value is read, the first value in the list is the current active update period.
	OA

	locationTargetID
	0..1
	RW
	The identifier to be used for retrieving the location information of a remote Node and this attribute is only used for the case that location information is provided by a location server. For example, when the remote Node is a 3GPP UE, locationTargetID could be M2M-Ext-ID or MSISDN.
	OA

	locationServer
	0..1
	RW
	Indicates the identity of the location or Geo-fence server. This attribute is only used in that case location information is provided by a location server or Geo‑fence server.
	OA

	locationContainerID
	1
	RO
	ID of the <container> resource where the actual location information or event result of a M2M Node is stored.
	OA

	locationContainerName
	0..1
	WO
	A name of the <container> resource where the actual location information of a M2M Node is stored. If it is not assigned, the Hosting CSE automatically assigns a name of the resource (see note).
	OA

	locationStatus
	1
	RO
	Contains the information on the current status of the location request (e.g. location server fault).
	OA

	geographicalTargetArea
	0..1
	RW
	Indicates area information where the Geo-fence feature is applied.
	OA

	geofenceEventCriteria
	0..1
	RW
	Indicate the event type of Geo-fence feature:

· Entering;

· Leaving;

· Inside;
· Outside.
	OA

	aggregationForward
	0..1
	RW
	Indicate how Geo-fence relevant information (e.g. measurement or position fix) from the target node is forwarded to Geo-fence server:

· True/False;

· Number of Events;
· Time-based Accmulation.
	OA

	authID
	0..1
	RW
	Indicates the identity of the application which retrieves the location information of a remote node. This attribute is only used by the Location Server in the Underlying Network to verify whether the application is authorized to request the location information.
See clause 7.1.8 where this attribute is described.
	OA

	retrieveLastKnownLocation
	0..1
	RW
	Indicates if the Hosting CSE shall retrieve the last known location when the Hosting CSE fails to retrieve the latest location.

This attribute shall only be applicable when the locationSource is Network Based.
The supported values are:

· True: Shall retrieve the last known location.

· False: Shall not retrieve the last known location.
	OA

	locationUpdateEventCriteria
	0..1
	RW
	Indicates the type of event that shall result in a location update. This attribute shall only be applicable when locationUpdatePeriod is zero or not defined and locationSource is Network Based.

The supported values are:
· LocationChange
	OA

	NOTE:
The created <container> resource related to this policy shall be stored only in the Hosting CSE.


9.6.11
Resource Type delivery
When a CSE is requested to initiate an operation (CRUDN) targeting resources on another CSE, then it needs to do scheduling and execution of delivery of data from the source CSE to the target CSE in line with the provisioned policies. It shall be in one of the following ways:

· Using delivery aggregation (Delivery Aggregation information set to ON); or

· Forwarding the original request as a separate request on the Mcc reference point without changes.

In order to be able to initiate and manage the execution of data delivery in a resource-based manner, resource type <delivery> is defined. This resource type shall be used for forwarding requests from one CSE to another CSE when the Delivery Aggregation parameter in the request is set to ON. If the Delivery Aggregation parameter is set to OFF, the original request shall be forwarded without change to the next CSE, i.e. without the use of <delivery> resource. If the Delivery Aggregation parameter is not present, the latter method shall be used.

Operations to Retrieve, Update or Delete a <delivery> resource shall allow authorized entities to inquire the status of a delivery, change delivery attributes or cancel a delivery.

As defined in clause 10.2.4, <delivery> resource can only be created by a CSE. A request for the creation of a <delivery> resource can only be issued to a registrar or registree CSE from a registree or registrar CSE with a direct registration relationship among each other (i.e. no transit CSE). <delivery> resource is deleted on successful delivery of the data in the aggregatedRequest attribute to the next hop CSE.

The parent of a <delivery> resource is the <CSEBase> resource of the CSE that accepted the request for the creation of the <delivery> resource.




The <delivery> resource shall contain the child resource specified in table 9.6.11-1.

Table 9.6.11-1: Child resources of <delivery> resource

	Child Resources of <delivery>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <delivery> resource shall contain the attributes specified in table 9.6.11-2.

Table 9.6.11-2: Attributes of <delivery> resource

	Attributes of 
<delivery>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	stateTag
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	source
	1
	WO
	The CSE-ID of the CSE that initiated the delivery process represented by this <delivery> resource.

	target
	1
	WO
	CSE-ID that defines the Hosting CSE for delivering the data contained in the aggregatedRequest attribute.

	lifespan
	1
	RW
	Defines the time limit when the delivery of the information in the aggregatedRequest attribute needs to complete. If the lifespan expires before successful delivery, no further attempts to deliver the information in the aggregatedRequest attribute need to be executed. If the delivery fails, a feedback may be expected by the source CSE depending on options reflected in the deliveryMetaData attribute. The lifespan attribute of a <delivery> resource shall be set consistent with the Request Expiration Timestamp parameters of the set of original requests contained in the aggregatedRequest attribute, i.e. lifespan shall not extend beyond the earliest expiring Request Expiration Timestamp parameter in the set of the original requests contained in the aggregatedRequest attribute.

	eventCat
	1
	RW
	Defines the category of the event that triggered the delivery request represented by this <delivery> resource.

	deliveryMetaData
	1
	RW
	Contains meta information on the delivery process represented by this <delivery> resource, such as delivery status, delivery options, tracing information, etc.

	aggregatedRequest
	1
	WO
	Attribute containing the request(s) to be delivered to the Hosting CSE. This represents one or more original requests that were targeting the same Hosting CSE.


9.6.12
Resource Type request
Creation of a <request> resource shall only be done on a Receiver CSE implicitly when a Registree AE or a Registree/Registrar CSE issues a request to the Receiver CSE targeting any other resource type or requesting a notification in non-blocking mode. Creation of a <request> resource is only permitted by the Receiver CSE after reception of a valid which contains the Response Type parameterthat is set to 'nonBlockingReqeustSynch' or 'nonBlockingRequestAsynch'.

When a CSE is requested to initiate an operation for which the result should be available to the Originator by Request Expiration Timestamp information of the request set to 'nonBlockingReqeustSynch' or 'nonBlockingRequestAsynch', the Receiver CSE which received the request directly from the Originator shall provide a reference of the created <request> resource back to the Originator so that the Originator can access attributes of the <request> resource at a later time - for instance in order to retrieve the result of an operation that was taking a longer time. If the Receiver CSE supports <request> resource type, the reference that shall be given back to the Originator as part of the acknowledgment that is the address of the <request> resource. The Originator (or any other authorized entity depending on access control) can access the request status and the requested operation result through it.

The <request> resource may be deleted by the CSE that is hosting it when the expiration time of the <request> resource is reached. So after the expiration time of a <request> resource is reached it cannot be assumed that particular <request> resource is still accessible. A <request> resource may also get deleted earlier than the expiration time, when the result of the requested operation (if any result was requested at all) has been sent back to the Originator.

For the purpose of providing a standardized structure for expressing and accessing the context of a previously issued request, the resource type <request> is defined. The parent resource of a <request> resource shall be the <CSEBase> resource of the Hosting CSE.




The <request> resource shall contain the child resources specified in table 9.6.12-1.

Table 9.6.12-1: Child resources of <request> resource

	Child Resources of <request>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <request> resource shall contain the attributes specified in table 9.6.12-2.

Table 9.6.12-2: Attributes of <request> resource

	Attributes of 
<request>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3. The value of the expirationTime is chosen by the CSE dependent on the Request Expiration Timestamp, Result Expiration Timestamp, Result Persistence and Operation Execution Time parameters associated with the original request.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	stateTag
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	operation
	1
	RO
	It contains the value of the parameter Operation in the original request message.

	target
	1
	RO
	It contains the value of the parameter To in the original request message.

	originator
	1
	RO
	It contains the value of the parameter From in the original request message.

	requestID
	1
	RO 
	It contains the value of the parameter Request Identifier in the original request message.

	metaInformation
	1
	RO
	Meta information about the request. The content of this attribute is equivalent to information in any other optional parameters described in clause 8.1.

	primitiveContent
	0..1
	RO
	Contains the content that is carried in the Content parameter of the original request message.

	requestStatus
	1
	RO
	Contains information on the current status of the Request, e.g. "accepted and pending".

	operationResult
	1
	RO
	Contains the result of the originally requested operation in line with the Result Content parameter associated with the original request.


All operations on <request> resources except for the CREATE operations - which shall only be triggered implicitly are controlled by the access control policy.

9.6.13
Resource Type group
The <group> resource represents a group of resources of the same or mixed types. The <group> resource can be used to do bulk manipulations on the resources represented by the memberIDs attribute. The <group> resource contains an attribute that represents the members of the group and the <fanOutPoint> virtual resource that enables generic operations to be applied to all the resources represented by those members. By grouping <semanticDescriptor> resources across which a semantic description is distributed, another virtual resource (<semanticFanOutPoint>) enables semantic discovery procedures to be applied across the full logical tree in the description.
Members of a <group> resource may support unicast or multicast communication. In case multiple members of a <group> resource support multicast communications and they share the same multicast address, those members form a multicast group as a sub-set of the group. There may be multiple multicast groups corresponded to one group since the members of the group may use different multicast mechanisms (e.g. 3GPP MBMS vs. IP multicast ) and different multicast addresses.



The <group> resource shall contain the child resources specified in table 9.6.13-1.

Table 9.6.13-1: Child resources of <group> resource

	Child Resources of <group>
	Child Resource Type
	Multiplicity
	Description
	<groupAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	fopt
	<fanOutPoint>
	1
	See clause 9.6.14
	None

	sfop
	<semanticFanOutPoint>
	0..1
	See clause 9.6.14a
	None

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <group> resource shall contain the attributes specified in table 9.6.13-2.

Table 9.6.13-2: Attributes of <group> resource

	Attributes of 
<group>
	Multiplicity
	RW/

RO/

WO
	Description
	<groupAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	 See clause 9.6.1.3.
	NA

	memberType
	1
	WO
	It is the resource type of the member resources of the group, if all member resources (including the member resources in any sub-groups) are of the same type. Otherwise, it is of type 'mixed'.
	OA

	currentNrOfMembers
	1
	RO
	Current number of members in a group. It shall not be larger than maxNrOfMembers.
	OA

	maxNrOfMembers
	1
	RW
	Maximum number of members in the <group>.
	OA

	memberIDs
	1 (L)
	RW
	List of member resource IDs referred to in the remaining of the present document as memberID. Each ID (memberID) should refer to a member resource or a (sub-) <group> resource of the <group> if memberID is suffixed with “/fopt”. A <group> resource with an empty member list is allowed.
	OA

	membersAccessControlPolicyIDs
	0..1 (L)
	RW
	List of IDs of the <accessControlPolicy> resources defining who is allowed to access the <fanOutPoint> resource.
	OA

	memberTypeValidated
	0..1
	RO
	Denotes if the resource types of all members resources of the group has been validated by the Hosting CSE. In the case that the memberType attribute of the <group> resource is not 'mixed', then this attribute shall be set..
	OA

	consistencyStrategy
	1
	WO
	This attribute determines how to deal with the <group> resource if the memberType validation fails. Its possible values are 

· ABANDON_MEMBER
· ABANDON_GROUP
· SET_MIXED
 Which means delete the inconsistent member if the attribute is ABANDON_MEMBER; delete the group if the attribute is ABANDON_GROUP; set the memberType to "mixed" if the attribute is SET_MIXED.
If it is not given by the Originator at the creation procedure, default is " ABANDON_MEMBER "
	OA

	groupName
	0..1
	RW
	Human readable name of the <group>.
	OA

	semanticSupportIndicator
	0..1
	RO
	Indicator of support for sematic discovery functionality via <semanticFanOutPoint>.
	OA

	notifyAggregation
	0..1
	RW
	This attribute specifies the number of messages and/or the duration that the group hosting CSE will aggregate notification messages when the subscriptions created specify aggregation of notifications i.e. specifying the notificationForwardingURI of the original <subscription> resource. 
	OA


9.6.14
Resource Type fanOutPoint
The <fanOutPoint> resource is a virtual resource because it does not have a representation. It is the child resource of a <group> resource. Whenever a request is sent to the <fanOutPoint> resource, the request is fanned out to each of the members of the <group> resource indicated by the membersIDs attribute of the <group> resource. The responses (to the request) from each member are then aggregated and returned to the Originator. A timer should be set for the aggregation. The responses are aggregated if all the responses expected have been received or when the timer expires. The responses received after the time expires should be discarded. If the Result Expiration Timestamp parameter is received from the Originator, the timer should be set to enforce this parameter, otherwise, the timer is set based on the local policy configured at the Hosting CSE.

The <fanOutPoint> resource does not have a resource representation by itself and consequently it does not have an accessControlPolicyIDs attribute. The <accessControlPolicy> resource used for access control policy validation is indicated by the membersAccessControlPolicyIDs attribute in the parent <group> resource.
9.6.14a 
Resource Type semanticFanOutPoint
The <semanticFanOutPoint> resource is a virtual resource because it does not have a representation. It is the child resource of a <group> resource with members of type <semanticDescriptor> or <contentInstance>. In the former case the semantic information is contained in the descriptor attribute, in the latter case semantic information can  be contained in the content attribute. It is allowed to reference a  <latest> resource representing the most recent <contentInstance> in a container.

Whenever a semantic discovery request is sent to the <semanticFanOutPoint> resource the host uses the memberIDs attribute of the parent <group> resource to retrieve all the related resources. If there are resourcesstored on different CSEs, individual RETRIEVE requests are sent to each CSE for retrieving the external resources. In case no semantic information is contained, the resource is not considered. All semantic resourcesare accessed based on the respective access control policies.

Once all of the related resources with semantic information have been retrieved, the semantic content of each is added to the content on which the SPARQL request is being executed. The full/enlarged content subject to the SPARQL request is provided to the SPARQL engine for processing.

The <semanticFanOutPoint> resource uses membersAccessControlPolicyIDs attribute in the parent <group> resource for access control policy validation.
9.6.15
Resource Type mgmtObj
The <mgmtObj> resource contains management data which represents individual M2M management functions. It represents a general structure to map to technology specific data model e.g. OMA DM [오류! 참조 원본을 찾을 수 없습니다.], BBF TR-069 [오류! 참조 원본을 찾을 수 없습니다.] and LWM2M [오류! 참조 원본을 찾을 수 없습니다.]. Each instance of <mgmtObj> resource shall be mapped to single technology specific protocol.




The <mgmtObj> resource shall contain the child resource specified in table 9.6.15-1.

Table 9.6.15-1: Child resources of <mgmtObj> resource

	Child Resources of <mgmtObj>
	Child Resource Type
	Multiplicity
	Description
	<mgmtObjAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <mgmtObj> resource shall contain the attributes specified in table 9.6.15-2.

Table 9.6.15-2: Attributes of <mgmtObj> resource

	Attributes of <mgmtObj>
	Multiplicity
	RW/

RO/

WO
	Description
	<mgmtObjAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	mgmtDefinition
	1
	WO
	Specifies the type of <mgmtObj> resource e.g. software, firmware, memory. The list of the value of the attribute can be seen in annex D.
	MA

	mgmtSchema
	0..1
	WO
	Contains a URI to the <mgmtObj> schema definition which shall be used by the Hosting CSE to validate the syntax of incoming primitives targeting this <mgmtObj> resource.
This URI may refer to a oneM2M specified <mgmtObj> defintion as well as other <mgmtObj> definitions.
	MA

	objectIDs
	0..1 (L)
	WO
	Contains the list URNs that uniquely identify the technology specific data model objects used for this <mgmtObj> resource as well as the managed function and version it represents. This attribute shall be provided during the creation of the <mgmtObj> resource and shall not be modifiable afterwards.

If the <mgmtObj> resource is mapped to multiple technology specific data model objects, this attribute shall list all URNs for each mapped technology specific data model objects. This is mandatory for the <mgmtObj>, for which the data model is not specified by oneM2M but mapped from technology specific data model.
	OA

	objectPaths
	0..1 (L)
	WO
	Contains the list of local paths of the technology specific data model objects on the managed entity which is represented by the <mgmtObj> resource in the Hosting CSE.

This attribute shall be provided during the creation of the <mgmtObj>, so that the Hosting CSE can correlate the created <mgmtObj> with the technology specific data model object on the managed entity for further management operations. It shall not be modifiable after creation.

The format of this attribute shall be a local technology specific data model object path in the form as specified by technology specific protocol. (e.g. "./anyPath/Fw1" in OMA DM [오류! 참조 원본을 찾을 수 없습니다.], "Device.USBHosts.Host.3." in BBF TR‑069 [오류! 참조 원본을 찾을 수 없습니다.]).

The combination of the objectPaths and the objectIDs attribute, allows to address the technology specific data model.
	OA

	mgmtLink
	0..1 (L)
	RW
	This attribute contains reference to a list of other <mgmtObj> resources in case a hierarchy of <mgmtObj> is needed.
	OA

	[objectAttribute]
	0..n
	RW
	Each [objectAttribute] is mapped from a leaf node of a hierarchical structured technology specific data model object (including oneM2M data model and the technology specific data model objects) based on the mapping rules below the table.
	OA

	description
	0..1
	RW
	Text format description of <mgmtObj>.
	OA


When mapping objects from technology specific protocol to a corresponding <mgmtObj> resource, the following rules shall apply:

· The root objects of technology specific data model objects maps to the <mgmtObj> resource.

· For the child of the root of technology specific data model objects:

· Rule1: If the child technology specific data model object cannot have another child technology specific data model object, the technology specific data model object maps to the [objectAttribute] attribute of the <mgmtObj> resource with the same resource name.

· Rule2: If the child technology specific data model object can have another child technology specific data model object, the technology specific data model object maps to a new <mgmtObj> resource. The ID of the new <mgmtObj> resource is stored as an mgmtLink attribute of the <mgmtObj> resource which is mapped from the parent technology specific data model object.

9.6.16
Resource Type mgmtCmd
The <mgmtCmd> resource represents a method to execute management procedures or to model commands and remote procedure calls (RPC) required by existing management protocols (e.g. BBF TR-069 [오류! 참조 원본을 찾을 수 없습니다.]), and enables AEs to request management procedures to be executed on a remote entity. It also enables cancellation of cancellable and initiated but unfinished management procedures or commands.




Each <mgmtCmd> corresponds to a specific type of management command, as defined by its attribute cmdType. For multiple requests of the same management command, <mgmtCmd> shall use separate child-resources (i.e. <execInstance>) to contain each execution instance. The execution of the management procedure represented by <mgmtCmd> shall be triggered using the UPDATE method to its attribute execEnable.

The <mgmtCmd> resource shall contain the child resources specified in table 9.6.16-1.

Table 9.6.16-1: Child resources of <mgmtCmd> resource

	Child Resources of <mgmtCmd>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<execInstance>
	0..n
	See clause 9.6.17

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <mgmtCmd> resource shall contain the attributes specified in table 9.6.16-2.

Table 9.6.16-2: Attributes of <mgmtCmd> resource

	Attributes of <mgmtCmd>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3 

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	creationTime
	1
	RO
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	description
	0..1
	RW
	The text-format description of this resource.

	cmdType
	1
	WO
	The type to identify the management operation (e.g. download).

	execReqArgs
	0..1
	RW
	Structured attribute (e.g. abstract type) to contain any command-specific arguments of the request.

	execEnable
	1
	RW
	Writing a value to this attribute via the UPDATE method causes execution of the <mgmtCmd>.

	execTarget
	1
	RW
	 ID of the <node> resource of the target on which this <mgmtCmd> will be executed. It may be the URI of a <group> resource in which case the <mgmtCmd> will be executed on all members in the memberIDs attribute of the addressed <group> resource.

	execMode
	0..1
	RW
	The mode used to specify how the command will be executed (e.g. Immediate Once, Immediate and Repeatedly, Random Once, Random and Repeatedly). May be used together with execFrequency, execDelay and execNumber to provide the scheduling information.

	execFrequency
	0..1
	RW
	The minimum interval between two executions, to be used in conjunction with execMode. Modes involving random execution can be used to add random values between individual executions.

	execDelay
	0..1
	RW
	The minimum delay before the instance should be executed. Modes involving random execution can be used to increase this delay randomly.

	execNumber
	0..1
	RW
	The number of times the instance should be executed, to be used when execMode indicates a repetition pattern.


9.6.17
Resource Type execInstance

The <execInstance> resource represents a successful instance of <mgmtCmd> execution request, which had been triggered by a M2M network application using the UPDATE method to the attribute execEnable of <mgmtCmd> resource.




The <execInstance> resource shall contain the child resources specified in table 9.6.17-1.

Table 9.6.17-1: Child resources of <execInstance> resource

	Child Resources of <execInstance>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <execInstance> resource shall contain the attributes specified in table 9.6.17-2.

Table 9.6.17-2: Attributes of <execInstance> resource

	Attributes of <execInstance>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	execStatus
	1
	RO
	The status of <execInstance>. It can be Initiated, Started, Finished, Cancelled, or Deleted.

	execResult
	1
	RO
	The execution result of <execInstance>.

	execDisable
	0..1
	RW
	The attribute is used to cancel <execInstance> using UPDATE method.

	execTarget
	1
	RO
	ID of <node> resource of the target on which the <execInstance> will be executed.

	execMode
	0..1
	RO
	Modes used to specify how the command will be executed (e.g. Immediate Once, Immediate and Repeatedly, Random Once, Random and Repeatedly). May be used together with execFrequency, execDelay and execNumber to provide the scheduling information.

	execFrequency
	0..1
	RO
	The minimum interval between two executions, to be used in conjunction with execMode. Modes involving random execution can be used to add random values between individual executions.

	execDelay
	0..1
	RO
	The minimum delay before the instance should be executed. Modes involving random execution can be used to increase this delay randomly.

	execNumber
	0..1
	RO
	The number of times the instance should be executed, to be used when execMode indicates a repetition pattern.

	execReqArgs
	0..1 (L)
	RO
	Structured attribute (e.g. abstract type) to contain any command-specific arguments (as a list) used to trigger this <execInstance>.


9.6.18
Resource Type node

The <node> resource represents specific information that provides properties of an M2M Node that can be utilized by other oneM2M operations. The <node> resource has specialization of the <mgmtObj> as its child resources. These resources represent the Node's context information (e.g. memory and battery), network topology, device information, device capability etc. The specialized <mgmtObj> resources are used to perform management of the Node.

This node specific information stored in these resources such as [memory] and [battery] can be obtained either by the existing device management technologies (OMA DM [오류! 참조 원본을 찾을 수 없습니다.], BBF TR-069 [오류! 참조 원본을 찾을 수 없습니다.]) or any other way (e.g. JNI [오류! 참조 원본을 찾을 수 없습니다.]).

For the case when the <node> resource belongs to an ADN, please see figure 9.6.18-1 in conjunction with the description of nodeLink attribute in the <AE> resource (clause 9.6.5).
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Figure 9.6.18-1: Relationship between IN/MN and ADN




The <node> resource shall contain the child resources specified in table 9.6.18-1.

Table 9.6.18-1: Child resources of <node> resource
	Child Resources of <node>
	Child Resource Type
	Multiplicity
	Description
	<nodeAnnc> Child Resource Type

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [memory]
	0..1
	This resource provides the memory (typically RAM) information of the node. (E.g. the amount of total volatile memory), See clause D.4.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [battery]
	0..n
	The resource provides the power information of the node. (E.g. remaining battery charge). See clause D.7.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [areaNwkInfo]
	0..n
	This resource describes the list of Nodes attached behind the MN node and its physical or underlying relation among the nodes in the M2M Area Network. This attribute is defined in case the Node is MN. See clause D.5.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [areaNwkDeviceInfo]
	0..n
	This resource describes the information about the Node in the M2M Area Network. See clause D.6.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [firmware]
	0..n
	This resource describes the information about the firmware of the Node include name, version etc. See clause D.2.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [software]
	0..n
	This resource describes the information about the software of the Node. See clause D.3.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [deviceInfo]
	0..n
	The resource contains information about the identity, manufacturer and model number of the device. See clause D.8.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [deviceCapability]
	0..n
	The resource contains information about the capability supported by the Node. See clause D.9.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [reboot]
	0..1
	The resource is the place to reboot or reset the Node. See clause D.10.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [eventLog]
	0..1
	The resource contains the information about the log of events of the Node. See clause D.11.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [cmdhPolicy]
	0..n
	The resource(s) contain(s) information about CMDH policies that are applicable to the CMDH processing on the CSE hosted on the node represented by this <node> resource and identified by the hostedCSELink attribute of this <node> resource. See clause D.12.
	NA

	[variable]
	<mgmtObj> as defined in the specialization [activeCmdhPolicy]
	0..1
	This resource defines which of the present [cmdhPolicy] resource(s) shall be active for the CMDH processing on the CSE hosted on the node represented by this <node> resource and identified by the hostedCSELink attribute of this <node> resource. See clause D.12.
	NA

	[variable]
	<subscription>
	0..n
	See clause 9.6.8.
	
<subscription>

	[variable]
	<schedule>
	0..n
	See clause 9.6.9.
	

<scheduleAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <node> resource shall contain the attributes specified in table 9.6.18-2.
Table 9.6.18-2: Attributes of <node> resource

	Attributes of 
<node>
	Multiplicity
	RW/

RO/

WO
	Description
	<nodeAnnc> attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	nodeID
	1
	RW
	The M2M-Node-ID of the node which is represented by this <node> resource.
	MA

	hostedCSELink
	0..1
	RW
	This attribute allows to find the <CSEBase> or <remoteCSE> resource representing the CSE that is residing on the node that is represented by this <node> resource. The attribute contains the resource ID of a resource where all of the following applies:

· The resource is a <CSEBase> resource or a <remoteCSE> resource.

· The resource represents the CSE which resides on the specific node that is represented by the current <node> resource.

In case the node that is represented by this <node> resource does not contain a CSE, this attribute must
 not be present.
	OA

	hostedAELinks
	0..1(L)
	RW
	This attribute allows to find the AEs hosted by this <node> resource. The attribute contains a list of resource identifiers of  <AE> resources representing the ADN-AEs residing on the specific node that is represented by the current <node> resource.
In case the node that is represented by this <node> resource does not contain an AE, this attribute must not be present.
	OA

	mgmtClientAddress
	0..1
	RW
	Represents the physical address of management client of the node which is represented by this <node> resource.

This attribute is absent if management server is able to acquire the physical address of the management client.
	OA

	roamingStatus
	0..1
	RO
	Indicates if the M2M Node is currently roaming from the perspective of the underlying network. 
The allowed values are “Yes” or “No”.  
	OA

	networkID
	0..1
	RO
	Configured with the identity of the underlying network which the M2M Node is currently attached to. 
	OA


9.6.19
Resource Type m2mServiceSubscriptionProfile

The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription, i.e. the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider and is only stored on IN-CSE. The data is also represented in <serviceSubscribedNode> and <serviceSubscribedAppRule> resources as well as <m2mServiceSubscriptionProfile> resource. The relationship among those three resource types are depicted as follows. Note that the diagram does not capture all attributes and child resources. Those resource types shall only be instanciated on IN-CSE.
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Figure 9.6.19-1: Relationship among M2M Service Subscription related resources
The <m2mServiceSubscriptionProfile> resource shall contain the child resources specified in table 9.6.19-1.

Table 9.6.19-1: Child resources of <m2mServiceSubscriptionProfile> resource

	Child Resources of <m2mServiceSubscriptionProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<serviceSubscribedNode>
	0..n
	See clause 9.6.20

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.


9.6.20
Resource Type serviceSubscribedNode
The <serviceSubscribedNode> resource represents M2M Node information that is needed as part of the M2M Service Subscription resource and is only stored on IN-CSE. It contain M2M-Node-ID and optionally CSE-ID running on that Node.




The <serviceSubscribedNode> resource shall contain the child resource specified in table 9.6.20-1.

Table 9.6.20-1: Child resources of <serviceSubscribedNode> resource

	Child Resources of <serviceSubscribedNode>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <serviceSubscribedNode> resource shall contain the attributes specified in table 9.6.20-2.

Table 9.6.20-2: Attributes of <serviceSubscribedNode> resource

	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	nodeID
	1
	WO
	M2M-Node-ID of the node that is represented by this instance.

	CSE-ID
	0..1
	WO
	CSE-ID pertaining to this node (for nodes that have a CSE).

	deviceIdentifier
	0..1 (L)
	WO
	A list of device identifiers that uniquely identify a device. The format of a device identifier is one of the following:

· Case 1: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in section 3.4.4 of BBF TR-069 [오류! 참조 원본을 찾을 수 없습니다.]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

· Case 2: Identify a device using the format <OUI> "-"<SerialNumber> as defined in section 3.4.4 of BBF TR‑069 [오류! 참조 원본을 찾을 수 없습니다.]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

· Case 3: Identify a device using an International Mobile Equipment Identifiers of 3GPP TS 23 003 [오류! 참조 원본을 찾을 수 없습니다.]. This URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############.

· Case 4: Identify a device using an Electronic Serial Number. The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########.

· Case 5: Identify a device using a Mobile Equipment Identifier. This URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############.

· Case 6: Identify a device using an Object IDentifier (OID). This URN specifies a valid OID - see Annex H for one possible naming convention. The format of the URN is urn:oid:<OID>.

· Case 7: Identify a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in RFC4122 [i.26]. The format of the URN is 
urn:uuid:########-####-####-############.

	ruleLinks
	0..1 ((L)
	RW
	This attribute contains a list of links towards <serviceSubscribedAppRule> resources pertaining to this <serviceSubscribedNode>. See clause 9.6.29 for an explanation of the <serviceSubscribedAppRule> resource. This attribute shall exist only when the CSE-ID attribute is present. When the list is empty, it means no applications are allowed to register on the CSE which is indicated by the CSE-ID attribute.

	niddRequired
	0..1
	RW
	Controls whether the IN-CSE configures the underlying network to enable Non-IP Data Delivery for this node.

Valid values are "TRUE" or "FALSE".  If not configured, then IN-CSE default policy shall apply.   See [15]. 


9.6.21
Resource Type pollingChannel
The <pollingChannel> resource represents a channel that can be used for a request-unreachable entity (i.e. an AE or a CSE which is behind NAT so it cannot receive a request from other Nodes). The request-unreachable entity creates a <pollingChannel> resource on a request-reachable CSE, and then polls any type of request(s) for itself from the <pollingChannel> Hosting CSE.

EXAMPLE:
An AE can retrieve notifications by long polling on the channel when it cannot receive notifications asynchronously from a subscription Hosting CSE.




The <pollingChannel> resource shall contain the child resource specified in table 9.6.21-1.

Table 9.6.21-1: Child resources of <pollingChannel> resource

	Child Resources of <pollingChannel>
	Child Resource Type
	Multiplicity
	Description

	pcu
	<pollingChannelURI>
	1
	See clause 9.6.22

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <pollingChannel> resource shall contain the attributes specified in table 9.6.21-2.

Table 9.6.21-2: Attributes of <pollingChannel> resource

	Attributes of <pollingChannel>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.


9.6.22
Resource Type pollingChannelURI
The <pollingChannelURI> virtual resource is the child resource of the <pollingChannel> resource and is used to perform service layer long polling. The AE or CSE which created the <pollingChannel> resource on its Registrar CSE sends a Retrieve request targeting the <pollingChannelURI> resource as a service layer long polling request. The response to the long polling request shall be pending until there are any requests received on the channel or the request reaches the request expiration time.




9.6.23
Resource Type statsConfig
The <statsConfig> resource is used to store policies of statistics for AEs. The <statsConfig> resource may be established by the IN-CSEs or by IN-AEs. The <statsConfig> resource shall be located directly under <CSEBase>.

 


The <statsConfig> resource shall contain the child resources specified in table 9.6.23-1.

Table 9.6.23-1: Child resources of <statsConfig> resource

	Child Resources of <statsConfig>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<eventConfig>
	0..n
	See clause 9.6.24. This resource configures an event for statistics collection.

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <statsConfig> resource shall contain the attributes specified in table 9.6.23-2.

Table 9.6.23-2: Attributes of <statsConfig> resource

	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 

	creationTime
	1
	RO
	See clause 9.6.1.3 

	expirationTime
	1
	RW
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	RO
	 See clause 9.6.1.3.


9.6.24
Resource Type eventConfig

<eventConfig> sub-resource shall be used to define events that trigger statistics collection. Below are some examples of events that can be generated:

· Collection based on a certain operation: collects any RETRIEVE operations on the data (i.e. resources) stored in the IN-CSE.

· Collection based on storage size: collects the size of storage when a "Content Sharing Resource" stored in the IN-CSE exceeds a quota.

· Combined configuration: collects all RETRIEVE operations on the data stored in the IN-CSE during a period of time.



The <eventConfig> resource shall contain the child resource specified in table 9.6.24-1.

Table 9.6.24-1: Child resources of <eventConfig> resource

	Child Resources of <eventConfig>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where this type of resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <eventConfig> resource shall contain the attributes specified in table 9.6.24-2.

Table 9.6.24-2: Attributes of <eventConfig> resource

	Attributes of <eventConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	RO
	 See clause 9.6.1.3.

	eventID
	1
	RO
	This attribute uniquely identifies the event to be collected for statistics for AEs.

	eventType
	1
	RW
	This attribute indicates the type of the event: timer based, data operation, or storage based. 

	eventStart
	0..1
	RW
	This attribute indicates the start time of the event.

	eventEnd
	0..1
	RW
	This attribute indicates the end time of the event

	operationType
	0..1 (L)
	RW
	This attribute defines the type of the operation to be collected by statistics, such as CREATE, RETRIEVE. 

	dataSize
	0..1
	RW
	This attribute defines the data size that will trigger a storage based event. For <container> and <timeSeries>  currentByteSize is compared. For <contentInstance>, <flexContainer>, <timeSeriesInstance> contentSize is compared. An event is triggered when the compared data size exceeds dataSize size. 

	eventResourceTypes
	0..1 (L)
	RW
	This attribute indicates the list of resource types for which an event is to be captured and reported. This could be used to differentiate the same operation on different types of resources that triggers the charging activity. If this attribute is specified then eventResourceIDs shall not be specified.

	eventResourceIDs
	0..1 (L)
	RW
	This attribute indicates the list of resourceIDs for which the event is to be captured and reported. Whenever an operation is performed on the resourceIDs in this list, an event will be recorded provided other event criterias are met such as eventResourceType, locationRestriction and the event information based on the type of event. If this attribute is specified then eventResourceTypes shall not be specified.


9.6.25
Resource Type statsCollect
The <statsCollect> resource shall be used to collect information for AEs using the <eventConfig> resource as the triggers in the IN-CSE. Multiple triggers can be established at IN-CSE for the same AE. Each trigger may be activated or de-activated independently of others. The <statsCollect> resource shall be located directly under <CSEBase> of IN‑CSE.



The <statsCollect> resource shall contain the child resource specified in table 9.6.25-1.

Table 9.6.25-1: Child resources of <statsCollect> resource

	Child Resources of <statsCollect>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <statsCollect> resource shall contain the attributes specified in table 9.6.25-2.

Table 9.6.25-2: Attributes of <statsCollect> resource

	Attributes of <statsCollect>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	RO
	See clause 9.6.1.3.

	statsCollectID
	1
	RO
	This is the unique ID to identify a specific statistics collection scenario. It is created by the IN-CSE when the <statsCollect> resource is first created.

	collectingEntityID
	1
	WO
	This is the unique ID of the entity that requests the collection of statistics. For example, it can be an AE-ID or CSE-ID.

	collectedEntityID
	0..1(L)
	WO
	This is the list of unique ID of the entities whose request triggered the configured event for statistics collection. For example,each ID can be an AE-ID or IN-CSE-ID.

If no specific value is provided for this attribute, the IN-CSE interprets it as "any entity".

	statsRuleStatus
	1
	RW
	This attribute indicates whether the rule is "active" or "inactive".

	statModel
	1
	RW
	This attribute indicates the collection model, such as "Subscriber based", "event based", etc.

	collectPeriod
	0..1
	RW
	Expresses time periods defined by second, minute, hour day of month, month, and year. Supports repeating periods, and wildcards expressed as a list.

	eventID
	0..1
	RW
	This attribute refers to the <eventConfig> resource that defines the events that can be collected by the IN-CSE. It is mandatory if the statModel attribute is set to "event based".


9.6.26
Resource Announcement

9.6.26.1
Overview

A resource can be announced to one or more remote CSEs to inform the remote CSEs of the existence of the original resource. An announced resource can have a limited set of attributes and a limited set of child resources from the original resource. The announced resource includes a link to the original resource hosted by the original resource‑Hosting CSE.

In case that the original resource is deleted, all announced resources for the original resource shall be deleted, except for <AEAnnc> resources that were created during the registration of an AE with AE-ID-Stem starting with "S", which shall not be deleted. If the announced resource is not deleted promptly (e.g. the announced resource is not reachable), the announced resource can be deleted later either by the original resource Hosting CSE or by the expiration of the announced resource itself. The original resource shall store the list of links for the announced resources for those purposes.

Synchronization between the attributes announced by the original resource and the announced resource shall be the responsibility of the original resource Hosting CSE. There shall not be any synchronization for children created at the original resource and the announced resource. The access control policy for the announced resource shall synchronize with the one from the original resource. In case that the attribute accessControlPolicyIDs is not present in the original resource it is the responsibility of the original resource Hosting CSE to choose the appropriate value depending on the policy for the original resource (e.g. take the parent accessControlPolicyIDs value).

The original resource shall have at least announceTo attribute present if the resource itself has been announced. If any of the Optional Announced (OA) attributes are also announced, then announcedAttribute attribute shall also be present. An AE or other CSE can request the original resource Hosting CSE for announcing the original resource to the list of CSE‑IDs or the address(es) listed in the announceTo attribute in the announcing request. An Update to the announceTo attribute will trigger new resource announcement(s) or the de-announcement(s) of the announced resource. After a successful announcement procedure the attribute announceTo contains only the list of address(es) of the announced resources.

In order to announce an attribute marked as OA (see clause 9.5.1.1), the attribute shall be included in the announcedAttribute attribute list at the original resource. The attributes included in the announcedAttribute attribute are announced to the announced resource. On successful announcement of the resource, such attributes shall be created at the announced resource; otherwise they shall not be present in the announced resource. Update to the announcedAttribute attribute in the original resource will trigger new attribute announcement or the de-announcement of the announced attribute(s). The announced attributes shall have the same value as the original resource, and synchronization between the value of the announced attributes at the original resource and the announced resource is the responsibility of the original resource Hosting CSE.

An announced resource may have child resources. In general, a child resource of an announced resource shall be of one of the resource types that are specified as possible child resource types for the original resource or of one of their associate announced resource types. However, for specific announced resource types, specific exceptions apply regarding which child resource types can occur. The details on which shild resources are specified for each announced resource type are summarized in Table 9.6.26.1-1.

Child resources of the original resource can be announced independently as needed. In this case, the child resources at the announced resource shall be of the child resource’s associated announced type. When a child resource at the announced resource is created locally at the remote CSE, the child resource shall be of ordinary – i.e. not-announced – child resource type.

When a Hosting CSE of an original resource is initiating an announcement, it shall first check if the parent resource of the original resource has already been announced at the announcement target CSE. If that is the case, the announced resource shall be created as a child resource of that already announced representation of the parent resource. If that is not the case the Hosting CSE shall next check if it is registered to the announcement target CSE. If that is the case, the announced resource shall be created as a child of the <remoteCSE> resource representing the Hosting CSE of the original resource and hosted by the announcement target CSE. If that is not the case, the Hosting CSE shall announce itself to the announcement target CSE by creating a <remoteCSEAnnc> resource as a child of the <CSEBase> representing the announcement target CSE. The announced resource shall then be created as a child resource of the <remoteCSEAnnc> resource. 

When a Hosting CSE of an original resource is initiating an announcement, the From parameter of the announce request shall contain either a SP-relative-CSE-ID of the Hosting CSE of the original resource if the announcement target CSE resides in the same SP domain or an Absolute-CSE-ID of the Hosting CSE of the original resource if the announcement target CSE resides in a different SP domain.  

Note, parent child relationship of <remoteCSEAnnc> and the <CSEBase> resource of the announcement target CSE does not necessarily reflect the topology of the Hosting CSE of the original resource and the announcement target CSE.
If an attribute is marked as RO and also marked as MA or OA, then only the attribute of the original resource shall be interpreted as RO. The corresponding attribute of the announced resource shall be always writable to the original resource hosting CSE to allow it to properly announce and de-announce the attribute and keep the announced attribute synchronized with the original one. Only the original resource Hosting CSE shall be allowed to update and delete the announced attribute which is created by the original resource Hosting CSE.
Table 9.6.26.1-1: Announced Resource Types

	Announced Resource Type
	Short Description
	Child Resource Types
	Clause

	accessControlPolicyAnnc
	Announced variant of accessControlPolicy
	subscription
	9.6.2

	AEAnnc
	Announced variant of AE
	subscription,

container,

containerAnnc, flexContainer,

flexContainerAnnc,
group,

groupAnnc,

accessControlPolicy,

accessControlPolicyAnnc
semanticDescriptor,

semanticDescriptorAnnc,
timeSeries,

timeSeriesAnnc
	9.6.5

	containerAnnc
	Announced variant of container
	container,

containerAnnc, flexContainer,

flexContainerAnnc,
contentInstance,

contentInstanceAnnc,

subscription,
semanticDescriptor,

semanticDescriptorAnnc,

timeSeries,

timeSeriesAnnc
	9.6.6

	contentInstanceAnnc
	Announced variant of contentInstance
	 semanticDescriptor,

semanticDescriptorAnnc
	9.6.7

	flexContainerAnnc
	Announced variant of flexContainer
	container,

containerAnnc,

flexContainer,

flexContainerAnnc,
subscription,
semanticDescriptor,

semanticDescriptorAnnc,

timeSeries,

timeSeriesAnnc
	9.6.35

	groupAnnc
	Announced variant of group
	subscription,

semanticDescriptor,

semanticDescriptorAnnc
	9.6.13

	locationPolicyAnnc
	Announced variant of locationPolicy
	None specified
	9.6.10

	mgmtObjAnnc
	Announced variant of mgmtObj
	subscription
	9.6.15

	nodeAnnc
	Announced variant of node
	mgmtObjAnnc,

subscription, semanticDescriptor,

semanticDescriptorAnnc,
scheduleAnnc

	9.6.18

	remoteCSEAnnc
	Announced variant of remoteCSE
	container,

containerAnnc, lexContainer,

flexContainerAnnc,
group,

groupAnnc,

accessControlPolicy,

accessControlPolicyAnnc,

subscription,

scheduleAnnc,
timeSeries,

timeSeriesAnnc,

remoteCSEAnnc,

nodeAnnc, 
AEAnnc,

locationPolicyAnnc
	9.6.4

	scheduleAnnc
	Announced variant of schedule
	None specified
	9.6.9

	semanticDescriptorAnnc
	Announced variant of semanticDescriptor
	Subscription
	9.6.30

	timeSeriesAnnc
	Announced variant of timeSeries
	timeSeriesInstance,
timeSeriesInstanceAnnc,
subscription, 
semanticDescriptor,
semanticDescrptorAnnc
	9.6.36

	timeSeriesInstanceAnnc
	Announced variant of timeSetriesInstance
	None specified
	9.6.37


9.6.26.2
Universal Attributes for Announced Resources

Table 9.6.26.2-1 lists the universal attributes for the announced resources. If an attribute is marked "NA" in the original resource type or it is marked "OA" and is not provided by the Originator, then the value for the corresponding attribute in the announced resource is provided by the <remote CSE> resource.

Table 9.6.26.2-1: Universal Attributes for Announced Resources

	Attributes Name
	Mandatory /Optional
	Description

	resourceType
	Mandatory
	Resource Type. 

As specified in clause 9.2, a suffix of "Annc" to the name of the original resource type shall be used to indicate the name for the associated announced resource type.

	resourceID
	Mandatory
	Identifies the resource at the remote CSE

	resourceName
	Mandatory
	See clause 9.6.1.3 for information on this attribute

	parentID
	Mandatory
	Identifies the parent resource at the remote CSE.

	creationTime
	Mandatory
	See clause 9.6.1.3 for information on this attribute.

	lastModifiedTime
	Mandatory
	See clause 9.6.1.3 for information on this attribute.

	expirationTime
	Mandatory
	See clause 9.6.1.3.2 for information on this attribute.

This attribute cannot exceed the value received from the original resource but it can be overridden by the policies of the remote CSE hosting the announced resource.

	link
	Mandatory
	Provides the URI to the original resource.


9.6.26.3
Common Attributes for Announced Resources

Table 9.6.26.3-1 lists the common attributes for the announced resources. 

Table 9.6.26.3-1: Commonly Used Attributes for Announced Resources

	Attribute Name
	Mandatory /Optional
	Description

	accessControlPolicyIDs
	Conditionally Mandatory
	The list of identifiers (either an ID or a URI) of an <accessControlPolicy> resource announced by the original resource See clause 9.6.1.3.2 for further information on this attribute. 

If this attribute was not present in the original resource, the original resource shall include this attribute by providing the accessControlPolicyIDs from the original resource's parent resource or from the local policy according at the original resource.

	stateTag
	Conditionally Mandatory
	An incremental counter of modification on the resource.
See clause 9.6.1.3.2 for information on this attribute.

	labels
	Conditionally Mandatory
	Tokens used as keys for discovering resources as announced by the original resource. See clause 9.6.1.3 for further information on this attribute.
The attribute is conditionally mandatory, which means that the attribute shall exist in the announced resource if it is present in the original resource.

	status
	Optional
	Only optional for announced <AE> resource. Denotes status of the announced AE registration. If ACTIVE, the announced <AE> resource and all its child resources may be discoverable. If INACTIVE, the announced <AE> registration and all its child resources shall not be discoverable. 

The attribute is conditionally mandatory, which means that the attribute shall exist in the announced resource if it is present in the original resource.


9.6.27
Resource Type latest

The <latest> resource is a virtual resource because it does not have a representation. It is the child resource of a <container> and a <timeSeries> resource. When a request addresses the <latest> resource, the Hosting CSE shall apply the request to the latest <contentInstance> or <timeSeriesInstance> resource among all existing <contentInstance> or <timeSeriesInstance> resources of the <container> or <timeSeries> resource.

The <latest> resource inherits access control policies that apply to the parent resource.

9.6.28
Resource Type oldest
The <oldest> resource is a virtual resource because it does not have a representation. It is the child resource of a <container> and a <timeSeries> resource. When a request addresses the <oldest> resource, the Hosting CSE shall apply the request to the oldest <contentInstance> or <timeSeriesInstance> resource among all existing <contentInstance> or <timeSeriesInstance> resources of the <container> or <timeSeries> resource.

The <oldest> resource inherits access control policies that apply to the parent resource.

9.6.29
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule that defines allowed Role-ID, App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE and is only stored on IN-CSE. The rule in a <serviceSubscribedAppRule> resource shall apply for CSEs for which the associated <serviceSubscribeNode> resource is linked with the <serviceSubscribedAppRule> via the ruleLinks attribute of the <serviceSubscribedNode> resource. The rule contained in a <serviceSubscribedAppRule> resource defines a mapping between: 

a) one or more Credential-ID(s); and

b) combinations of one or more Role-ID(s), one or more App-ID(s) and one or more AE-ID(s) which are allowed to be used for registering AE(s) that issued a registration request via a Security Association established with the credentials associated with the Credential-ID(s) listed in (a).

When applications shall be allowed in situations where no Security Association has been established prior to issuing the registration request, the Credential-ID 'None' shall be used in the rule.

The parent resource of a <serviceSubscribedAppRule> resource is the <CSEBase> resource of the IN-CSE hosting the <serviceSubscribedNode> resource(s) that point to the <serviceSubscribedAppRule> resource.




The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.29-1.

Table 9.6.29-1: Child resources of <serviceSubscribedAppRule> resource

	Child Resources of <serviceSubscribedAppRule>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.

Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	applicableCredIDs
	1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [오류! 참조 원본을 찾을 수 없습니다.], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or 'None' for not authenticated case. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [오류! 참조 원본을 찾을 수 없습니다.] associated with credentialID stored in the attribute applicableCredID. This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any App-ID that starts with 'C123' and ends with 'X') to define sets or ranges of App-IDs.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.

	allowedRole-IDs
	0..1(L)
	RW
	List of Role-IDs that shall be considered to be allowed in Request operations.


9.6.30
Resource Type semanticDescriptor
The <semanticDescriptor> resource is used to store a semantic description pertaining to a resource and potentially sub-resources. Such a description may be provided according to ontologies. The semantic information is used by the semantic functionalities of the oneM2M system and is also available to applications or CSEs. [오류! 참조 원본을 찾을 수 없습니다.] provides an informative example of a descriptor attribute.




The <semanticDescriptor> resource shall contain the child resources specified in table 9.6.30-1.

Table 9.6.30-1: Child resources of <semanticDescriptor> resource

	Child Resources of <semanticDescriptor>
	Child Resource Type
	Multiplicity
	Description
	<semanticDescriptorAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.
	<subscription>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <semanticDescriptor> resource shall contain the attributes specified in table 9.6.23-2.

Table 9.6.30-2: Attributes of <semanticDescriptor> resource

	Attributes of <semanticDescriptor>
	Multiplicity
	RW/

RO/

WO
	Description
	<semanticDescriptorAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	descriptorRepresentation
	1
	RW
	Indicates the type used for the serialization of the descriptor attribute, e.g. RDF serialized in XML.
	OA

	semanticOpExec
	0..1
	RW
	This attribute cannot be retrieved. Contains a SPARQL query request for execution of semantic operations on the descriptor attribute e.g. SPARQL update as described in [3].
	NA

	descriptor
	1
	RW
	Stores a semantic description pertaining to a resource and potentially sub-resources. Such a description shall be according to subject-predicate-object triples as defined in the RDF graph-based data model [오류! 참조 원본을 찾을 수 없습니다.]. The encoding of the RDF triples used in oneM2M is defined in oneM2M TS-0004 [3]. The elements of such triples may be provided according to ontologies. Examples of such descriptors in RDF can be found in [오류! 참조 원본을 찾을 수 없습니다.].
	OA

	ontologyRef
	0..1
	WO
	A reference (URI) of the ontology used to represent the information that is stored in the descriptor attribute. If this attribute is not present, the ontologyRef from the parent resource is used if present.
	OA

	relatedSemantics
	0..1(L)
	WO
	List of resource identifiers containing related semantic information to be used in processing semantic queries. The esource identifiers may reference either a <group> resource or <semanticDescriptor> resources and <contentInstance> resources with semantic information in their content attributes as indicated by their contentInfo attribute. In the latter case, the resource identifier may reference a <latest> resource representing the most recent <contentInstance> in a container..
	OA

	semanticValidated
	0..1
	RO
	A Boolean value representing the validation result of the triples in the descriptor attribute. The validation is against the referenced ontology as pointed by the ontologyRef attribute as well as other associated <semanticDescriptor> resources (and their referenced ontologies) linked by relatedSemantics attribute and triples in the descriptor attribute.
	OA

	validationEnable
	0..1
	RW
	A Boolean value indicating whether the triples in the descriptor attribute needs to be validated by the hosting CSE.

Note: the hosting CSE may override this value according to local policy to enforce or disable semantic validation despite the suggested value from the issuer. 
	OA


9.6.31
Resource Type notificationTargetMgmtPolicyRef
The <notificationTargetMgmtPolicyRef> resource is a child resource of a <subscription> resource and lists a reference to the policy to be followed by the hosting CSE for every Target Notification of a subscription. The policy is applied by the hosting CSE when it receives a request to stop receiving a notification from a Target Notification. If no policy is defined for the Target Notification, then the hosting CSE shall apply the default policy. The default policy is either created by the subscription originator or the hosting CSE shall have a system created default one to apply. The system created default policy shall be configurable by the M2M Service Provider.



Table 9.6.31-1: Child resources of <notificationTargetMgmtPolicyRef> resource

	Child Resources of <notificationTargetMgmtPolicyRef>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


Table 9.6.31-2: Attributes of <notificationTargetMgmtPolicyRef> resource

	Attributes of <notificationTargetMgmtPolicyRef>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	notificationTargetURI
	1 (L)
	RW
	address(es) of the resource subscriber receiving a notification.The notificationTarget URI shall be listed in the notificationURI attribute of the parent <subscription> resource, otherwise the default Notification Target policy shall apply.

	notificationlPolicyID
	0..1
	RW
	A link to the  <notificationTargetPolicy> resource applicable to the notificationTargetURI. If none is specified than the default policy shall apply to the targetNotificationURI. See clause 9.6.32 for an explanation of the <notificationTargetPolicy> resource.


9.6.32
Resource Type notificationTargetPolicy
The <notificationTargetPolicy> resource is a child resource of <CSEBase> resource and lists the policies to be applied by the hosting CSE. A policy has a rules(s), representd by the <policyDeletionRules> and an action. The action is applied when the rules in the policy are fulfilled.

Rules are grouped in 2 groups to support a combination of rules for flexbiblilty e.g. ((rule 1 AND rule 2) OR rule 3). A maximum of two groups of <policyDeletionRules> can be defined. The relationship to be applied between the 2 groups (AND/OR) shall be defined in the ruleRelationShip attribute. If no rules are defined for a <notificationTargetPolicy> then the action is executed.
Each policy has the policyLabel which can take any form. There shall be at minimum a single notificationTargetPolicy which can be defined by the subscription originator with the label "default" to be applied when no specific policy is defined for a Target Notification. If a default policy is required and none is defined by the subscription originator then the syetem defined default policy shall be applied.



Table 9.6.32-1: Child resources of <notificationTargetPolicy> resource

	Child Resources of <notificationTargetPolicy>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<policyDeletionRules>
	0..2
	Groups listing the rules that apply to this policy and that needs to be fulfilled for the listed action to take place, Only two groups of rules shall be supported. See clause 9.6.33

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


Table 9.6.32-2: Attributes of <notificationTargetPolicy> resource

	Attributes of <notificationTargetPolicy>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	RO
	 See clause 9.6.1.3.

	action
	1
	RW
	Defines the action to be performed if the groups of rules are fulfilled.

The action includes one of the following; accept request, reject request, seek authorization from subscription originator before responding, or inform the subscription originator without taking any action.

	policyLabel
	1
	RW
	At minimum a default policy shall be specified. The policyLabel "Default" shall be used in this case.

	rulesRelationship
	0..1
	RW
	Shall be either AND or OR This attribute is mandatory if more than one policy DeletionRule is specified.


9.6.33
Resource Type policyDeletionRules
The <policyDeletionRules> resource lists the rules to be applied by the hosting CSE during policy execution. Each <policyDeletionRules> can define any number of rules with an AND or OR relationship to be applied between them. The attribute deletionRulesRelation define the relationship between rules. It can have an AND or OR value.




Table 9.6.33-1: Child resources of <policyDeletionRules> resource

	Child Resources of <policyDeletionRules>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


Table 9.6.33-2: Attributes of <policyDeletionRules> resource

	Attributes of <policyDeletionRules>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	deletionRules
	0..1(L)
	RW
	Lists the applicable rules. The rules include at minimum ; time of the day, geaographical location of the Target Notification. Where the rule applies.

	deletionRulesRelation
	0..1
	RW
	Defines the relation to be applied between the deletionRules. This shall be either AND or OR.


9.6.34
Resource Type notificationTargetSelfReference
The <notificationTargetSelfReference> resource is a virtual resource, which does not have a representation and it is the child resource of a <subscription> resource. Whenever a Delete Request is sent to the <notificationTargetSelfReference > resource from a Notification Target which wants to remove itself from the Notification Target list (i.e. notificationURI) later, the Notifier shall act accroding to the action attribute defined in the <notificationTargetPolicy> resource which is linked from the <notificationTargetMgmtPolicyRef> resource defined for the specific notificationURI . If no specific policy is defined for the notification URI then the default policy shall apply.



9.6.35
Resource Type flexContainer
The <flexContainer> resource type is a customizable container for data instances. It is a template for the definition of flexible specializations of data containers. Like a <container> resource, specializations of this <flexContainer> resource type are used to share information with other entities and potentially to track the data. While the <container> resources includes data to be made accessible to oneM2M entities inside <contentInstance> children, a specialization of the <flexContainer> resource includes associated content directly inside the <flexContainer> by means of one or more [customAttribute] attribute(s). The attribute name and attribute data type of [customAttribute] attributes are defined explicitly for each specialization of <flexContainer>, i.e. the specific set of attribute name and type are defined in a corresponding XSD-file.

Example usage of <flexContainer>: As a specialization of <flexContainer> that includes two [customAttribute] attributes, named "temperature"(xs:float type) and "humidity"(xs:positiveInteger type) can be specified in some TS. The actual data types of [customAttribute] will be described both in the specification document or XSD file which are referred by the value of containerDefinition attribute.




The <flexContainer> resource shall contain the child resource specified in table 9.6.35-1.

Table 9.6.35-1: Child resources of <flexContainer> resource

	Child Resources of <flexContainer>
	Child Resource Type
	Multiplicity
	Description
	<flexContainerAnnc> Child Resource Type

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container>

<containerAnnc>

	[variable]
	<flexContainer>
	0..n
	<flexContainer> resource can include any of its specializations as child resource
	<flexContainer>

<flexContainerAnnc>

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>,
<timeSeriesAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <flexContainer> resource shall contain the attributes specified in table 9.6.35-2.

Table 9.6.35-2: Attributes of <flexContainer> resource

	Attributes of 
<flexContainer>
	Multiplicity
	RW/

RO/

WO
	Description
	<flexContainerAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	0..1 (note)
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	0..1
(note)
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	0..1
(note)
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
This stateTag attribute value shall be incremented when a <container> or [flexContainer] child resource is created or deleted. This works same as the stateTag attribute update on a <container> resource at a <contentInstance> resource creation or deletion.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	 See clause 9.6.1.3.
	NA

	containerDefinition
	1
	WO
	This contains an identifier reference (URI) to the <flexContainer> schema definition which shall be used by the CSE to validate the syntax of the <flexContainer> resource.

This URI may refer to one of the oneM2M <flexContainer> defintions specified in the following documents:

· Generic Interworking [오류! 참조 원본을 찾을 수 없습니다.]]
· AllJoyn Interworking [7];
· Home Domain Information Model [8]
A list of oneM2M <flexContainer> defintions is also provided in clause 9.6.1.2.2 [3].
Other URI for other <flexContainer> definitions may be specified.
	MA

	ontologyRef
	0..1
	RW
	A reference (URI) of the ontology used to represent the information that is stored in the present <flexContainer> resource.
	OA

	contentSize
	1
	RO
	Sum of the size in bytes of all of the custom attributes.
	OA

	[customAttribute]
	0..n
	RW
	Specialization-specific attribute(s). Name and data type defined in each specialization of <flexContainer> resource.
	OA

	NOTE:
When an instance of <flexContainer> is a child of a <flexContainer> resource, these attributes can be optional. Their presence is determined by the respective definition referred to by the containerDefinition attribute.


9.6.36
Resource Type timeSeries
The <timeSeries> resource represents a container for Time Series Data instances. It is used to share information with other entities and potentially to track, detect and report the missing data in Time Series. A <timeSeries> resource has no associated content. It has only attributes and child resources.



Table 9.6.36-1:Child resources of <timeSeries> resource

	Child Resources of <timeSeries>
	Child Resource Type
	Multiplicity
	Description
	<timeSeriesAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<timeSeriesInstance>
	0..n
	See clause 9.6.37
	<timeSeriesInstance>,
<timeSeriesInstanceAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	la
	<latest>
	1
	See clause 9.6.27
	None

	ol
	<oldest>
	1
	See clause 9.6.28
	None

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <timeSeries> resource shall contain the attributes specified in table 9.6.36-2.

Table 9.6.36-2: Attributes of <timeSeries> resource

	Attributes of 
<timeSeries>
	Multiplicity
	RW/

RO/

WO
	Description
	<timeSeriesAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	1
	RO
	 See clause 9.6.1.3.
	NA

	maxNrOfInstances
	0..1
	RW
	Maximum number of direct child <timeSeriesInstance> resources in the <timeSeries> resource.
	OA

	maxByteSize
	0..1
	RW
	Maximum size in bytes of data that is allocated for the <timeSeriesInstance> resource for all direct child<timeSeriesInstance> resources.
	OA

	 maxInstanceAge
	0..1
	RW
	Maximum age of a direct child <timeSeriesInstance> resource in the <timeSeries> resource. The value is expressed in seconds.
	OA

	currentNrOfnstances
	1
	RO
	 Current number of direct child <timeSeriesInstance> resource in the <timeSeries> resource. It is limited by the maxNrOfInstances. The currentNrOfInstances attribute of the <timeSeries> resource shall be updated on successful creation or deletion of direct child  < timeSeriesInstance > resource of  <timeSeries > resource.
	OA

	currentByteSize
	1
	RO
	Current size in bytes of data stored in all direct child <timeSeriesInstance> resources of a <timeSeries> resource. It is limited by the maxByteSize. The currentByteSize attribute of the <timeSeries> resource shall be updated on successful creation or deletion of direct child  < timeSeriesInstance > resource of  <timeSeries > resource.
	OA

	periodicInterval
	0..1
	WO
	If the Time Sereis Data is periodic, this attribute shall contain the expected amount of time between two instances of Time Series Data.
	OA

	missingDataDetect
	0..1
	WO
	Indicates whether the Receiver shall detect the missing Time Series Data if it is periodic.
	NA

	ontologyRef
	0..1
	RW
	A reference (URI) of the ontology used to represent the information that is stored in the child <timeSeriesInstance> resources of the present <timeSeriesData> resource (see note).
	OA

	missingDataMaxNr
	0..1
	RW
	Maximum number of entries in the missingDataList if the periodicInterval is set and the missingDataDetect is TRUE.
	OA

	missingDataList
	0..1(L)
	RO
	The list of the dataGenerationTime value representing the missing Time Series Data in descending order by time if the periodicInterval is set and the missingDataDetect is TRUE.
	OA

	missingDataCurrentNr
	0..1
	RO
	Current number of the missing Time Series Data in the missingDataList.
	OA

	missingDataDetectTimer
	0..1
	RW
	The missingDataDetectTimer after which a missing Time Series Data shall be considered lost by the hosting CSE. Note that the setting of this value may not apply in certain transports such as TCP, and as such the hosting CSE may reject proposed values or suggest different values.
	OA

	contentInfo
	0..1
	WO
	This attribute contains information to understand the contents of the content attribute of <timeSeriesInstance>. It shall be composed of two mandatory components consisting of an Internet Media Type (as defined in the IETF RFC 6838) and an encoding type.  In addition, an optional content security component may also be included. The format of this attribute is defined  in oneM2M TS‑0004 [오류! 참조 원본을 찾을 수 없습니다.].
This attribute should be used to represent the content information of the content attribute of child <timeSeriesInstance> resources so that AEs can understand the content.
	OA

	NOTE:
The access to this URI is out of scope of oneM2M.


9.6.37
Resource Type timeSeriesInstance
The <timeSeriesInstance> resource represents a data instance in the <timeSeries> resource. The <timeSeriesInstance> resource shall not be modified once created. An AE shall be able to delete a <timeSeriesInstance> resource explicitly or it may be deleted by the platform based on policies. If the platform has policies for <timeSeriesInstance> retention, these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge attributes in the <timeSeries> resource. If multiple policies are in effect, the strictest policy shall apply. The <timeSeriesInstance> resource inherits the same access control policies of the parent <timeSeries> resource, and does not have its own accessControlPolicyIDs attribute.



Table 9.6.37-1:Child resources of <timeSeriesInstance> resource

	Child Resources of <timeSeriesInstance>
	Child Resource Type
	Multiplicity
	Description
	<timeSeriesInstanceAnnc> Child Resource Types

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The < timeSeriesInstance> resource shall contain the attributes specified in table 9.6.37-2.

Table 9.6.37-2: Attributes of <timeSeriesInstance> resource

	Attributes of <timeSeriesInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<timeSeriesInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	WO
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	WO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	dataGenerationTime 
	1 
	WO 
	This attribute contains the time when the data was generated by the AE/CSE.
	OA 

	content
	1 
	WO 
	This attribute contains the data generated by the AE/CSE.
	OA 

	contentSize
	1
	RO
	Size in bytes of the content attribute.
	OA

	sequenceNr
	0..1
	WO 
	This attribute contains the data sequence number generated by the AE/CSE 
	OA


9.6.38
Resource Type role
The <role> resource represents a role that is assigned to an AE or CSE.



The <role> resource shall contain the child resources specified in table 9.6.38-1.

Table 9.6.38-1: Child resources of <role> resource

	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <role> resource shall contain the attributes specified in table 9.6.38-2.

Table 9.6.38-2: Attributes of <role> resource

	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	roleID
	1
	WO
	The identifier of the role.

	issuer
	1
	WO
	The identifier of the entity that is responsible for assigning the role to the AE or CSE.

	holder
	1
	WO
	The identifier of the AE or CSE that the role is assigned

	notBefore
	1
	WO
	Start time of the role can be used for access control.

	notAfter
	1
	WO
	End time of the role can be used for access control.

	roleName
	0..1
	WO
	Human readable name of the <role>.

	tokenLink
	0..1
	RW
	This attribute contains a reference to a token in which this role assignment is described.


9.6.39
Resource Type token
The <token> resource is used for storing a token that is issued to an AE or CSE. Details of the token may also be stored here in plaintext.



The <token> resource shall contain the child resources specified in table 9.6.39-1.

Table 9.6.39-1: Child resources of <token> resource

	Child Resources of <token>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transcaction>
	0..n
	See clause 9.6.48


The <token> resource shall contain the attributes specified in table 9.6.39-2.

Table 9.6.39-2: Attributes of <token> resource

	Attributes of <token>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	tokenID
	1
	WO
	The identifier of the token.

	tokenObject
	1
	WO
	Used to store the token. See clause TS-0003 [2] for further details of a token.

	version
	0..1
	WO
	Version of the token.

	issuer
	0..1
	WO
	The identifier of the entity that is responsible for issuing the token to the AE or CSE.

	audience
	0..1 (L)
	WO
	List of identifiers of the CSEs expected to accept the token.

	holder
	0..1
	WO
	The identifier of the AE or CSE to which the token is issued.

	notBefore
	1
	WO
	Start time of the token can be used for access control.

	notAfter
	0..1
	WO
	End time of the token can be used for access control.

	tokenName
	0..1
	WO
	Human readable name of the <token>..

	permissions
	0..1 (L)
	WO
	List of token permissions associated with the token. The structure of token permission is specified in the table 9.6.39-3.

	extension
	0..1
	WO
	Extension information held by the token, e.g. application-specific information.


The structure of token permission is specified in the table 9.6.39-3.

Table 9.6.39-3: Structure of token permission

	Element
	Multiplicity
	Description
	Note

	resourceIDs
	0..1
	The resources to which this permission applies. If the privileges element is present, then this element shall be present.
	

	privileges
	0..1
	A set of access control rules applicable to the identified resources (for the identified holder)
	At least one of these must
 be present.

	roleIDs
	0..1
	A set of role IDs applicable to the identified resources (for the identified holder)
	


9.6.40
Resource Type dynamicAuthorizationConsultation
The < dynamicAuthorizationConsultation> resource shall be used by a CSE to perform consultation-based dynamic access control to resources as specified in the present document and in oneM2M TS-0003 [오류! 참조 원본을 찾을 수 없습니다.].

The <dynamicAuthorizationConsultation> resource is comprised of configuration information that a resource Hosting CSE may use to determine whether or not to initiate a consultation-based dynamic authorization request.

For a resource that is not of <dynamicAuthorizationConsultation> resource type, the common attribute dynamicAuthorizationConsultationIDs for such resources (defined in table 9.6.1.3.2-1) may contain a list of identifiers which link that resource to <dynamicAuthorizationConsultation> resources.




The <dynamicAuthorizationConsultation> resource shall contain the child resources specified in table 9.6.40-1.

Table 9.6.40-1: Child resources of <dynamicAuthorizationConsultation> resource

	Child Resources of <dynamicAuthorizationConsultation>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transcaction>
	0..n
	See clause 9.6.48


The <dynamicAuthorizationConsultation> resource shall contain the attributes specified in table 9.6.40-2.

Table 9.6.40-2: Attributes of <dynamicAuthorizationConsultation> resource

	Attributes of <dynamicAuthorizationConsultation>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.


If no accessControlPolicyIDs value is configured, the accesControlPoliyIDs of the parent resource shall be applied for privilege checking.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationEnabled
	1
	RW
	Controls whether consultation-based dynamic authorization is enabled or disabled. If disabled, Hosting CSE shall NOT initiate consultation-based dynamic authorization. Valid values are "TRUE" or "FALSE".

	dynamicAuthorizationPoA
	1 (L)
	RW
	A list of contact URIs of supporting consultation-based dynamic authorization.

	dynamicAuthorizationLifetime
	0..1
	RW
	The preferred lifetime of dynamic access control privileges that CSE shall specifiy as a parameter when issuing a consultation-based dynamic authorization request. 


9.6.41 
Resource Type authorizationDecision
An <authorizationDecision> resource represents an access control decision point that is responsible for making access control decisions. <authorizationDecision> resources are the child resources of a <CSEBase> resource. When an UPDATE request addresses an <authorizationDecision> resource, the Hosting CSE may act as a Policy Decision Point (PDP) that is defined in TS-0003 [2]. The PDP shall make an access control decision according to the access control policies and provide the access control decision in the response of the request. 
The resource specific attributes of <authorizationDecision> resource type are classed into two categories according to their usage. The decision and status attributes are used for describing an access control decision responses and the others are used for describing access control decision requests. 
An access control decision request shall be provided to a PDP through an UPDATE operation on an <authorizationDecision> resource that represents the PDP, and the updated resource attributes shall be the attributes used for describing access control decision request parameters. The mandatory and optional parameters used for describing an access control decision request are specified in oneM2M TS-0003 [2]. When an UPDATE request that represents a valid access control decision request addresses an <authorizationDecision> resource, the PDP procedure bound to the <authorizationDecision> resource shall be triggered. The PDP procedure shall make an access control decision and then update the decision and/or status attributes. The decision and/or status attributes that represents an access control decision response shall be returned to the requester in the UPDATE response. An UPDATE request that does not represent a valid access control decision request shall not trigger the bound PDP procedure.  Before triggering a PDP procedure, accessing an <authorizationDecision> resource is governed by the access control policies assigned to this resource.
For the lifecycle management of <authorizationDecision> resources, see M2M TS-0003 [2].



The <authorizationDecision> resource shall contain the child resources specified in table 9.6.41-1.

Table 9.6.41-1: Child resources of <authorizationDecision> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <authorizationDecision>  resource shall contain the attributes specified in table 9.6.41-2

Table 9.6.41-2: Attributes of <authorizationDecision> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	decision
	0..1
	RO
	Authorization decision for an access control decision request. See clause 7 in oneM2M TS-0003 [2].

	status
	0..1
	RO
	Status of an authorization evaluation process. See clause 7 in oneM2M TS-0003 [2].

	to
	0..1
	RW
	Same as the To parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	from
	0..1
	RW
	Same as the From parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	operation
	0..1
	RW
	Same as the Operation parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	requestedResourceType
	0..1
	RW
	Resource type that the Originator wants to create. See clause 7 in oneM2M TS-0003 [2].

	filterUsage
	0..1
	RW
	Same as the filterUsage parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	roleIDs
	0..1 (L)
	RW
	Same as the Role IDs parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	tokenIDs
	0..1 (L)
	RW
	Same as the Token IDs parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	tokens
	0..1 (L)
	RW
	Same as the Tokens parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	requestTime
	0..1
	RW
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock. See clause 7 in oneM2M TS-0003 [2].

	originatorLocation
	0..1
	RW
	Location information about the Originator of the request. Obtained over the Mcn reference point. See clause 7 in oneM2M TS-0003 [2].

	originatorIP
	0..1
	RW
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point. See clause 7 in oneM2M TS-0003 [2].


9.6.42 
Resource Type authorizationPolicy
An <authorizationPolicy> resource represents an access control policy retrieval point that is responsible for retrieving access control policies. <authorizationPolicy> resources are the child resources of a <CSEBase> resource. When an UPDATE request addresses an <authorizationPolicy> resource, the Hosting CSE acts as a Policy Retrieval Point (PRP) as defined in TS-0003 [2]. The PRP shall retrieve the applicable access control policies according to the access control policy request and provide the retrieved access control policies in the UPDATE response.
The resource specific attributes of <authorizationPolicy> resource type are classed into two categories according to their usage. The policies, combiningAlgorithm and status attributes are used for describing access control policy responses. The others are used for describing access control policy requests.
An access control policy request shall be provided to a PRP through an UPDATE operation on an <authorizationPolicy> resource that represents the PRP, and the updated resource attributes shall be the attributes used for describing access control policy request parameters. The mandatory and optional parameters used for describing an access control policy request are specified in oneM2M TS-0003 [2]. When an UPDATE request that represents a valid access control policy request addresses an <authorizationPolicy> resource, the PRP procedure bound to the <authorizationPolicy> resource shall be triggered. The PRP procedure shall retrieve applicable access control policies and then update the policies, combiningAlgorithm and/or status attributes. The policies, combiningAlgorithm and/or status attributes that represents an access control policies response shall be returned to the requester in the UPDATE response. An UPDATE request that does not represent a valid access control policy request shall not trigger the bound PRP procedure.  Before triggering a PRP procedure, accessing an <authorizationPolicy> resource is governed by the access control policies assigned to this resource.
For the lifecycle management of <authorizationPolicy> resources, see oneM2M TS-0003 [2].



The <authorizationPolicy> resource shall contain the child resources specified in table 9.6.42-1.

Table 9.6.42-1: Child resources of <authorizationPolicy> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <authorizationPolicy> resource shall contain the attributes specified in table 9.6.42-2

Table 9.6.42-2: Attributes of <authorizationPolicy> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	policies
	0..1 (L)
	RO
	List of access control policies for an access control policy request. Each access control policy contains a set of access control rules as specified in clause 9.6.2. See clause 7 in oneM2M TS-0003 [2].

	combiningAlgorithm
	0..1
	RO
	Algorithm used for combining multiple access control policies. See clause 7 in oneM2M TS-0003 [2].

	status
	0..1
	RO
	Status of retrieving access control policies. See clause 7 in oneM2M TS-0003 [2].

	to
	0..1
	RW
	Same as the To parameter in the access control decision request. See clause 7 in oneM2M TS-0003 [2].


9.6.43 
Resource Type authorizationInformation
The <authorizationInformation> resource represents an access control information retrieval point that is responsible for retrieving access control information. <authorizationInformation> resources are the child resources of a <CSEBase> resource. When an UPDATE request addresses an <authorizationInformation> resource, the Hosting CSE acts as a Policy Information Point (PIP) as defined in TS-0003 [2]. The PIP shall retrieve the required access control information according to the access control information request and provide the access control information in the UPDATE response.
The resource specific attributes and child resources of <authorizationInformation> resource type are classed into two categories according to their usage. The <role> and <token> resources and status attribute are used for describing access control information responses. The others are used for describing access control information requests.
An access control information request shall be provided to a PIP through an UPDATE operation on an <authorizationInformation> resource that represents the PIP, and the updated resource attributes shall be the attributes used for describing access control information request parameters. The mandatory and optional parameters used for describing an access control information request are specified in oneM2M TS-0003 [2]. When an UPDATE request that represents a valid access control information request addresses an <authorizationInformation> resource, the PIP procedure bound to the <authorizationInformation> resource shall be triggered. The PIP procedure shall retrieve required access control information and then create corresponding <role> and/or <token> child resources and/or update status attributes. The <role> and/or <token> child resources and/or status attributes that represents an access control information response shall be returned to the requester in the UPDATE response. An UPDATE request that does not represent a valid access control information request shall not trigger the bound PIP procedure.  Before triggering a PIP procedure, accessing an <authorizationInformation> resource is governed by the access control policies assigned to this resource.
For the lifecycle management of <authorizationInformation> resources, see oneM2M TS-0003 [2].



The <authorizationInformation>  resource shall contain the child resources specified in table 9.6.43-1.

Table 9.6.43-1: Child resources of <authorizationInformation> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<role>
	0..n
	See clause 9.6.38

	[variable]
	<token>
	0..n
	See clause 9.6.39

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <authorizationInformation>  resource shall contain the attributes specified in table 9.6.43-2

Table 9.6.43-2: Attributes of <authorizationInformation> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	status
	0..1
	RO
	Status of retrieving access control information. See clause 7 in oneM2M TS-0003 [2].

	from
	0..1
	RW
	Same as the From parameter in the request. See clause 7 in oneM2M TS-0003 [2].

	roleIDs
	0..1 (L)
	RW
	Same as the Role IDs parameter in the request. See clause 7 in oneM2M TS-0003 [2].

	tokenIDs
	0..1 (L)
	RW
	Same as the Token IDs parameter in the request. See clause 7 in oneM2M TS-0003 [2].


9.6.44
Resource Type localMulticastGroup
The <localMulticastGroup> resource is used by a member hosting CSE to indicate that this CSE is a member of a multicast group. <localMulticastGroup> is created as the child resource of the <CSEBase> resource. And there may be multiple <localMulticastGroup> resources under the same <CSEBase>. 



The <localMulticastGroup>  resource shall contain the child resources specified in table 9.6.44-1.

Table 9.6.44-1: Child resources of <localMulticastGroup> resource

	Child Resources of <localMulticastGroup>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<transcaction>
	0..n
	See clause 9.6.48


The <localMulticastGroup> resource shall contain the attributes specified in table 9.6.44-2.
Table 9.6.44-2: Attributes of <localMulticastGroup> resource

	Attributes of < localMulticastGroup >
	Multiplicity
	RW/

RO/

WO
	Description
	< localMulticastGroupAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	announceTo
	0..1(L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1(L)
	RW
	See clause 9.6.1.3.
	NA

	externalGroupID
	0..1
	RW
	It is the External-Group-ID as specified in 3GPP TS23.682 [i.14] clause 4.6.3. It is the globally unique ID exposed by the underlying network that is mapped to an internally used identifier for a specific group related services.
	NA

	multicastAddress
	1
	RW
	The multicast address of the multicast group that the member hosting CSE joins.
	NA

	addressType
	1
	RW
	Indicates that the address type in multicastAddress is IPv4, IPv6 .
	NA

	multicastGroupFanoutTarget
	1
	RW
	The target of the fanout request received by the member hosting CSE.
It is a virtual identifier allocated by the group hosting CSE corresponding to the access paths (i.e. ResourceIDs that may be different) of the member resources on the member hosting CSE.
	NA

	memberList
	1(L)
	RW
	List of local member resourceIDs in the multicast group which are hosted on the same member hosting CSE.
	NA

	responseTarget
	1
	RW
	Indicates the target that the multicast member hosting CSE sends the notification to when finishing the operation in the multicast message from the group hosting CSE. The default value should be the CSE-ID of the group hosting CSE.
	NA


9.6.45
Resource Type AEContactList
An <AEContactList> resource shall contain <AEContactListPerCSE> child resources, one for each CSE that has sent a NOTIFY request to the CSE about the creation, update, or deletion of a resource that references an Application Entity resource identifier. The <AEContactList> resource shall only be created as a child of <CSEBase> in the IN-CSE.




The <AEContactList> resource shall contain the child resources specified in table 9.6. 45-2.

Table 9.6. 45-1: Child resources of <AEContactList> resource

	Child Resources of <AEContactList>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<AEContactListPerCSE>
	0..n
	See clause 9.6.46


The <AEContactList> resource shall contain the attributes specified in table 9.6.45-3.

Table 9.6.45-2: Attributes of <AEContactList> resource

	Attributes of 
< AEContactList >
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	numberImpactedCSEs
	1
	RO
	The number of Hosting CSEs that have reported that they have a reference to an Application Entity resource identifier


9.6.46
Resource Type AEContactListPerCSE
An <AEContactListPerCSE> resource shall represent information about a CSE that has resources that reference an Application Entity resource identifier (SP-relative-Resource-IDs of an AE). For example, these Application Entity resource identifiers may occur in announcement links,  notification targets, group member IDs, or in the OriginatorID list of the accessControlOriginators parameter tied to an <accessControlPolicy> resource. The <AEContactListPerCSE> resource shall only be created in the IN-CSE.




The <AEContactListPerCSE> resource shall contain the attributes specified in table 9.6.46-1.

Table 9.6.46-1: Attributes of <AEContactListPerCSE> resource

	Attributes of 
<AContactListPerCSE>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	CSE-ID
	
	RO
	The identifier of the Hosting CSE which has a reference to an Application Entity resource identify (SP-relative-Resource-ID that points to an AE).

Hosting CSEs notify the IN-CSE when they have a reference to an <AE> resource through e.g. announcements, notification targets, group member IDs, <accessControlPolicy> resource OriginatorID lists.

	AE-IDList
	0..1(L)
	RO
	List of Application Entity resource identifiers hosted on CSE with identifier CSE-ID


9.6.47
Resource Type transactionMgmt
The <transactionMgmt> resource is used to initiate and manage the atomic and consistent processing of a transaction consisting of multiple oneM2M request primitives.  



The <transactionMgmt> resource supports the child resources specified in table 9.6.47-1.

Table 9.6.47-1: Child resources of <transactionMgmt> resource

	Child Resources of <transactionMgmt>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <transactionMgmt> resource supports the attributes specified in table 9.6.47-2.

Table 9.6.47-2: Attributes of <transactionMgmt> resource

	Attributes of 
<transactionMgmt>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3

	resourceID
	1
	RO
	See clause 9.6.1.3

	resourceName
	1
	WO
	See clause 9.6.1.3

	expirationTime
	1
	WO
	See clause 9.6.1.3

	parentID
	1
	RO
	See clause 9.6.1.3

	creationTime
	1
	RO
	See clause 9.6.1.3

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3

	creator
	1
	RO
	This attribute is configured with the identifier of the entity that originated the request to create this <transactionMgmt> resource.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	transactionLockTime
	0..1
	WO
	This attribute contains timing information that the <transactionMgmt> Hosting CSE uses to configure the corresponding transactionLockTime attribute of each  <transaction> resource it creates for this transaction.  If this attribute is not set, the <transactionMgmt> Hosting CSE may configure the transactionLockTime attribute of each  <transaction> resource with a default value based on local policy.  

	transactionExecuteTime
	0..1
	WO
	This attribute contains timing information that the <transactionMgmt> Hosting CSE uses to configure the corresponding transactionExecuteTime attribute of each  <transaction> resource it creates for this transaction.  If this attribute is not set, the <transactionMgmt> Hosting CSE may configure the transactionExecuteTime attribute of each  <transaction> resource with a default value based on local policy.  

	transactionCommitTime

	0..1
	WO
	This attribute contains timing information that the <transactionMgmt> Hosting CSE use to configure the corresponding transactionCommitTime attribute of each  <transaction> resource it creates for this transaction.  If this attribute is not set, the <transactionMgmt> Hosting CSE may configure the transactionCommitTime attribute of each  <transaction> resource with a default value based on local policy.  

	transactionExpirationTime
	0..1
	WO
	This attribute contains timing information of when the transaction is set to expire.  The <transactionMgmt> Hosting CSE shall use this value to configure the expirationTime attribute of the <transaction> resources it creates.  If this attribute is not set, the <transactionMgmt> Hosting CSE may configure the expirationTime attribute of each  <transaction> resource with a default value based on local policy.  

If the transaction fails to complete before this time elapses, the <transactionMgmt> Hosting CSE shall abort the transaction.

	transactionMode
	0..1
	WO
	This attribute is used by the Hosting CSE to determine whether it is responsible for controlling the execution of the transaction (via the transcationControl attribute) or whether the creator is responsible for controlling it.
The allowed values are:

· CSE_CONTROLLED (Default)

· CREATOR_CONTROLLED

	transactionLockType
	0..1
	WO
	This attribute indicates the type of lock that is required on the targeted resource in order to perform the transaction.  The <transactionMgmt> Hosting CSE shall use the value in this attribute to configure the corresponding transactionLockType attribute of each <transaction> resource it creates.  

The following are the supported types of locks:

· BLOCK_ALL - Block oneM2M request primitives not associated with this transaction from performing any CRUD operations on the targeted resource while it is locked for this transaction.  This shall be the default value if this attribute is not configured.

· ALLOW_RETRIEVES - Block oneM2M request primitives not associated with this transaction from performing any operation except RETRIEVE on the targeted resource while it is locked for this transaction.

	transactionControl
	0..1
	RW
	This attribute is used to control the state of the transaction.  

The allowed values are:

· INITIAL (default) 
· LOCK

· EXECUTE

· COMMIT

· ABORT

If the transactionMode is set to “CSE_CONTROLLED”, then only the <transactionMgmt> Hosting CSE shall be allowed to update this attribute.

If the transactionMode is set to “CREATOR_CONTROLLED”, then only the creator shall be allowed to update this attribute.

This attribute must either not be present in a <transactionMgmt> create request or have a value of “INITIAL”.

	transactionState
	1
	RO
	This attribute contains the current state of the transaction.  Only the <transactionMgmt> Hosting CSE shall be allowed to update this attribute.  It calculates the value of this attribute based on collective transactionState of the individual <transaction> resources associated with this <transactionMgmt> resource.   

The allowed values are:

· INITIAL 

· LOCKED

· EXECUTED

· COMMITTED

· ERROR

· ABORTED

To update this attribute to a new state, all of the transactionState attributes of the individual <transaction> resources must be consistent and reflect the value of the new state.  The exception is updating this attribute to “ERROR”.  If any of the transactionState attributes of the individual <transaction> resources have a value of “ERROR”, then the <transactionMgmt> Hosting CSE shall update transactionState of this <transactionMgmt> resource to “ERROR”.  Before doing so however, the <transactionMgmt> Hosting CSE shall check if the transactonMaxRetries attribute is configured with a non-zero value and if so whether the retry limit has been exhausted.  If not exhausted, the <transactionMgmt> Hosting CSE shall attempt to retry the transaction.  If the transactonMaxRetries attribute is configured with a zero value or the retry limit is exhausted, then this attribute shall be set to “ERROR”.

A creator may subscribe to this attribute to receive notifications of changes to transactionState.

	transactionMaxRetries
	0..1
	RW
	If set, this attribute shall be used by the <transactionMgmt> Hosting CSE to determine the max number of times it may attempt to retry a transaction when detecting an “ERROR” transactionState from one or more <transaction> Hosting CSEs.   

If not set or if the max number of retries is exhausted, and the  <transactionMgmt> Hosting CSE detects an “ERROR” transactionState from one or more <transaction> Hosting CSEs, then the transactionState of the <transactionMgmt> resource shall be updated to “ERROR”. 

	transactionMgmtHandling
	0..1
	RW
	This attribute is used by the <transactionMgmt> Hosting CSE to determine whether to persist or delete the <transactionMgmt> resource after its completion (i.e. transactionState is set to “COMMITTED” or “ABORTED”).  

The allowed values are:

· DELETE (default)

· PERSIST

If set to “PERSIST” the <transactionMgmt> resource shall be deleted when the expirationTime elapses.  

	requestPrimitives
	1(L)
	WO
	This attribute contains an aggregated list of oneM2M request primitives associated with this transaction.  When processing this transaction, the <transactionMgmt> Hosting CSE shall create a corresponding <transaction> resource for each oneM2M request primitive in this list.  Each <transaction> resource shall be created as a child resource under the resource targeted by its respective request primitive.   

	responsePrimitives
	1(L)
	RO
	This attribute contains an aggregated list of oneM2M response primitives associated with this transaction.  This attribute shall be updated by the <transactionMgmt> Hosting CSE and includes the individual responsePrimitive attributes received from the <transaction> Hosting CSE(s).
The creator may subscribe to this attribute to receive notifications each time this attribute is updated with new response primitive(s).  


9.6.48
Resource Type transaction
The <transaction> resource is used to initiate and manage the atomic and consistent processing of a single oneM2M request primitive of a oneM2M transaction.  

With the exception of the <request>, <delivery>, <transaction> and <transactionMgmt> resources, a <transaction> resource may be created as a child resource of any resource targeted by a oneM2M transaction.  A <transaction> create request may be originated by a CSE that hosts an associated <transactionMgmt> resource.  Alternatively, a <transaction> resource can be used independent of <transactionMgmt> resource for the case where an application wishes to create individual <transaction> resources itself.



The <transaction> resource supports the child resources specified in table 9.6.48-1.

Table 9.6.48-1: Child resources of <transaction> resource

	Child Resources of <transaction>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <transaction> resource supports the attributes specified in table 9.6.48-2.

Table 9.6.48-2: Attributes of <transaction> resource

	Attributes of 
<transaction>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3

	resourceID
	1
	RO
	See clause 9.6.1.3

	resourceName
	1
	WO
	See clause 9.6.1.3

	expirationTime
	1
	WO
	See clause 9.6.1.3
The value of the expirationTime serves as the expiration time of the transaction.    

	parentID
	1
	RO
	See clause 9.6.1.3

	creationTime
	1
	RO
	See clause 9.6.1.3

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3

	creator
	1
	RO
	This attribute is configured with the CSE-ID of the <transactionMgmt> Hosting CSE or AE-ID of the AE that created this <transaction> resource. 

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3

	transactionID
	1
	WO
	This attribute is configured with the identifier of the transaction.  

This attribute is configured by the <transactionMgmt> Hosting CSE with the resource identifier of the <transactionMgmt> resource.

If an AE creates the <transaction> resource, then this attribute is configured with an AE specified identifier. 

	transactionControl
	1
	RW
	This attribute shall be used to configure or change the state of the transaction.  

The allowed values are:

· LOCK

· EXECUTE

· COMMIT

· ABORT

Only the creator of this <transaction> resource is allowed to update this attribute.

	transactionState
	1
	RO
	This attribute contains the current state of the transaction.  Only the Hosting CSE of this <transaction> resource shall be allowed to update this attribute.  

The allowed values are:

· LOCKED

· EXECUTED

· COMMITTED
· ERROR
· ABORTED

	transactionLockTime
	0..1
	WO
	This attribute contains timing information that the <transaction> Hosting CSE itself shall use to schedule when it sets transactionControl to LOCK rather than relying on an UPDATE request to set the value of transactionControl to LOCK.    

	transactionExecuteTime
	0..1
	WO
	This attribute contains timing information that the <transaction> Hosting CSE itself shall use to schedule when it sets transactionControl to EXECUTE rather than relying on an UPDATE request to set the value of transactionControl to EXECUTE.    

If the targeted resource is not locked at this scheduled time, the <transaction> Hosting CSE shall first lock the resource before executing the request primitive.

	transactionCommitTime

	0..1
	WO
	This attribute contains timing information that the <transaction> Hosting CSE itself shall use to schedule when it sets transactionControl to COMMIT rather than relying on an UPDATE request to set the value of transactionControl to COMMIT.    

If the targeted resource is not locked or the request primitive has not yet been executed at this scheduled time, the <transaction> Hosting CSE shall first lock the resource and execute the request primitive at this time before committal. 

	transactionLockType
	0..1
	WO
	This attribute indicates the type of lock that is required on the targeted resource in order to perform the transaction.  

The following are the supported types of locks:

· BLOCK_ALL - Block oneM2M request primitives not associated with this transaction from performing any CRUD operations on the targeted resource while it is locked for this transaction.  This shall be the default value if this attribute is not configured.

· ALLOW_RETRIEVES - Block oneM2M request primitives not associated with this transaction from performing any operation except RETRIEVE on the targeted resource while it is locked for this transaction

	requestPrimitive
	1
	WO
	This attribute contains the request primitive to be excuted on the parent of this <transaction> resource.

	responsePrimitive
	1
	RO
	This attribute contains the oneM2M response primitive associated with this transaction.  This attribute is updated by the <transaction> Hosting CSE after it executes the requestPrimitive on the parent resource.  


9.6.49
Resource Type triggerRequest
The <triggerRequest> resource is used to initiate a device trigger request.  This resource type shall only be instantiated on an IN-CSE.
The successful creation of a <triggerRequesst> resource results in the IN-CSE initiating a trigger request to a targeted device (e.g. 3GPP UE).   A pending trigger request can be replaced with a new trigger request by updating the <triggerRequesst> resource.  A pending trigger request can be cancelled by deleting the <triggerRequesst> resource.  



The <triggerRequest> resource shall contain the child resource specified in table 9.6.49-1.
Table 9.6.49-1: Child resources of <triggerReqeust> resource 
	Child Resources of <trafficPattern>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of TS-0001


The <triggerRequest> resource shall contain the attributes specified in table 9.6.49-2.

Table 9.6.49-1: Attributes of <triggerRequest> resource
	Attributes of <triggerRequest>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	Labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	M2M-Ext-ID
	1
	WO
	M2M External Identifier of the device being triggered. See clause  7.1.8. 
This attribute shall be configured by the  Originator when the resource is created. 

	Trigger-Recipient-ID
	1
	RW
	Trigger-Recipient-ID of the ASN/MN-CSE or ADN-AE that is hosted on the device being triggered. See clause 7.1.10. 

This attribute shall be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.

	triggerPurpose
	1
	RW
	The purpose of the trigger.  See clause 8.3.3.2.1. 

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. 
The allowed values are:
· establishConnection

· enrolmentRequest

· registrationRequest

· executeCRUD
If not specificied by the Originator, the default is "establishConnection".

	triggerPayloadSerialization
	1
	RW
	The type of serialization used to encode the trigger payload (i.e. XML, JSON or CBOR). 
This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.
If not specificied by the Originator, the default is "JSON".

	triggerStatus
	1
	RO
	The status of the trigger request.  
The Hosting CSE shall control the value of this attribute.  

The following values are valid values.
· PROCESSING
· ERROR-NSE-NOT-FOUND
· TRIGGER-SUBMITTED
· TRIGGER-DELIVERED
· TRIGGER-FAILED


	triggerValidityTime
	0..1
	RW
	The time duration for which the trigger request is valid.   After this time expires, the trigger shall be recalled (i.e. cancelled) by the Hosting CSE.

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.

	triggerInfoAE-ID
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable. 

This attribute is configured with the AE-ID of the ASN/MN-AE that should perform the CRUD operation.  

When this attribute is configured, the trigger originator shall also configure the  triggerInfoAddress, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoAddress
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with an unstructured CSE-Relative-Resource-ID of the resource that the ASN/MN-AE should perform the CRUD operation on.  
When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoOperation
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the CRUD operation that the ASN/MN-AE should perform on the targeted resource specified by triggerInfoAddress.
When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoAddress and targetedResouceType attributes.  

	targetedResourceType
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the resource type of the targeted resource specified by triggerInfoAddress.  

When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoAddress and triggerInfoOperation attributes.  


9.6.50
Resource  type ontologyRepository
An <ontologyRepository> resource is a child resource of the <CSEBase> resource. 



The <ontologyRepository> resource may have one or multiple <ontology> child resources to represent and manage both internal and external ontologies in the oneM2M system. By performing the CRUD operations on the <ontology> resources, explicit ontologies can be imported (created), discovered, retrieved, updated and deleted inside the oneM2M system, and can be used for semantic validation when they are referenced by <semanticDescriptor> resources. The details of <ontology> resource are specified in clause 9.6.51.

The <ontologyRepository> resource may also contain a (virtual) child resource <semanticValidation> as the interface to accept semantic validation request from an AE or a CSE. Upon receiving an Update request with <semanticDescriptor> resource representation addressing the <semanticValidation> resource, the hosting CSE shall perform the semantic validation against the <semanticDescriptor> resource received in the request. The details of <semanticValidation> resource are specified in clause 9.6.52.
The <ontologyRepository> resource shall contain the child resources as specified in table 9.6.50-1.
Table 9.6.50-1: Child resources of <ontologyRepository> resource
	Child Resources of <ontologyRepository>
	Child Resource Type
	Multiplicity
	Description
	<ontologyRepositoryAnnc> Child Resource Types

	[variable]
	<ontology>
	0..n
	See clause  9.6.51
	<ontologyAnnc>

	smv
	<semanticValidation>
	1
	See clause  9.6.52
	None

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>


The < ontologyRepository > resource above contains the attributes specified in table9.6.50-2.

Table 9.6.50-2: Attributes of <ontologyRepository> resource 

	Attribute Name
	Multiplicity
	RW/RO/WO
	Description
	<ontologyRepositoryAnnc> Attributes

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	MA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	 See clause 9.6.1.3.
	NA


9.6.51
Resource Type ontology
The <ontology> resource is a child resource of the <ontologyRepository> resource. The <ontology> resource is used to store the representation of an ontology. This representation may contain ontology descriptions in a variety of formats, given the requirements for re-use of existing ontologies, for support of ontologies available only externally and for support of ontology imported into the system. The ontology description is made available to the semantic-related functions of the oneM2M system provided by applications or CSEs.

Given the possible need to have access to multiple versions of an ontology, and to different formats, a ontologyFormat attribute provides information necessary for the system to interpret the information available in the ontologyContent attribute.




The <ontology> resource above contains the child resources specified in table 9.6.51-1.

Table 9.6.51 -1: Child resources of <ontology> resource

	Child Resources of <semanticDescriptor>
	Child Resource Type
	Multiplicity
	Description
	<ontologyAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.
	<subscription>


The <ontology> resource above contains the attributes specified in table9.6.51-2.

Table 9.6.51-2: Attributes of <ontology> resource 

	Attribute Name
	Multiplicity
	RW/RO/WO
	Description
	<ontologyAnnc> Attributes

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	NA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	MA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	 See clause 9.6.1.3.
	NA

	description
	0..1
	RW
	Text description of the ontology
	OA

	ontologyFormat
	1
	RW
	Attribute providing information about the format of the ontologyContent attribute. It may indicate the content as:

IRI - for an ontology to be accessed via the IRI [x] provided in the ontologyContent attribute

OR

File format - for an ontology for which the document is stored in the ontologyContent attribute. In this case ontologyFormat also provides a description of the ontology format, e.g. OWL, Turtle, etc.
	OA

	ontologyContent
	1
	RW
	Depending on the ontologyFormat attribute, it may be interpreted either as:

The IRI of the corresponding ontology document

OR

The content of the corresponding ontology document


	OA


9.6.52
Resource Type semanticValidation
The <semanticValidation> resource is a virtual resource because it does not have a representation. It is the child resource of a <ontologyRepositoy> resource. It’s the interface to accept a semantic validation (Update) request which includes a <semanticDescriptor> resource to be validated. 

The Hosting CSE shall perform the semantic validation functionality by checking the validity (i.e. conformance) of the triples in the descriptor attribute of the received <semanticDescriptor> resource, as well as any linked <semanticDescriptor> resources linked by the relatedSemantics attribute or the onem2m:resourceDescriptorLink annotation property (see 10.2.14.7) in the descriptor attribute, against the referenced ontologies (including the reference ontologies of the linked <semanticDescriptor> resources, if any) as pointed by the ontologyRef attribute. If the ontologyRef attribute is absent, the Hosting CSE shall return an error. The Hosting CSE may need to retrieve (and cache) the linked <semanticDescriptor> resources and their referenced ontologies from a remote CSE to perform the semantic validation process. The aspects to be checked in the semantic validation process is specified in oneM2M TS-0034 [14].
The <semanticValidation> resource does not have a resource representation by itself and consequently it does not have an accessControlPolicyIDs attribute. The <accessControlPolicy> resource used for access control policy validation is indicated by the accessControlPolicyIDs attribute in the parent <ontologyRepositoy> resource.
9.6.53
Resource Type semanticMashupJobProfile

The <semanticMashupJobProfile> resource represents a Semantic Mashup Job Profile (SMJP). A SMJP describes the profile and necessary information required for a specific mashup service such as input parameters, member resources, mashup function, and output parameters. Based on the profile describled in the SMJP, Originators (e.g. AEs) can create corresponding semantic mashup instances where semantic mashup results will be generated and stored. 



The <semanticMashupJobProfile> resource shall contain the child resources specified in Table 9.6.53-1.
Table 9.6.53-1: Child resources of <semanticMashupJobProfile> resource

	Child Resources of <semanticMashupJobProfile>
	Child Resource Type
	Multiplicity
	Description
	<semanticMashupJobProfileAnnc> Child Resource Types

	<variable>
	<semanticMashupInstance>
	0..n
	Represents semantic mashup instances which have been created based on this <semanticMashupJobProfile> resource. This child resource is optional as related<semanticMashupJobProfile> and <semanticMashupInstance> may be stored separately within the resource tree or on different CSEs. 

See clause 9.6.54.
	<semanticMashupInstance>, <semanticMashupInstanceAnnc>

	<variable>
	<semanticDescriptor>
	0..1
	Describes general semantic information about this <semanticMashupJobProfile> resource. 

See clause 9.6.30.
	<semanticDescriptor>, <semanticDescriptorAnnc>

	<variable>
	<subscription>
	0..n
	Represents subscriptions on this resource.  

See clause 9.6.8.
	<subscription>


The <semanticMashupJobProfile> resource shall contain the attributes specified in Table 9.6.53-2. 
Table 9.6.53-2: Attributes of <semanticMashupJobProfile> resource

	Attributes of 
<semanticMashupJobProfile>
	Multiplicity
	RW/

RO/

WO
	Description
	<semanticMashupJobProfileAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	memberFilter
	1
	RW
	Semantically describes the types of member resources which are involved in this semantic mashup job profile <semanticMashupJobProfile>. When a <semanticMashupInstance> is created based on this <semanticMashupJobProfile>, the member resources of the <semanticMashupInstance> shall be discovered and selected based on this memberFilter attribute. The value of this attribute is a SPARQL query.  
	OA

	smiID
	0..1(L)
	RO
	List of resource identifiers  of related semantic mashup instance resources which have been created based on this <semanticMashupJobProfile>. 
	OA

	inputDescriptor
	0..1
	RW
	Semantically (i.e. using semantic triples) describes the types of input parameters, which are required in order to use this <semanticMashupJobProfile> to create <semanticMashupInstance>. Some semantic mashup job profiles may not need input parameters and as such this attribute is optional.
	OA

	outputDescriptor
	1
	RW
	Semantically (e.g. in semantic triples) describes the types of output parameters generated as semantic mashup results if using this <semanticMashupJobProfile>.
	OA

	functionDescriptor
	1
	RW
	Semantically (e.g. in semantic triples) describes the mashup function of this <semanticMashupJobProfile>. The mashup function specifies how semantic mashup results should be generated based on input parameters (defined by the inputDescriptor attribute) and original member resources (defined by the memberFilter attribute).
	OA


9.6.54
Resource Type semanticMashupInstance

<semanticMashupInstance> models and represents a Semantic Mashup Instance (SMI) resource. A CSE/AE as a Mashup Requestor can request to create <semanticMashupInstance> resources at another oneM2M CSE which implements the semantic mashup function. Each created <semanticMashupInstance> resource corresponds to a semantic mashup job profile (i.e. a <semanticMashupJobProfile> resource); in other words, how the <semanticMashupInstance> resource should execute the mashup operation to calculate the mashup result is specified in the corresponding <semanticMashupJobProfile> resource. Note that the <semanticMashupInstance> and its corresponding <semanticMashupJobProfile> resources may be placed at the same CSE or at different CSEs, and the smjpID attribute of the <semanticMashupInstance> allows locating the corresponding <semanticMashupJobProfile> resource. If the <semanticMashupInstance> resource has a <semanticMashupResult> as its child resource, the Mashup Requestor may use it to retrieve the mashup result. 




<semanticMashupInstance> resource shall contain the child resources specified in Table 9.6.54-1.
Table 9.6.54-1: Child resources of <semanticMashupInstance> resource

	Child Resources of <semanticMashupInstance>
	Child Resource Type
	Multiplicity
	Description
	<semanticMashupInstanceAnnc> Child Resource Types

	<variable>
	<semanticMashupResult>
	0..n
	Contains mashup result. A <semanticMashupInstance> resource may have multiple <semanticMashupResult> child resources, with each mashup result instance resulting from different input parameters and/or member resource values. The hosting CSE generates <semanticMashupResult> each time when it executes the mashup operation and calculate a new semantic mashup result. 
	<semanticMashupResult>, <semanticMashupResultAnnc>

	<variable>
	<semanticDescriptor>
	0..1
	Describes general semantic information about this <semanticMashupInstance> resource. 
	<semanticDescriptor>, <semanticDescriptorAnnc>

	<variable>
	<subscription>
	0..n
	Stands for any subscription on this <semanticMashupInstance>. 
	<subscription>

	msp
	<mashup>
	1
	This is a standard oneM2M virtual resource. When a Mashup Requestor sends a RETRIEVE operation on this virtual resource, it triggers a re-calculation and re-generation of the mashup result. 


	None


<semanticMashupInstance> resource shall contain the attributes specified in Table 9.6.54-2. 

Table 9.6.54-2: Attribute of <semanticMashupInstance> resource

	Attributes of 
<semanticMashupInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<semanticMashupInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	smjpID
	1
	RW
	Denotes the identifier (e.g. URI) of the semantic mashup job profile resource <semanticMashupJobProfile> which this <semanticMashupInstance> is based on. 
	OA

	smjpInputParameter
	1
	RW
	Contains the value of all input parameters which are required to calculate the mashup result. Note that the types of these input parameters are specified by the inputDescriptor attribute of the corresponding <semanticMashupJobProfile> which is denoted by the smjpID attribute of this <semanticMashupInstance> resource. This attribute is not needed if the corresponding <semanticMashupJobProfile> does not have inputDescriptor attribute. 
	OA

	memberStoreType
	1
	RW
	Indicates the way which member resources should be stored under this <semanticMashupInstance>. For example, 

· If memberStoreType=“URI Only”, the mashupMember attribute contains the URI of each member resource; 

· If memberStoreType=“URI and Value”, the mashupMember attribute contains both the URI and the value of each member resource. 
	OA

	mashupMember
	0:1(L)
	RW
	Stores the URI and/or value of each mashup member resource, which is dependent on the value of memberStoreType attribute.  
	OA

	resultGenType
	1(L)
	RW
	Describes how the mashup result should be generated using this <semanticMashupInstance>. Example values for this attribute could be one of the following or a combination of them. 

· If resultGenType=“When SMI Is Created”, the semantic mashup result is generated when this <semanticMashupInstance> is created by running semantic functions specified by the corresponding <semanticMashupJobProfile>.

· If resultGenType=“When Mashup Requestor Requests”, the mashup result is to be calculated and generated when requested or triggered by a Mashup Requestor which sends a RETRIEVE operation on the virtual child resource mashup. 

· If resultGenType=“Periodically”, the CSE which hosts <semanticMashupInstance> calculates and generates the semantic mashup result periodically based on the periodForResultGen attribute.

· If resultGenType=“When A Mashup Member Is Updated”, the CSE which hosts <semanticMashupInstance> calculates and generates the semantic mashup result whenever there is any update on the mashupMember attribute of <semanticMashupInstance>. 
	OA

	periodForResultGen
	0:1
	RW
	Is the time period for re-calculating and generating the semantic mashup result. When it is the time to re-calculate the semantic mashup result, the CSE hosting this <semanticMashupInstance> needs to retrieve the latest content value of each member resource if it is not obtained yet. This attribute is needed when resultGenType=“Periodically”.
	OA


9.6.55
Resource Type mashup

The <mashup> resource is a virtual resource because it does not have a representation. It is the child resource of a <semanticMashupInstance> resource. When a RETRIEVE operation is sent to the <mashup> resource, it triggers a calculation and generation of the mashup result based on its parent resource <semanticMashupInstance>. 
9.6.56
Resource Type semanticMashupResult
<semanticMashupResult> resource stores the mashup result. It is the child resource of a <semanticMashupInstance> resource. A <semanticMashupResult> resource shall be automatically generated by a Hosting CSE when it executes a semantic mashup operation on a <semanticMashupInstance> resource. 




<semanticMashupResult> resource shall contain the child resources specified in Table 9.6.56-1Table 9.6.56-1 and the attributes specified in Table 9.6.56-2. 
Table 9.6.56-1: Child resources of <semanticMashupResult> resource

	Child Resources of <semanticMashupResult>
	Child Resource Type
	Multiplicity
	Description
	<semanticMashupResultAnnc> Child Resource Types

	<variable>
	<semanticDescriptor>
	0:1
	Describes general semantic information for this <semanticMashupResult> resource.
	<semanticDescriptor>, <semanticDescriptorAnnc>

	<variable>
	<subscription>
	0:n
	Stands for any subscription on this <semanticMashupResult> resource. 
	<subscription>


Table 9.6.56-2: Attribute of <semanticMashupResult> resource

	Attributes of 
<semanticMashupResult>
	Multiplicity
	RW/

RO/

WO
	Description
	<semanticMashupInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.
	OA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	smjpInputParameter
	0:1
	RO
	Contains the value of all input parameters which are required to calculate the mashup result. Note that the types of these input parameters are specified by the inputDescriptor attribute of the corresponding <semanticMashupJobProfile> which is denoted by the smjpID attribute of the parent resource <semanticMashupInstance>. This attribute is not needed if the corresponding <semanticMashupJobProfile> does not have inputDescriptor attribute.

The value of this attribute shall be automatically copied from the smjpInputParameter attribute of the parent resource <semanticMashupInstance>. This attribute shall not be updated by other entities except the Hosting CSE. 
	OA

	mashupResultFormat
	1
	RO
	Stands for the format of mashupResult representation (e.g. Integer, Float, Text, XML, JSON, etc.). The value of this attribute shall be obtained by a Hosting CSE directly from outputDescriptor attribute of corresponding <semanticMashupJobProfile> resource. This attribute shall not be updated by other entities except the Hosting CSE.
	OA

	mashupResult
	1
	RO
	Contains the representation of mashup result. The value of this attribute shall be only generated by the Hosting CSE when it executes a semantic mashup operation. This attribute shall not be updated by other entities except the Hosting CSE. 
	OA


9.6.57
Resource Type multimediaSession 
An <multimediaSession> resource shall represent information about a multimedia session involving two AEs facilitated by CSE(s). 



The <multimediaSession> resource shall contain the child resources specified in table 9.6.57-1.

Table 9.6.57-1: Child resources of <multimediaSession> resource

	Child Resources of < multimediaSession >
	Child Resource Type
	Multiplicity
	Description
	< multimediaSession Annc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>


The <multimediaSession> resource shall contain the attributes specified in table 9.6.57-2.

Table 9.6.57-2: Attributes of <multimediaSession> resource

	Attributes of 
<multimediaSession>
	Multiplicity
	RW/

RO/

WO
	Description
	<multimediaSessionAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	MA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	MA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3. 
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 
	MA

	creationTime
	1
	RW
	See clause 9.6.1.3. 
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3. 
	NA

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3 where this common attribute is described.
	MA

	sessionID
	1
	RO
	The sessionID shall be the same as the resourceID
	NA

	sessionOriginatorID
	1
	WO
	The AE-ID of the multimedia session originator
	NA

	sessionTargetID
	1
	RW
	The identifier of the <AE> resource of the multimedia session target
	NA

	acceptedSessionDescription
	1
	RW
	Session description, including charateristics  of the session t. The sessionDescription attribute is compliant to [i.31]. This is the the final accepted and agreed upon session description based on the received response from the target of the multimedia session.
	NA

	offeredSessionDescriptions
	1
	RW
	A list of session descriptions offered by the originator of the session to the target.  The attribute contains a list of session descriptors that are compliant to to [i.31].
	NA

	sessionState
	1
	RW
	The current state of the multimedia session. The supported values are ONLINE and OFFLINE.  When the session is in the OFFLINE state, the corresponding AE session endpoints shall not initiate the flow of media between one another.  When in the ONLINE state, the AEs are free to initiate the flow of media.
	NA


9.6.58
Resource Type crossResourceSubscription 
The <crossResourceSubscription> resource represents a cross-resource subscription over a set of target resources which could be existing <subscription> and/or other subscribable oneM2M resources. The Hosting CSE shall generate a cross-resource notifications only when expected changes occur on a designated number of target resources concurrently within a time window.  The <crossResourceSubscription> resource shall specify the involved target resources in order to generate cross-resource notification. 





The <crossResourceSubscription> resource shall contain the child resources specified in Table 9.6.58-1.
Table 9.6.58-1: Child resources of <crossResourceSubscription> resource

	Child Resources of <crossResourceSubscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	See clause 9.6.9.

	[variable]
	<notificationTargetMgmtPolicyRef>
	0..n
	See clause 9.6.31.

	nstr
	<notificationTargetSelfReference>
	1
	See clause 9.6.34.

	sld
	<subscriptionLinkDeletion>
	1
	A virtual resource which shall be used by a <subscription> Hosting CSE, if the <subscription> is included in the subscriptionResourcesAsTarget list of this <crossResourceSubscription> resource,  to delete the <subscription> resource from the list.


The <crossResourceSubscription> resource shall contain the attributes specified in Table 9.6.58-2. 

Table 9.6.58-2: Attributes of <crossResourceSubscription> resource

	Attributes of 
<crossResourceSubscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3. 

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	stateTag
	1
	RO
	See clause 9.6.1.3.

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	1
	RO
	See clause 9.6.1.3.

	expirationCounter
	0..1
	RW
	See clause 9.6.8.

	notificationURI
	1 (L)
	RW
	See clause 9.6.8.

	notificationContentType
	1
	RW
	See clause 9.6.8.

	notificationEventCat

	0..1
	RW
	See clause 9.6.8.

	subscriberURI
	0..1
	WO
	See clause 9.6.8.

	regularResourcesAsTarget
	0..1
	RW
	This attribute indicates a list of regular resources (i.e. normal resources rather than <subscription> resources), which shall be used as the target resource for this cross-resource subscription. Here, the regular resource is referred to as any subscribable oneM2M resources. 

	subscriptionResourcesAsTarget
	0..1
	RW
	This attribute indicates a list of existing <subscription> resources, which shall be used as the target resource for this cross-resource subscription. 

	timeWindowType
	1
	RW
	This attribute indicates the type of time window mechanisms (e.g. timeWindowType=1 stands for periodic time window without any overlapping and timeWindowType=2 represents sliding time window where current time window will be slided to become next time window when a cross-resource notification is generated for instance) which will be used to determine the generation of a cross-resource notification. 

	timeWindowSize
	1
	RW
	This attribute indicates the size or time duration (e.g. in seconds) of the time window, based on which cross-resource notifications shall be generated. Note that the maximum window size (e.g. 60 seconds) may be enforced by the Hosting CSE for a subscriber; if the timeWindowSize indicated or requested by a subscriber is larger than the maximum window size, the Hosting CSE may reject the subscriber’s request for cross-resource subscription.  

	eventNotificationCriteriaSet
	0..1(L)
	RW
	This attribute lists eventNotificationCriteria for each regular target resource as indicated in regularResourcesAsTarget attribute and involved in a cross-resource subscription. If there is only one eventNotificationCriteria contained in this attribute, it shall be applied to all target resources as indicated by regularResourcesAsTarget attribute. If only subscriptionResourcesAsTarget attribute appears (i.e. no regularResourcesAsTarget attribute), eventNotificationCriteriaSet shall not be needed. 

See clause 9.6.8 for the description of eventNotificationCriteria.


9.6.59
Resource Type subscriptionLinkDeletion
The <subscriptionLinkDeletion> resource is a child virtual resource of a <crossResourceSubscription> resource. The <subscriptionLinkDeletion> resource shall be used by a <subscription> resource hosting CSE to delete the <subscription> resource from the list as indicated by the subscriptionResourcesAsTarget attribute of the <crossResourceSubscription> resource or to delete a regular target resource from the regularResourcesAsTarget list of the <crossResourceSubscription> resource. 

9.6.60
Resource Type backgroundDataTransfer
The <backgroundDataTransfer> resource is used to request that the IN-CSE negotiates a background data transfer for a set of field nodes, with the Underlying Network. The resource attributes provide the characteristics of the background data transfer, optional guidance for transfer policy selection and the field nodes involved with the data transfer. 



The <backgroundDataTransfer> resource contains the child resources specified in table 9.6.60-1.
Table 9.6.60-1: Child resources of <backgroundDataTransfer> resource

	Child Resources of <backgroundDataTransfer>
	Child Resource Type
	Multiplicity
	Description
	<backgroundDataTransfer> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8.
	<subscription>


The <backgroundDataTransfer> resource contains the attributes specified in table 9.6.60-2.
Table 9.6.60-2: Attributes of <backgroundDataTransfer> resource

	Attributes of < backgroundDataTransfer >
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3

	resourceID
	1
	RO
	See clause 9.6.1.3

	resourceName
	1
	WO
	See clause 9.6.1.3

	parentID
	1
	RO
	See clause 9.6.1.3

	creationTime
	1
	RO
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3

	expirationTime
	1
	RW
	See clause 9.6.1.3

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	announceTo
	0..1(L)
	RW
	See clause 9.6.1.3

	volumePerNode
	1
	WO
	Expected data volume for the background data transfer.

	numberOfNodes
	1
	WO
	Desired number of nodes for the background data transfer.

	desiredTimeWindow
	0..1
	WO
	Desired time window for the background data transfer.

	transferSelectionGuidance
	0..1(L)
	WO
	List that includes guidance to IN-CSE in selecting from multiple transfer policies provided by underlying network. Possible values include:” lowest cost”, “highest throughput given maximum cost of X”, etc.

If not included, the IN-CSE may independently choose from among multiple transfer policies.

	geographicInformation
	0..1
	WO
	Provides geographic information for the policy request

	groupLink
	0..1
	RW
	This attribute shall be used if the background data transfer is requested for sending a request to a group of field domain nodes. It is assumed that a <group> resource, with a memberIDs list includeing all field domain nodes that need to be reached, has already been created. This attribute contains the resource identifier of the <group> resource of field domain nodes for which the background data transfer applies. 

The backgroundDataTransfer resource may have either a groupLink attribute or a list of memberIDs. If the memberIDs attribute contains a valid list of member resource IDs, the groupLink attribute shall be ignored.


	memberIDs
	0..1 (L)
	RW
	List of member resource IDs for which the transfer policy applies. The valid resource types are <remoteCSE> and <AE>.

The backgroundDataTransfer resource may have either a groupLink attribute or a list of memberIDs. If the memberIDs attribute contains a valid list of member resource IDs, the groupLink attribute shall be ignored.


-----------------------End of change 1---------------------------------------------

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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