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Background

The current Management TR has a section for oneM2M Architectural Considerations. Subsections of this document include Current and Future Management Deployment Scenarios as well as a section 7.4 Management Generalized Architectural Framework.

During TP#6, the Architecture group had begun to develop definitions of CSFs in the Architectural TS (section 6) and will next look at General Concepts (section 8) among other items.

Section 7.4 of the Management Generalized Architecture can and should be used as the basis for a Device Management in the detail description of the DMG CSF of the Architectural TS. 
As such – this section has served its purposes and doesn’t provide additional value; in fact unless the section is maintained the information could confuse a reader.

Resolution

-----------------------Change 1-------------------------------------------

2.1
Normative references

[1]
 oneM2M TS-0001: Functional Architecture.

-----------------------Change 2-------------------------------------------

7
Device Management Deployment Scenarios
7.1
Introduction

This chapter describes the deployment scenarios currently utilized in deployments and proposed future deployments of the Device Management technologies listed in this TR.
7.2
Current Management Deployment Scenarios

This section describes the common deployment scenarios that exist today for deployments of the Device Management technologies listed in this TR. 

7.2.1
Managed Device Using Network Operator Management

When discussing M2M Device Management deployment scenarios we must review the Device Management deployment scenarios that exist today in the underlying network operator’s communication network. In the scenario depicted below the underlying network operator has, other than the end user, exclusive control of the resources within the device. Also in this deployment scenario, the device management technologies described in the TR utilize a management client in the device that connects to the underlying network operator’s management server. Typically there is one instance of the management client within the device that connects to one management server controlled by the underlying network operator. In several of the device management technologies the management client in the device offers a proxier capabability that provides the underlying network operator with the capability to manage devices that do not have their own management client. The underlying network operator’s Operational Support System(s) (OSS) manage devices through their interaction with the underlying network operator’s management server. 

The underlying network operator ensures exclusive control of the resources within the device by providing device firmware and software that have been approved for use by the underlying network operator. 


[image: image1.emf]Proxied

Device

Device

Mgmt Client

Proxier

Network Operator

Mgmt Server

Network Operator

OSS

Ms

Resources

Mc

M2M Service Domain

Underlying Network Domain

 

Figure 7.2.1: Device Management in the Communication Network

7.2.2
Managed Device Using Service Provider Management

With the introduction of the M2M System a new stakeholder, the M2M Service Provider, also requires control of resources of the device. In this scenario depicted below, the M2M Service Provider controls all or selected resources of the device via its own management server which may be part of the M2M Service Platform. In this scenario the underlying network operator ensures that the M2M Service Provider has control of underlying network operator restricted resources using an out-of-band responsibility delegation mechanism. The delegation mechanism utilized is usually a certification process by the underlying network operator of the firmware and software that is downloaded on the device by the M2M Service Provider. The process of certifying the software and firmware of the device is outside the scope of this TR.
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Figure 7.2.2: Service Provider Controlled Devices

7.3
Possible Future Management Deployment Scenarios

This section describes common deployment scenarios that are expected to exist in the future for deployments of the Device Management technologies listed in this TR in addition to the ones described above.

7.3.1
Shared Managed Device Using Network Operator Management

In some scenarios, the underlying network operator and the M2M Service Provider share control of the device by utilizing the underlying network operator’s management server. The underlying network operator restricts which resources the M2M Service Provider can control by exposing the capabilities from the management server to the M2M Service Platform. Typically this is performed by providing the M2M Service Provider an account, with appropriate access control to the resources, within the underlying network operators management server. 
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Figure 7.3.1: Shared Control via Network Operator Management Server

7.3.2
Shared Managed Device Using Service Provider Management

In some scenarios, the underlying network operator and the M2M Service Provider share control of the device by utilizing the service provider’s management server. The service provider’s management server is the primary DM server, and any requests that the underlying network operator wants to initiate on the M2M device using occurs over the X interface to the service provider’s Common Services Entity, which in turn sends the request to the service provider’s DM server who will execute the DM operation. This scenario is typically interesting when the M2M Service Provider uses different underlying networks that all require some “unified” DM access to the M2M devices (example: the use case “Oil and Gas Pipeline Cellular/Satellite Gateway from TR-0001 Use Cases). 
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Figure 7.3.2: Shared Control via Network Operator Management Server

7.3.3
Shared Managed Device Using Separate Management

In this scenario the underlying network operator and the M2M Service Provider share control of the device by utilizing separate management servers as depicted by the below figure. It should be noted that some technologies (e.g., TR-069) cannot implement the scenario as a management client can only connect to one management server. In this scenario, the authorization enforcement point can be implemented within the device using the delegation and access control list features of the device management technologies or in the M2M Service Platform. Regardless of the enforcement point, the network operator restricts control to the network operator controlled resources by certifying the firmware and software that is placed on the device. 
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Figure 7.3.3: Shared Control via Separate Management Servers

7.3.4
Federated Managed Device Using Separate Management

In some M2M Devices, the control of resources in a device is federated within separate operating environments of the device as depicted by the figure below. This scenario is typical of devices with multiple CPU complexes where one complex is dedicated to the access network termination functions (e.g., machine termination) while another CPU complex is dedicated to application functions. One important point of this type of deployment scenario is fact that there are multiple management clients where a management client is assigned to the M2M Service Provider’s management server and another management client is assigned to the underlying network operator’s management server.
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Figure 7.3.4: Federated Managed Device

7.3.5
Conclusions To Guide the Device Management Architecture

The deployment scenarios described in the Section 7.2 allows several conclusions can be described to guide the development of the device management architecture in M2M Systems. These conclusions are:

The M2M Service Provider manages resources in a device by:

Utilizing the Network Operator's management server to access resources in the device

Operating a separately owned management server that allows access to resources in the device. In this case, a separate management client might exist in the device to which the M2M Service Provider’s management server connects.

The M2M Service Platform reaches the Network Operator or M2M Service Provider management server through the Z reference point

Resources within a device are owned by either the Network Operator or the M2M Service Provider. Access to the resource is controlled by:

Certifying the firmware or software that is used on the device

Utilizing the access control mechanisms of  the device management technologies (e.g., accounts, delegation, access control lists) 

7.4
Architectural Framework Considerations
The consideration of the device management architectural framework takes into account different deployment scenarios and has been leveraged into the Functional Architecture technical specification [1]. More details can be found in the description of device management CSF within the Functional Architecture technical specification.
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