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6.2.4
Device Management

6.2.4.1
General Concepts

The Device Management (DMG) CSF is responsible for providing management of device capabilities on Middle (M2M Gateways) and Device nodes (M2M Devices) as well as devices that reside within an M2M Area network.

· 
· 
· 
· 
· 
· 

6.2.4.2
Detailed Descriptions

The DMG CSF shall provide capabilities for the purpose of managing M2M Devices/Gateways as well as devices in M2M Area Networks. 
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Figure1: Device Management Entities and Services

Such capabilities shall include:

· 
· Configuration Service (DCS): This service includes the configuration of the capabilities and features of the M2M Device, M2M Gateway or device in the M2M Area Network.

· Diagnostics and Monitoring Service (DDMS): This service includes the troubleshooting of the CSE through the use of diagnostic tests, alert generation and retrieval of operational status and statistics of associated with the M2M Device, M2M Gateway or device in the M2M Area Network.
· Firmware Management Service (DFMS): This service provides the software lifecycle management for firmware components and associated artifacts for the M2M Device, M2M Gateway or device in the M2M Area Network.
· Topology Management Service (DTMS): This service provides the management of the topology of the M2M Area Network.

· 
· 
· 
· 
· 
Note: Such device management capabilities are assigned to one or more Execution Environments and access to such Execution Environments is controlled through Role based permissions.

The DMG CSF shall be able to interact with a Device Management Server for managing M2M Devices/Gateways as well as with devices in the M2M Area Networks that are provisioned with Management Clients.

Editor's Note:  Need to provide definition of Execution Environment, Device Management Server, Management Clients, Role based permissions.

6.2.4.2.1
Device Management Server Interaction

<This section would describe the scenarios and processing rules, resources and flows where the Service Layer interactions with the Device Management Servers (ms) interface>
6.2.4.2.2
Configuration Service
<This section should describe the service and point to the procedures and resources necessary for the service. Note some of these procedures will point to performing operations with or without attributions in a synchronous and asynchronous fashion>
6.2.4.2.3
Diagnostics and Monitoring Service
<This section should describe the service and point to the procedures and resources necessary for the service. Note some of these procedures will point to performing operations with or without attributions in a synchronous and asynchronous fashion>
6.2.4.2.4
Firmware Management Service
<This section should describe the service and point to the procedures and resources necessary for the service – also included in this service is a description of the firmware lifecycle maintenance if the maintenance is for a firmware lifecycle is held in the Service Layer>
6.2.4.2.5
Topology Management Service

<This section should describe the service and point to the procedures and resources necessary for the service>
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