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1. Introduction

This contribution is to clarify the role of the Management Adapter in details and to enhance the overall explanations about device management architecture. Summaries of this contribution are as follows:
· To mention that AE is not aware of the management technology specific knowledge
· To move the details for Management Adapters into separate sections; Device Management Server Interaction, Device Management Client Interaction
· To mention that only one Management Adapter per DMG, and update the figure accordingly

· To update the figure to say "MN/ASN"

· To list the role of Management Adapter in IN

· To change M2M Application to AE

Some open questions not answered with this contribution.
· ADN is not considered in the management architecture. Would we need to incorporate this case?
· Device Management Client Interaction section is incomplete and need further improvements.
## Beginning of Text ##
6.2.4
Device Management

6.2.4.1
General Concepts

The Device Management (DMG) CSF is responsible for providing management of device capabilities on Middle Nodes (M2M Gateways), Application Service Nodes and Application Dedicated Nodes (M2M Devices) as well as devices that reside within an M2M Area network. AE can manage the device capabilities on those Nodes by using the services provided by DMG CSF, and AE does not need to be aware of the management technology specific knowledge. However, management technology specific knowledge might be exposed to the AE for administrative purposes.
6.2.4.1.1
Device Management Architecture

In order to manage the CSE and device capabilities of the Middle Nodes, Application Service Nodes and Application Dedicated Nodes, the DMG may utilize existing device management technologies (e.g., TR-069, OMA-DM, and LWM2M) in addition to management of Management Resources across the Mcc reference point.

When the DMG utilizes existing device management technologies, the DMG translates or adapts the management related requests from other CSEs or from AE to device management commands corresponding of the device management technology.

The DMG of the Infrastructure Node manages the Middle Nodes, Application Service Nodes and Application Dedicated Nodes using the device management technology’s Management Server. These Management Servers could reside within the CSE (embedded Management Server), outside the CSE as part of the Infrastructure Node or as separate entity in the Underlying Network.

The DMG has a functional component termed the Management Adapter. The Management Adapter in the DMG of the IN performs the adaptation between 


the DMG and Management Servers; while the Management Adapter in the DMG of the MN and ASN performs the adaptation between the DMG and the Management Client. Only one Management Adapter is shown in DMG although multiple Management Adapters might exist according to the deployment scenarios (e.g., to interact with multiple Management Servers or to adapt with various management technologies).
The interface between Management Server and Management Adapter is the "ms" interface which is provided by the Management Server. The interface between Management Client and Management Adapter is the "la" interface which is provided by the Management Client. The "ms" and "mc" interface is out-of-scope of this specification.

The interface between Management Server and Management Client is the "mc" interface which is subject to the device management technology that is used (e.g. OMA DM, BBF TR069 or OMA LWM2M). The "mc" interface is technology dependent and is outside the scope of this specification.



The DMG in the CSE of the Middle Node has the same functionality as the DMG in the CSE of the Application Service Nodes and Application Dedicated Nodes. In addition, the DMG in the Middle Node can be used to manage devices in the M2M Area Network. In this case, the DMG is deployed with Proxy functionality that interacts with the Proxy Management Client using the "mp" interface. The "mp" interface is technology dependent and is outside the scope of this specification.
The Device Management Server and Device Management Client may be implemented as an entity external to the Node or they may be implemented as an entity embedded within the Node. The Management Server and the Management Client are located in the boundary of the Node to indicate this.
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Figure 6.2.4.1.1-1 Device Management Architecture





6.2.4.1.2
Device Management Server Interaction

6.2.4.1.2.1
Overview

The DMG CSF has the capability to utilize Device Management Servers from existing device management technologies (e.g. OMA-DM, TR-069) to implement the Device Management Functions. The Management Adapter in DMG of the IN takes the responsibilities to interact with the Management Server using the "ms" interface as follows:
· Protocol Translation between DMG and the Management Server
After the DMG receives the requests from AE via the Mca reference point, the Management Adapter translates the requests from the M2M Applications to requests that can be understood by the Management Server.
· Interaction with the Management Server
By using "ms" interface, the Management Adapter can communicate with the Management Server. This is for delivering the requests from the M2M Applicatoin to the Management Server, or receiving information from the Management Server that will be notified to AE.
· Management Server Selection
This is applicable when the Management Adapter can communicate with the multiple Management Servers that have the different level of access rights to resources from the management technologies. The Management Adapter should select the proper Management Server that has the access rights to perform the management requests, and the access right information for a certain Management Server can be queried using the "ms" interface.
A Device Management Server may be located in the Underlying Network using the Mcn reference point as depicted in Figure 6.2.4.1.2.1-1 or the Device Management Server may be located in the M2M Service Layer as depicted in Figure 6.2.4.1.2.1-2.
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Figure 6.2.4.1.2.1-1 Device Management Server in Underlying Network
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Figure 6.2.4.1.2.1-1 - Device Management Server in M2M Service Layer

The "ms" interface is functionally the same interface regardless if the Device Management Server resides in the Underlying Network or the Service Layer. However, the access rights that the Management Server has for resources from the management technology can be different depending whether the Management Server resides in the Underlying Network or the Server Layer. For example in Figure 6.2.4.2.1.1-1, the Device Management Server in the Underlying Network controls access of the exposed resources from management technology while, in the Figure 6.2.4.2.1.1-2, the Device Management Server in the M2M Service Layer controls access to the resources. 
6.2.4.1.2.2
Device Management Server – Access Permissions

When an operation on a M2M Service Layer Resource is performed, the access permissions are checked by the security functions described in the Security CSF. The Security CSF uses the information in the Access Rights associated with the Resource to determine if the requested access to the Resource is granted. 

If the access to the Resource is granted and the operation for the Resource utilizes Device Management Server external to the service Layer, the DMG CSF selects one or more among the authenticated Device Management Servers necessary to access the requested resources. 

6.2.4.1.3
Device Management Client Interaction

The Management Adapter in the DMG of the Middle Nodes and Application Service Nodes interacts with the Management Client to exchange information with the Management Client using the "la" interface provided by the Management Client (e.g. DM-7,8,9 ClientAPI in OMA DM[i.2]). The Management Adapter can then interact with DMG in the Infrastructure Node over the Mcc reference point.
Editor's Note: This section is not complete
6.2.4.1.4
Device Management Resource Lifecycle

6.2.4.1.4.1
Overview

The lifecycle of a Management Resource is implemented using the resource management defined in Section 9. In addition a Management Resource maintains information and relationships that are specific Management Resources. This information is used to:

· Manage the technology specific objects via a Device Management Server which requires the information necessary to identify and access the Device Management Server.

· Invoke the security mechanism of the Device Management Server in order to authorize access to the technology specific objects.

Editor's Note: The concept of the lifecycle for Resources is FFS.

6.2.4.1.4.2
Creation, Update and Deletion of Device Management Resources

Management Resources are either Created, Updated or Deleted:

· By administrative means using the Mca reference point

· Directly by a CSE based on a discovery or another event within the CSE

· Indirectly by the Device Management Server or Device Management Client when an event (firmware update, fault notification) occurs within the Device Management Server or Client

Regardless of the Create, Update or Delete operation, the issuer of the operation shall be authorized to perform the operation. In addition, at most one Device Management Server shall be able to Create, Delete or Update addressable elements of a Management Resource.
## End of Text ##
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