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1
Introduction
This contribution proposes TS-0006 text for mgmtCmd use for BBF management procedures. The proposal includes 

· In chapter 7: a few editorial updates, along with a small section on mgmtCmd resource
· Introduction of chapter 8: Procedures for management. This chapter distilles the text previously proposed for management procedures usingmgmtObj. It keeps all the relevant text that indicates the procedures available, such as Software Update, reboot, etc, without the sentences linking them to the primitives

· Chapter 9 (former chapter 8) shows the mapping of the primitives to management procedures in chapter 8. For section 9.1 it retains the text previously proposed for mgmtObj primitives, keeping in mind that the procedural context is provided in chapter 8. Section 9.2 is new text linking mgmtCmd primitives to procedures from chapter 8. 

The changes are poposed such that there is less duplication and easier mapping between management procedures and primitives. For example,  a software installation procedure is described using the relevant BBF RPCs in section 8.10. Sections 9.1.3.6 and  9 show how <mgmtObj> and <mgmtCmd> primitives, respectively, can be mapped to perform such software installation procedures.
-----------------------Start of proposed text 1 -------------------------------------------

7
Mapping of resources
This clause contains all information on how to map management resources to  managed objects and parameters as defined in the TR-181 [6] data model or the Remote Procedure Calls (RPCs) in TR-069 [4].  
Editors Note: Resource attributes need to be rechecked to ensure all attribles of the mgmtObj resources are in the mapping tables (e.g., DeviceInfo:deviceId).

7.1
General mapping assumptions

TR-069 [4] specifies a protocol for communication between a CPE (Customer Premises Equipment) and an ACS (Auto-Configuration Server).  Any TR-069 enabled device has to follow the data model as described in the TR-106 [5] and TR‑181 [6] as well as RPCs described in TR-069 [4].

As TR-181 [6] is the model that the Resources are mapped, all Resources shall have the objectId of the TR-181[6] namespace (e.g., "urn:broadband-forum-org:TR-181-2-7-0”).
7.2
Resource deviceInfo

The Resource deviceInfo is a read-only Resource that shall map to the Device.DeviceInfo object of TR-181 [6].

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4].

	Attribute Name of deviceInfo
	TR-181 Parameter

	deviceLabel
	Device.DeviceInfo.Description

	manufacturer
	Device.DeviceInfo.Manufacturer

	model
	Device.DeviceInfo.ModelNumber

	deviceType
	Device.DeviceInfo.ProductClass

	fwVersion
	Device.DeviceInfo.SoftwareVersion if the device supports only 1 software version. If the device support multiple software versions this would map to Device.DeviceInfo.AdditionalSoftwareVersion

	swVersion
	Device.DeviceInfo.SoftwareVersion

	hwVersion
	Device.DeviceInfo.HardwareVersion


7.3
Resource memory

The Resource memory is a read-only Resource that shall map to the Device.DeviceInfo.MemoryStatus object of TR-181 [6]. 

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

Attempts to modify the attributes of the memory Resource causes an error code “operation unsupported” to be returned.

	Attribute Name of memory
	TR-181 Parameter

	memAvailable
	Device.DeviceInfo.MemoryStatus.Free

	memTotal
	Device.DeviceInfo.MemoryStatus.Total


7.4
Resource battery

The Resource battery  is a read-only Resource that shall map to an instance of Device.DeviceInfo.X_oneM2M_BatteryStatus.Battery.{i} object. 

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

	Attribute Name of battery
	TR-181 Parameter

	batteryLevel
	Device.DeviceInfo.X_oneM2M_BatteryStatus.Battery.{i}.Level

	batteryStatus
	Device.DeviceInfo.X_oneM2M_BatteryStatus.Battery.{i}.Status


7.5
Resource areaNwkInfo
The Resource areaNwkInfo is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_CSE.{i}.M2MAreaNetwork.{i} object. 

As the areaNwkInfo Resource is a multi-instance Resource, the M2MAreaNetwork object is an multi-object instance that can be created and deleted.

The M2MAreaNetwork instance shall be created  using the Add Object RPC of TR-069 [4].

The M2MAreaNetwork instance shall be deleted  using the Delete Object RPC of TR-069 [4]. 

The information of a M2MAreaNetwork shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

The information of a M2MAreaNetwork shall be modified using the SetParameterValues RPC of TR-069 [4]. 

	Attribute Name of areaNwkInfo
	X_oneM2M Parameter

	areaNwkType
	Device.X_oneM2M_CSE.{i}.M2MAreaNetwork.{i}.Type

	listOfDevices
	Device.X_oneM2M_CSE.{i}.M2MAreaNetwork.{i}.ListOfDevices


7.6
Resource areaNwkDeviceInfo
The Resource areaNwkDeviceInfo is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_CSE.{i}.AreaNetworkDevice.{i} object. 

As the areaNwkDeviceInfo Resource is a multi-instance Resource, the AreaNetworkDevice object is an multi-object instance that can be created and deleted.

Instances of the areaNwkDeviceInfo Resource is referenced in the listOfDevices attribute of the associated AreaNwkInfo Resource. 

The M2MAreaNetworkDevice instance shall be created  using the Add Object RPC of TR-069 [4].

The M2MAreaNetworkDevice instance shall be deleted  using the Delete Object RPC of TR-069 [4]. 

The information of a M2MAreaNetworkDevice shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

The information of a M2MAreaNetworkDevice shall be modified using the SetParameterValues RPC of TR-069 [4].

	Attribute Name of areaNwkDeviceInfo
	X_oneM2M Parameter

	devId
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.Host

	devType
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.Type

	areaNwkId
	Reference to Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.M2MAreaNetwork

	sleepInterval
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.SleepInterval

	sleepDuration
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.SleepDuration

	status
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.Status

	listOfNeighbors
	Device.X_oneM2M_CSE.{i}.M2MAreaNetworkDevice.{i}.Neighbors


7.7
Resource eventLog

The Resource eventLog is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.DeviceInfo.VendorLogFile.{i} object. 

While the eventLog Resource is a multi-instance Resource, the VendorLogFile is a read-only object where only the CPE is able to create and delete instances of the VendorLogFile.

The contents of a VendorLogFile instance shall be retrieved using the Upload RPC of TR-069 [4].

The VendorLogFile.Name parameter does not support the capability to set the name. Attempts to modify the TypeId attribute of the eventLog Resource causes an error code “operation unsupported” to be returned.

The VendorLogFile object instance does not support action capabilities to start or stop the log. As such, the following mappings are used:

· logStart: The value shall be set to “True” when the Resource is created. An error code “unsupported value” shall be returned for an attempt to set the values of logStart attribute to any other value.

· logStop: When set to “True” the CSE shall initiate the “Upload” operation where the results of the VendorLogFile are placed in the logData attribute. When the logStop attribute is set to “True”, the CSE shall initiate the “Upload” operation where the results of the Upload operation are placed in the logData attribute.  Once the logStop attribute is set to “True” it cannot be set to “False”. An attempt to set the logStop attribute to “False” once it has been set to “True” shall result in an  error code “operation unsupported” to be returned.

· logActionStatus: The value shall be set to “Started” when the Resource is created and shall be set to “Stopped” when the logStop is set to “True”

	Attribute Name of eventLog
	TR-181 Parameter

	logTypeId
	Device.DeviceInfo.VendorLogFile.{i}.Name

	logData
	Upload RPC using the Device.DeviceInfo.VendorLogFile.{i} as the FileType. Results are placed in this attribute.

	logActionStatus
	Always returns the value of “Started” upon creation and the value “Stopped” upon a success transfer of the VendorLogFile.{i} Instance.

	logStart
	Set to “True” upon creation of the Resource.

	logStop
	Invoke the Upload RPC when set to “True”.


	RPC Upload Argument

	URL: URL of the Server that M2M Node uses to uplod the event log in order to retrieve the contents of the eventLog.

	FileType: “4 Vendor Log File <i>”

	Username: Username credential of the Server that the M2M Node uses to receive the event log.

	Password: Password credential of the Server that the M2M Node uses to receive the event log.

	CommandKey: Automatically set by the M2M node in order to correlate the TransferComplete response.

	DelaySeconds: 0 (immediate)


7.8
Resource deviceCapability

The deviceCapability Resource represents a capabilility of device that can be administratively enabled or disabled. The list of capabilities that are managed are defined in the enumeration of the capabilityName attribute.  The TR-181 [6] data model defines a subset of capabilities listed in the deviceCapability enumeration. The supported device capabilities within TR-181 [6] include:

· LAN Interfaces: USB, Wi-Fi, HomePlug, MoCA, UPA

· Hardware Capabilities: SmartCardReader

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

The capabilities shall be enabled and disabled using the SetParameterValues RPC of TR-069 [4]. 

	Attribute Name of capabilityInstance
	TR-181 Parameter

	capabilityName
	This attribute is fixed based on the value of the capablityName attribute.

	attached
	Returns “True”

	capabilityActionStatus
	No direct mapping exists.

The progress indicator of the

capabilityActionStatus is set to 0% as soon

as the request to enable or disable the capability is performed by the M2M Service Layer. After

completion of the request, the progress

indicator is set to 100%.

	enable
	USB: Device.USB.Interface.(i).Enable

WiFi: Device.WiFi.Radio.{i}.Enable

HomePlug: Device.HomePlug.Interface.{i}.Enable

MoCA: Device.MoCA.Interface.{i}.Enable

UPA: Device.UPA.Interface.{i}.Enable

SmartCardReader: Device.SmartCardReaders.SmartCardReader.{i}.Enable

	disable
	Same parameter is used to disable a capability as the enable attribute.


7.9
Resource firmware

The firmware Resource represents a firmware instance and  is not considered a TR-069 managed entity within the device until the the firmware Resource’s update attribute has been written a value of “True”. When this occurs, the TR-069 Download RPC shall be invoked.

Note: In many instances, the server from which the firmware is downloaded requires authentication in the form of Username and Password credentials. The CSE that executes firmware download shall maintain the a mapping of the username and password of the download server needed to download the firmware outside the lifecycle of the specific firmware 

	Attribute Name of firmware
	RPC Download Arguments

	URL
	URL

	update
	When set to the value of “True” executes the Download operations with a FileType “1 Firmware Upgrade Image” is performed.

	
	Username: Received from the CSE for the download server where the update is set to “True”.

	
	Password: Received from the CSE for the download server where the update is set to “True”.

	
	CommandKey: Automatically set by the CSE where the update is set to “True” in order to correlate the TransferComplete response.

	
	FileSize: 0 (not used)

	
	TargetFileName: <empty> (not used)

	
	DelaySeconds: 0 (immediate)

	
	SuccessURL: <empty> (not used)

	
	FailureURL: <empty> (not used)


7.10
Resource software

The Resource software is a multi-instance Resource where each instance of the Resource maps directly to an instance of Device.SoftwareModules.DeploymentUnit.{i} object for the deployment aspects (install, remove) of the software Resource.  The install and uninstall operation of software Resource is performed using a combination of the ChangeDUState and ChangeDUStateComplete RPCs.

Once a software Resource has been installed, the Resource shall be mapped to the associated Device.SoftwareModules.ExecutionUnit.{i} objects in order to activate and deactivate the associated execution unit.

The software Resource version and name shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The activate and deactive operations of the software Resource shall be performed by manipulating the Device.SoftwareModules.ExecutionUnit.{i}.RequestedState parameter using the SetParameterValues RPC.

	Attribute Name of software
	Description

	version
	Device.SoftwareModules.DeploymentUnit.{i.Version

	name
	Device.SoftwareModules.DeploymentUnit.{i}.Name

	URL
	Device.SoftwareModules.DeploymentUnit.{i}.URL

	install
	Use the ChangeDUState:InstallOpStruct

	installStatus
	Status is defined as 0% if the install operation has not been initiated or has failed. If the install operation has completed successfully, the value of 100% is used in indicate a successful completion of the installation.

	activate
	The action that activates software previously installed.

	deactivate
	The action that deactivates software.

	activeStatus
	Status is defined as 0% if the  last operation has not been has failed or a new operation has been initiaited. If the current operation has completed successfully, the value of 100% is used in indicate a successful completion of the operation.


	RPC ChangeDUState:InstallOpStruct Argument

	URL: URL of the Server that M2M Node uses to download the DU.

	Username: Username credential of Server that the CPE uses to download the DU – Supplied by the CSE.

	Password: Password credential of Server that the CPE uses to download the DU – Supplied by the CSE.

	UUID: Supplied by the CSE and used to correlate the DU for the uninstall operation.

	ExecurtionEnvRef: <empty> not used


	RPC ChangeDUState:Uninstall OpStruct Argument

	UUID: UUID of the DU that was installed – Maintained by the CSE.

	ExecutionEnvRef: <empty> not used


7.11
Resource reboot

The Resource reboot maps to either the Reboot RPC or FactoryReset RPC of TR-069 [4].

When the reboot attribute of the reboot Resource is set to “True”, the CSE shall execute the Reboot RPC of TR-069[4].

When the factoryReset attribute of reboot Resource is set to “True”, the CSE shall execute the FactoryReset RPC of TR-069[4].

	Attribute Name of reboot
	Description

	reboot
	Executes the Reboot RPC

	factoryReset
	FactoryReset RPC


	RPC Reboot Arguments

	CommandKey: Automatically set by the CSE where the reboot is set to “True” in order to correlate the “M-Reboot” Event from the next Inform.


7.12
Resource mgmtCmd

The mgmtCmd Resource maps only to BBF RPC commands as described in section 9.2.
8
Procedures for management

This clause describes management procedures and operations which can be executed using  the BBF TR-069 protocol and the corresponding message flows to fulfil the oneM2M management requirements.

Some procedures may be triggered by multiple primitives and some primitives may trigger different operations depending on parameters and/or state. The mapping between these procedures and oneM2M primitives is detiled in section 9.

8.1
Creation of Management Object Instances 
The Creation of Object instances shall use the AddObject RPC. The AddObject RPC is defined in TR-069 [4] as a synchronous RPC and returns a successful response or one of the following fault codes in Table 8.1-1.
Table 8.1-1: AddObject Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9005
	Invalid Parameter name (associated with Set/GetParameterValues, GetParameterNames, Set/GetParameterAttributes, AddObject, and DeleteObject)
	






8.2
Deletion of Management Object Instances
The Deletion of Object Instances  shall use  the DeleteObject RPC. The DeleteObject RPC is defined in TR-069 [4] as a synchronous RPC and returns a successful response or one of the following fault codes in Table 8.2-1
Table 8.2-1: DeleteObject Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9005
	Invalid Parameter name (associated with Set/GetParameterValues, GetParameterNames, Set/GetParameterAttributes, AddObject, and DeleteObject)
	


8.3
Software un-install operation

The software un-install operation shall use the ChangeDUState mechanism defined in TR-069 [4]. The ChangeDUState mechanism is an asynchronous command that consists of the synchronous ChangeDUState RPC for the uninstallation request and the asynchronous ChangeDUStateComplete RPC.  The ChangeDUState RPC returns a successful response or one of the following fault codes in Table 8.3-1. A successful response means that the CPE has accepted the ChangeDUState RPC.
Table 8.3-1: ChangeDUState Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	


Once the CPE has attempted to change the state of the deployment unit, the CPE reports the result of the state change operation using the ChangeDUStateComplete RPC. The ChangeDUStateComplete RPC indicates a successful operatoin or one of the following fault codes in Table 8.3-2.
Table 8.3-2: ChangeDUStateComplete Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9003
	Invalid arguments
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9013
	Unsupported protocol for file transfer (associated with Upload, Download, ScheduleDownload, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9015
	File transfer failure: unable to contact file server (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9016
	File transfer failure: unable to access file (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9017
	File transfer failure: unable to complete download (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9018
	File transfer failure: file corrupted or otherwise unusable (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9022
	Invalid UUID Format (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)
	

	9023
	Unknown Execution Environment (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install only)
	

	9024
	Disabled Execution Environment (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)
	

	9025
	Deployment Unit to Execution Environment Mismatch (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install and Update)
	

	9026
	Duplicate Deployment Unit (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install only)
	

	9027
	System Resources Exceeded (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install and Update)
	

	9028
	Unknown Deployment Unit (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update and Uninstall)
	

	9029
	Invalid Deployment Unit State (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update and Uninstall)
	

	9030
	Invalid Deployment Unit Update – Downgrade not permitted (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	

	9031
	Invalid Deployment Unit Update – Version not specified (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	

	9032
	Invalid Deployment Unit Update – Version already exists (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	



8.4
Parameter modifications
Modifying values of Resource attributes shall map to the SetParameterValues RPC. The SetParametersValue RPC is defined in TR-069 [4] as a synchronous RPC and returns a successful response or one of the following fault codes in Table 8.4-1.
Table 8.4-1: SetParameterValues Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9005
	Invalid Parameter name (associated with Set/GetParameterValues, GetParameterNames, Set/GetParameterAttributes, AddObject, and DeleteObject)
	

	9006
	Invalid Parameter type (associated with SetParameterValues)
	

	9007
	Invalid Parameter value (associated with SetParameterValues)
	

	9008
	Attempt to set a non-writable Parameter (associated with SetParameterValues)
	


8.5 File upload operations

The upload file transfer operation shall use the Upload mechanism defined in TR-069 [4]. The Upload mechanism  is an asynchronous command that consists of the synchronous Upload RPC for the Upload and the asynchronous TransferComplete RPC.  The Upload RPC returns a successful response or one of the following fault codes in Table 8.5-1. A successful response means that the CPE has accepted the Upload RPC.
Table 8.5-1: Upload Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9011
	Upload failure (associated with Upload, TransferComplete or Autonomous​Trans​ferComplete methods).
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9013
	Unsupported protocol for file transfer (associated with Upload, Download, ScheduleDownload, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	


Once the CPE has attempted to Upload the file, the CPE reports the result of the Upload operation using the TransferComplete RPC. The TransferComplete RPC indicates a successful operatoin or one of the following fault codes in Table 8.5-2. 
Table 8.5-2: TransferComplete Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9010
	File transfer failure (associated with Download, ScheduleDownload, TransferComplete or AutonomousTransferComplete methods).
	

	9011
	Upload failure (associated with Upload, TransferComplete or Autonomous​Trans​ferComplete methods).
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9014
	File transfer failure: unable to join multicast group (associated with Download, TransferComplete or AutonomousTransferComplete methods).
	

	9015
	File transfer failure: unable to contact file server (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9016
	File transfer failure: unable to access file (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9017
	File transfer failure: unable to complete download (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9018
	File transfer failure: file corrupted or otherwise unusable (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9019
	File transfer failure: file authentication failure (associated with Download, TransferComplete or AutonomousTransferComplete methods).
	

	9020
	File transfer failure: unable to complete download within specified time windows (associated with TransferComplete method).
	


8.6
File download operations

The download file transfer operation shall use the Download mechanism defined in TR-069 [4]. The Download mechanism is an asynchronous command that consists of the synchronous Download RPC for the Download and the asynchronous TransferComplete RPC.  The Download RPC returns a successful response or one of the following fault codes in Table 8.6-1. A successful response means that the CPE has accepted the Download RPC.
Table 8.6-1: Download Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9010
	File transfer failure (associated with Download, ScheduleDownload, TransferComplete or AutonomousTransferComplete methods).
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9013
	Unsupported protocol for file transfer (associated with Upload, Download, ScheduleDownload, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	


Once the CPE has attempted to Download the file, the CPE reports the result of the download operation using the TransferComplete RPC. The TransferComplete RPC indicates a successful operatoin or one of the following fault codes in Table 8.6-2.
Table 8.6-2: TransferComplete Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9010
	File transfer failure (associated with Download, ScheduleDownload, TransferComplete or AutonomousTransferComplete methods).
	

	9011
	Upload failure (associated with Upload, TransferComplete or Autonomous​Trans​ferComplete methods).
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9014
	File transfer failure: unable to join multicast group (associated with Download, TransferComplete or AutonomousTransferComplete methods).
	

	9015
	File transfer failure: unable to contact file server (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9016
	File transfer failure: unable to access file (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9017
	File transfer failure: unable to complete download (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9018
	File transfer failure: file corrupted or otherwise unusable (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9019
	File transfer failure: file authentication failure (associated with Download, TransferComplete or AutonomousTransferComplete methods).
	

	9020
	File transfer failure: unable to complete download within specified time windows (associated with TransferComplete method).
	


8.7
File transfer cancellation operation

The  File Transfer Cancellation operation  shall use the  CancelTransfer RPC defined in TR-069 [4].  The CancelTransfer RPC returns a successful response or one of the following fault codes in Table 8.7-1. 
Table 8.7-1: CancelTransfer Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9021
	Cancelation of file transfer not permitted in current transfer state
	


8.8
Reboot operation

The  reboot operation  shall use the Reboot RPC defined in TR-069 [4]. The Reboot RPC is a synchronous command.  The Reboot RPC returns a successful response or one of the following fault codes in Table 8.8-1. 
Table 8.8-1: Reboot Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	


8.9 Factory reset operation

The factory reset operation shall use the FactoryReset RPC defined in TR-069 [4]. The FactoryReset RPC is a synchronous command.  The FactoryReset RPC returns a successful response or one of the following fault codes in Table 8.9-1. 
Table 8.9-1: FactoryReset Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	


8.10 Software install operation

The software installation operation shall use the ChangeDUState mechanism defined in TR-069 [4]. The ChangeDUState mechanism is an asynchronous command that consists of the synchronous ChangeDUState RPC for the download and the asynchronous ChangeDUStateComplete RPC.  The ChangeDUState RPC returns a successful response or one of the following fault codes in Table 8.10.-1. A successful response means that the CPE has accepted the ChangeDUState RPC.
Table 8.10-1: ChangeDUState Fault Code Mapping

	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	


Once the CPE has attempted to change the state of the deployment unit, the CPE reports the result of the state change operation using the ChangeDUStateComplete RPC. The ChangeDUStateComplete RPC indicates a successful operatoin or one of the following fault codes in Table 8.1.3.6-2.
Table 8.1.3.6-2: ChangeDUStateComplete Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9003
	Invalid arguments
	

	9012
	File transfer server authentication failure (associated with Upload, Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9013
	Unsupported protocol for file transfer (associated with Upload, Download, ScheduleDownload, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9015
	File transfer failure: unable to contact file server (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9016
	File transfer failure: unable to access file (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9017
	File transfer failure: unable to complete download (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9018
	File transfer failure: file corrupted or otherwise unusable (associated with Download, TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).
	

	9022
	Invalid UUID Format (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)
	

	9023
	Unknown Execution Environment (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install only)
	

	9024
	Disabled Execution Environment (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)
	

	9025
	Deployment Unit to Execution Environment Mismatch (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install and Update)
	

	9026
	Duplicate Deployment Unit (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install only)
	

	9027
	System Resources Exceeded (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install and Update)
	

	9028
	Unknown Deployment Unit (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update and Uninstall)
	

	9029
	Invalid Deployment Unit State (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Install, Update and Uninstall)
	

	9030
	Invalid Deployment Unit Update – Downgrade not permitted (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	

	9031
	Invalid Deployment Unit Update – Version not specified (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	

	9032
	Invalid Deployment Unit Update – Version already exists (associated with DUStateChangeComplete or AutonomousDUStateChangeComplete methods: Update only)
	


8.11
Retrieval of Management Object Instances 
The  retrieval of object instances operation shall use the GetParameterValues RPC. The GetParametersValue RPC is defined in TR-069 [4] as a synchronous RPC and returns a successful response or one of the following fault codes in Table 8.11-1.
Table 8.11-1: GetParameterValues Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9005
	Invalid Parameter name (associated with Set/GetParameterValues, GetParameterNames, Set/GetParameterAttributes, AddObject, and DeleteObject)
	


8.12
Notification operations 
TR-069 [4] has the capability to be notified when all attributes of objects have been modified but not when any attribute of an object has been modified.  There are two posibilities described below.


8.12.1
Procedure using SetParameterAttributes 

TR-069 [4] provides the capability to subscribe to changes of a specific attribute through the use of the SetParameterAttributes RPC using the “Active” value for the Notification parameter.

TR-069 [4] provides the capability to un-subscribe to changes of a specific attribute through the use of the SetParameterAttributes RPC using the “None” value for the Notification parameter.

The SetParametersAttributes RPC is defined in TR-069 [4] as a synchronous RPC and returns a successful response or one of the following fault codes in Table 8.121-1.
Table 8.12.1-1: SetParameterAttributes Fault Code Mapping
	Fault code
	Description
	Primitive Error Code

	9000
	Method not supported
	

	9001
	Request denied (no reason specified)
	

	9002
	Internal error
	

	9003
	Invalid arguments
	

	9004
	Resources exceeded (when used in association with SetParameterValues, this MUST NOT be used to indicate Parameters in error)
	

	9010
	File transfer failure (associated with Download, ScheduleDownload, TransferComplete or AutonomousTransferComplete methods).
	


8.12.2
Notifications using the Inform method 
CPEs produce notifications for subscribed attributes using the TR-069 Inform method, the Inform method has an argument Event that has as one of the EvendCodes with the value "4 VALUE CHANGE" indicating that a subscribed parameter’s value has changed. The parameter(s) that have changed are included ParameterList argument of the Inform method.

The ParameterList argument  is list of  name-value pairs; the name is parameter name and shall be mapped to the objectPath attribute of the Resource while the value is the most recent value of the parameter.

Note: TR-069 CPEs do not report value change’s of parameters that were modified by the ACS.
9
Mapping of primitives to procedures for management
9.1
MgmtObj primitive mappings

Editors Note: Need to flesh out the error codes for procedures.
9.1.1
Create primitive mapping

The Create primitive shall result in the Creation of Object Instances operation as described in section 8.1.1 and map to the AddObject RPC. 
9.1.2
Delete <mgmtObj> primitive mapping

9.1.2.1
Delete <mgmtObj> primitive mapping for deletion of Object Instances

The Delete <mgmtObj> primitive shall map  to the Deletion of Management Object Procedure as described in section 8.2
9.1.2.2
Delete <mgmtObj>  primitive mapping for software un-install operation

The  Delete <mgmtObj> primitive that results in a software un-install operation (e.g., Resource software) shall use the Software Uninstall Operation described in section 8.3
9.1.3
Update <mgmtObj> primitive mapping

9.1.3.1
Update <mgmtObj> primitive mapping for Parameter modifications

The  Update <mgmtObj> primitive that modifies the value of a Resource attribute shall map to the Parameter Modification Operation described in section 8.4
9.1.3.2
Update <mgmtObj>  primitive mapping for upload file transfer operations

The  Update <mgmtObj> primitive that results in an upload file transfer operation (e.g., logStop attribute of the eventLog Resource) shall use the upload file operation described in section 8.5
9.1.3.3
Update <mgmtObj> primitive mapping for download file transfer operations

The  Update <mgmtObj> primitive that results in a download file transfer operation (e.g., update attribute of Resource firmware) shall use the download file operation described in section 8.6
9.1.3.4
Update <mgmtObj> primitive mapping for reboot operation

The  Update <mgmtObj> primitive that results in a reboot operation (e.g., reboot attribute of Resource reboot) shall use the reboot operation described in section 8.8 
9.1.3.5
Update <mgmtObj> primitive mapping for factory reset operation

The  Update <mgmtObj> primitive that results in a factory reset operation (e.g., factoryReset attribute of Resource reboot) shall use the factory reset operation described in section 8.9
9.1.3.6
Update <mgmtObj> primitive mapping for software install operation

The Update <mgmtObj>  primitive that results in a software installation operation (e.g., install attribute of Resource software) shall use the software install operation described in section 8.10
9.1.4
Retrieve <mgmtObj> primitive mapping

The  Retrieve <mgmtObj> primitive shall map to the retrieval of  management object instances operation described in section 8.11
9.1.5
Notify <mgmtObj> primitive mapping

The Notify primitive permits notifications to Originators that have subscribed to a Resource and shall map to the notification operation described in section 8.12
9.2
MgmtCmd and ExecInstance primitive mappings

Editors Note: Need to flesh out the error codes for procedures.
9.2.1
Create <mgmtCmd>
The Create primitive for <mgmtCmd>  results is the creation of a <mgmtCmd> resource instance in the receiving CSE without mapping into a BBF RPC command.
9.2.2
Retrieve <mgmtCmd> 
 The Retrieve primitive for <mgmtCmd>  results is the retrieval of a <mgmtCmd> resource instance without mapping into a BBF RPC command.
9.2.3
Update <mgmtCmd> 
The Update primitive for <mgmtcmd> may map into zero or several BBF RPC commands as follows:
If the Update primitive does not address the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable , it results in update of all or part of the information of an existing <mgmtCmd> resource with the new attribute values, without mapping into BBF RPC commands.
If the Update primitive addersses the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable, and if WRITE permision is allowed, it effectively triggers an Execute <mgmtCmd> procedure detailed in section 9.2.5
9.2.4
Delete <mgmtCmd> 

 The Delete primitive for <mgmtcmd> may map into zero or several BBF RPC commands as follows:
If  there there are no initiated <execInstance> sub-resouces  under the <mgmtCmd>  the receipt of the Delete primitive reults in the deletion of the resource without mapping into any BBF RPC commands.

If there are <execInstance> sub-resources which initiated  BBF File Upload and File Download operations which are cancelable, the BBF CancelTransfer RPC procedure in section 8.7 shall be initiated for each cancealable operation. Upon completio of the cancellation operation the <mgmtcmd> resource will be deleted.
9.2.5 Execute <mgmtCmd> 
When the Update primitive for <mgmtcmd> addresses the execEnable attribute of the <mgmtCmd> , it effectively triggers an Execute <mgmtCmd> procedure. This in turn triggers the BBF RPC procedures represented by the <execInstance> sub-resources to be started. 
The Hosting CSE performs command coversion of its  <execInstance> sub-resources. The mapping between the <execInstance> parameters and the RPC procedures triggered is based on the value of the ExecReqArgsType as described in TS-004 and is detailed in Table 9.2.5-1
	complexType ExecReqArgsType
	Operation

	DownloadArgsType
	File download operations (section 8.6)

	SoftwareInstallArgsType
	Software Install operation (section 8.9)

	SoftwareUnInstallArgsType
	Software Uninstall operation (section 8.3)

	CancelTransferArgsType
	File Transfer Cancellation operation (section 8.7)

	UploadArgsType
	File upload operation (section 8.5)

	RebootArgsType
	Reboot operation (section 8.7)

	ResetArgsType
	Factory reset operation (section 8.8)

	AnyArgsListType
	AnyArgsType may be mapped into  other BBF RPC commands if allowed  


Table 9.2.5.-1 Mapping of Execute <mgmtCmd> primitives to management operations
9.2.6 Cancel <execInstance> 

When the Update primitive for an <execInstance>  sub-resource addresses the execDisable attribute of the < execInstance > , it effectively triggers a cancel <execInstance> procedure. 
The hosting CSE determines if the operation has been initiated, if it is canceable and if it has been completed. Currently, only the BBF File Upload and File Download operations are cancealable.

If  the <execInstance> sub-resouce status reflects that the operation has not been initiated, that it is not cancealable or that it the operation has been completed, corresponding error codes should be returned and no BBF RPC procedures are triggered.

If the <execInstance> sub-resource initiated  BBF File Upload and File Download operations whichare cancelable, the BBF  CancelTransfer RPC procedure in section 8.7 shall be initiated

	complexType ExecReqArgsType
	Operation

	DownloadArgsType
	File download operations (section 8.6)

	SoftwareInstallArgsType
	Software Install operation (section 8.9)

	SoftwareUnInstallArgsType
	Software Uninstall operation (section 8.3)

	UploadArgsType
	File upload operation (section 8.5)

	RebootArgsType
	Reboot operation (section 8.7)

	ResetArgsType
	Factory reset operation (section 8.8)

	AnyArgsListType
	AnyArgsType may be mapped into  other BBF RPC commands if allowed  


9.2.7
Retrieve <execInstance> 

The Retrieve primitive for <execInstance>  results is the retrieval of a <execInstance> sub-resource instance without mapping into a BBF RPC command.

9.2.8 Delete <execInstance> 

The Delete primitive for an <execInstance>  sub-resource may map into zero or several BBF RPC procedures as follows: 

The hosting CSE determines if the operation has been initiated, if it is canceable and if it has been completed. Currently, only the BBF File Upload and File Download operations are cancealable.

If  the <execInstance> sub-resouce status reflects that no operation has been initiatedor that it has been completed, it shall delete the sub-resource and  no BBF RPC procedures are triggered.

If the <execInstance> sub-resource initiated  BBF File Upload and File Download operations which are cancelable and have not been completed, the BBF CancelTransfer RPC procedure in section 8.7 shall be initiated. Upon completion of cancellation the sub-reource shall be deleted. 

----------------------- End of proposed text 1 -------------------------------------------
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