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Generic Procedure for Mapping of LWM2M Objects to <mgmtObj> Resources 
The need to specify a generic procedure for providing a complete mapping of oneM2M resources and attributes to LWM2M objects and resources is obvious when comparing Table 1 and Table 2. There are just too many LWM2M Objects defined that currently do not have a corresponding <mgmtObj> specialization defined in oneM2M. Furthermore, given that LWM2M also supports the ability for vendors to define their own vendor specific LWM2M Objects, this further compounds the issue from a oneM2M standardization perspective. For these reasons, a more generic and extensible procedure is proposed here to provide the capability to the CSE to support new LWM2M object mappings to oneM2M <mgmtObj> specializations.

-----------------------Start of change 1-------------------------------------------
Since there exists LWM2M Objects that do not have explicit mappings to oneM2M <mgmtObj> resources defined in TS-0005 [4], oneM2M can define a set of guidelines for generically mapping LWM2M objects to new oneM2M <mgmtObj> resources. These guidelines provide extensibility between the two standards and ensure seamless interworking of LWM2M client and servers with oneM2M CSEs.

Below are the guidelines for generically mapping LWM2M Objects to oneM2M <mgmtObj> resources. 

1. For a given LWM2M object that is to be mapped to oneM2M, a corresponding oneM2M <mgmtObj> XSD file shall be created that is compliant with existing oneM2M XSD conventions as defined in TS-0004.  

2. The new XSD shall inherit all oneM2M defined <mgmtObj> common attributes.  

3. For each LWM2M resource supported by the LWM2M object to be mapped, the XSD shall support a corresponding oneM2M [objectAttribute] element.  The name of the LWM2M resource shall be used for the name of the oneM2M [objectAttribute] but the convention of the name shall follow oneM2M naming conventions, e.g. LWM2M resource name “Firmware Version” shall be “firmwareVersion”. Abbreviations may be used to shorten the [objectAttribute] names if necessary. 

4. The order of the [objectAttribute] attributes shall match the order of the LWM2M resources as specified by the LWM2M object’s resource definition file. This order matching is very important as it provides built-in direct mappings between LWM2M resources and oneM2M attributes. As a result, it will be easy to translate oneM2M [objectAttribute] to the corresponding LWM2M resources whenever a request is made to manage a LWM2M device.

5. For each [objectAttribute] attribute, the following guidelines shall be followed.

a. The type definition shall be based on a type defined in the W3C XML Schema definition [3] or TS-0004 [10] and that is equivalent to the type defined for the LWM2M resource.
b.  The minOccurs and maxOccurs settings shall be based on the multiplicity (i.e. Single vs. Multiple) and the optionality (i.e. Manadatory vs. Optional) of the corresponding LWM2M resource.  A mandatory attribute shall have a minOccurs=1, while a optional attribute shall have a minOccurs=0.   An attribute with single multiplicity shall have a maxOccurs=1, while an attribute with multiplicity greater than one shall have a maxOccurs set to the specified limit or to unbounded if no limit is specified.
6. When creating the <mgmtObj> associated with a LWM2M Object defined by this procedure, the following guidelines shall be followed and as shown in Table 7. 

a. mgmtDefinitions shall be set to the value “Unspecified”.

b. objectIDs shall be set to the URI of where the XSD file created in Step 1 is saved at.  

c. objectPaths may be included to contain the prefix of the local path where the LWM2M Object resides on the LWM2M device.

d. mgmtLink may be included if the <mgmtObj> resource links to another <mgmtObj> resource to form a hierarchy of <mgmtObj> resources.

e. The inclusion of at least one [objectAttribute]. Note the order of the [objectAttribute] must follow that of the order as specified by the LWM2M Object’s resource definition file.

f. The description attribute may be included to provide more specific information about the functionality of the <mgmtObj>. An example is the string “LWM2M:<object_ID>” to identify the <mgmtObj> is associated with LWM2M and to what Object ID. 


Table 7: <mgmtObj> Resource Specific Attributes
	<mgmtObj> Attributes
	Create

M/O
	Description of Value During <mgmtObj> Create

	mgmtDefinitions
	M
	Contains the value corresponding to “Unspecified”

	objectIDs
	M
	URI of an XSD file that provides the resource definitions for this <mgmtObj> resource

	objectPaths
	O
	Contains the prefix of the local path the LWM2M Object resides in on the LWM2M device. The path will include the LWM2M object instance associated with this <mgmtObj> resource, e.g. /9/2 – this <mgmtObj> maps to software object instance 2.

	mgmtLink
	O
	Contains a link to other <mgmtObj> resources to support a hierarchy of <mgmtObj> resources

	[objectAttribute]
	M
	List of LWM2M resources mapped to oneM2M attributes one for one and in the order specified by the LWM2M Object’s resource definitions file. 

	Description
	O
	A text description that contains information about the LWM2M Object


The generic guideline expands on the definition of the <mgmtObj> resource to modify the objectIDs attribute to allow a URI to be specified for the schema definition (e.g. XSD) of the <mgmtObj> specialization that corresponds to a LWM2M Object definition. The objectIDs may be configured during the creation of the specialized <mgmtObj> resource. The option to specify a URI in the objectIDs attribute allows the CSE to support new LWM2M Objects (e.g., those that were not available at the time of initial deployment of the CSE). This is especially true in the case of vendor specific LWM2M Objects. The URI will point to a location where the schema definition of the new <mgmtObj> specialization can be found and retrieved by the CSE to use. 

Table 8 – Attributes of <mgmtObj> Resource [3]
-----------------------End of change 1---------------------------------------------
7
LWM2M Interworking Procedures Using Mapping of LWM2M Objects to <mgmtObj> Resources

Figure 2 shows an example end-to-end procedure demonstrating how the procedures shown in Figure 1 can be utilized as part of LWM2M Interworking. The LWM2M Server and the IPE are co-located, and together they perform oneM2M procedures on behalf of the LWM2M Device. A LWM2M Device will initially register to the LWM2M Server and provides a list of all the LWM2M objects it supports. The LWM2M Server/IPE will then perform a oneM2M registration on behalf of the device and requests to create an <AE> resource. Once the <AE> resource is created, the IPE will then create a <node> resource to host all the <mgmtObj> resources for the device. As part of this step, the nodeLink attribute of the <AE> resource will be updated to point to the newly created <node> resource.  The IPE then proceeds to create a specialized <mgmtObj> resource for each LWM2M objects the device supports. The specialized <mgmtObj> resource will directly map to the corresponding LWM2M Object using the objectAttribute attribute of the <mgmtObj>. This will allow for one-to-one mapping of LWM2M resources to oneM2M attributes. As part of this step, the procedures of Figure 1 are executed. Once all the <mgmtObj> specializations are created, the IPE/LWM2M Server returns an appropriate response to the LWM2M Device. 

NOTE: The following procedure shows only a high level call flow of the interactions among the LWM2M Device, the LWM2M Server/IPE, and the Hosting CSE. It does not detail all the steps required to perform the indicated operations.
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Figure 2 – End-to-end LWM2M Interworking Procedure
Step 001: A LWM2M device registers to the LWM2M Server and provides a list of supported LWM2M Objects. Co-located with the LWM2M Server is the IPE.

Step 002: In response to the LWM2M registration, the IPE requests to create an <AE> resource on the Hosting CSE on behalf of the LWM2M Device.

Step 003: The Hosting CSE evaluates the request, performs the appropriate checks, and creates the <AE> resource.

Step 004: A response is sent to the IPE indicating the <AE> resource was created.

Step 005: The IPE proceeds to create a <node> resource for the LWM2M Device so <mgmtObj> specialization resources can be created for AE’s to manage the device. As part of this multi-step procedure, the nodeLink attribute of the <AE> resource created in Step 003 is updated to point to the newly created <node> resource.

Step 006: The Hosting CSE creates the <node> resource and updates the <AE>’s nodeLink attribute as well.

Step 007: The Hosting CSE returns an appropriate response for creating the <node> resource.

Step 008: For each of the LWM2M Objects supported by the LWM2M Device, the IPE creates an appropriate specialized <mgmtObj> resource as a child of the <node> resource. This <mgmtObj> specialization maps one-for-one with the corresponding LWM2M Object.

Step 009: .The Hosting CSE follows the procedures outlined in Figure 1 for creating the <mgmtObj> specialization resource.

Step 010: An appropriate response is returned to the IPE for the creation of the <mgmtObj> specialization resource.

Step 011: The IPE/LWM2M Server completes the LWM2M registration procedure by sending the LWM2M Device an appropriate response.
-----------------------Start of change 2-------------------------------------------
Once the <mgmtObj> resources are created, attribute level subscriptions can be created to get notifications for certain desired operation such as a firmware update process. With the one-to-one mapping relationship between LWM2M resources and oneM2M [objectAttribute], attribute level subscriptions can be made. Table 9 shows an updated mapping of the LWM2M Firmware Update object to a new oneM2M Firmware <mgmtObj>. Note that the existing LWM2M Firmware Update object mapping in TS-0005 [5] is missing the State resource of the Firmware Update object. This new Firmware <mgmtObj> mapping uses the procedure outlined in Section 6 above to provide the one-to-one correspondence between LWM2M Objects and oneM2M <mgmtObj> resources.

Table 9: LWM2M Firmware Update Object Mapping to oneM2M <mgmtObj> Resource
	LWM2M Resource Name
	LWM2M Resource #
	[objectAttribute]

	Package
	0
	package

	Package URI
	1
	pkgURI

	Update
	2
	update

	State
	3
	state

	Update Supported Objects
	4
	updateSupportedObjs

	Update Result
	5
	updateResult

	Pkg Name
	6
	pkgName

	Pkg Version
	7
	pkgVersion


The call flow below uses the updated Firmware Update object mapping in Table 9 to allow an AE to monitor the state of a firmware update on a LWM2M device. Prior to initiating a firmware update, the AE can subscribe to the state attribute of the new firmware <mgmtObj> to get notifications of the firmware update process. 
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Figure 3: oneM2M Attribute Level Subscription Use Case of LWM2M Firmware Update Process
Step 001: AE subscribes to the state attribute of the firmware <mgmtObj> associated with LWM2M Device.

Step 002: Hosting CSE grants the subscription and sends a successful response.

Step 003: AE sends a firmware update request to update the firmware on the LWM2M Device.

Step 004: Hosting CSE processes the request and performs the following:



a) Hosting CSE sends a Notify message to the IPE of the firmware update request.



b) Hosting CSE sends a successful response to the AE.
Step 005: The LWM2M Server/IPE sends a firmware update command to the LWM2M Device.

Step 006: The LWM2M Device receives the command and performs the download of the firmware image.



a) The LWM2M Device sends an update to the LWM2M Server with status that state = Downloading.



b) The LWM2M Server/IPE sends an update to the Hosting CSE with status that state = Downloading.



c) The Hosting CSE sends a notify to the AE with status that state = Downloading.
Step 007: The LWM2M Device completes the download and updates its state resource.



a) The LWM2M Device sends an update to the LWM2M Server with status that state = Downloaded.



b) The LWM2M Server/IPE sends an update to the Hosting CSE with status that state = Downloaded.



c) The Hosting CSE sends a notify to the AE with status that state = Downloaded.
Step 008: The LWM2M Device begins updating the firmware and updates its state resource.



a) The LWM2M Device sends an update to the LWM2M Server with status that state = Updating.



b) The LWM2M Server/IPE sends an update to the Hosting CSE with status that state = Updating.



c) The Hosting CSE sends a notify to the AE with status that state = Updating.
Step 009: The LWM2M Device completes updating the firmware successfully and updates its state resource.



a) The LWM2M Device sends an update to the LWM2M Server with status that state = Idle.



b) The LWM2M Server/IPE sends an update to the Hosting CSE with status that state = Idle.



c) The Hosting CSE sends a notify to the AE with status that state = Idle.
-----------------------End of change 2---------------------------------------------
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