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Introduction

This CR clarifies the announceability of the <mgmtObj> specializations defined in this document.
R01: includes the changes agreed at presentation of the initial version
-----------------------Start of change --------------------------------------------
8. Procedures

8.1.  <mgmtObj> life cycle procedures

8.1.1.  Introduction

The life cycle of the <mgmtObj> resource in the Hosting CSE is established either through the:

· Provisioning of the <mgmtObject> resource by the Configuration AE.

· Discovery of the <mgmtObject> resource by the Hosting CSE using the methods described in clause 6.1 of the present document.

8.1.2.  Setting configuration information on <mgmtObj> resource

The Configuration AE is able to configure the <mgmtObj> resources used for device configuration by either creating the <mgmtObj> resource or updating existing <mgmtObj> resources for the targeted AE or CSE. Likewise, the Configuration AE can delete the <mgmtObj> resource as part of a decommissioning process.

In some scenarios the <mgmtObj> resource may already exist due to pre-provisioning or a previous discovery action by the IN-CSE's interaction with the Configuration IPE, DM Server or ASN/MN or ADN node. As such the Configuration AE needs to first discover if the <mgmtObj> resource exists in the Hosting CSE. As <mgmtObj> resources are represented under the <node> resource of the ASN/MN or ADN node, the discovery operation's scope can use the <node> resource within the discovery criteria. Based on the results of the discovery the Configuration AE will either create or update the <mgmtObj> resource. Figure 8.1.2-1 depicts this flow.
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Figure 8.1.2-1: Configuring attributes of a <mgmtObj> resource

Likewise, the Configuration AE may use the same approach to discover when deleting the <mgmtObj> resource as part of a decommissioning process or retrieval of the <mgmtObj> resource.

Note: In order for the IN-CSE to forward the request onto the DM Server, the <mgmtObj> resource is required to be configured with the path to the resource in the context of the technology specific protocol (e.g., LWM2M URI, OMA-DM path, BBF TR-069 path). The fully qualified domain name can also be used if the IN-CSE does not know the address of the DM Server.

8.1.3.  Management of <mgmtObj> resource on ASN/MN/ADN nodes

8.1.3.1. Introduction

Management of the <mgmtObj> object resources on ASN/MN or ADN nodes may be managed using one of the architectural methods described in clause 6.1 of the present document. 

8.1.3.2. Management using device management technologies

Clause 10.2.8 '<mgmtObj> Resource Procedures' of TS-0001 [2] describes the procedures for M2M Nodes to represent their technology specific data as oneM2M resources within the IN-CSE.
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Figure 8.1.3.2-1: Management using Device Management technologies

1) The Configuration AE issues a request for <mgmtObj> resource for an ASN/MN/ADN node that is managed using Device Management technologies.

2) The IN- CSE processes the request issued by Configuration AE.

3) The IN-CSE executes the Device Management command which is mapped from operation on <mgmtObj> resource to external management technologies.
4) The ASN/MN/ADN then creates, updates, deletes or retrieve the configuration parameters on the node, and returns the result of Device Management command.

8.1.3.3. Management using the Mcc reference point

Once M2M Service Layer operation is established between the AE or CSE and the Registrar/Hosting CSE, <mgmtObj> resources may be managed using the Mcc reference point by the AE or CSE subscribing to receive changes to the <mgmtObj> resource using the subscription procedures defined in clause 10.2.11 of oneM2M TS-0001 [2]. Establishment of the M2M Service Layer operations includes actions such as establishing the appropriate security associations and registration of the CSEs and AEs.

While not mentioned in clause 6.1 of the present document, <mgmtObj> specializations may be announced depending on the <mgmtObj> specialization type. 
The following <mgmtObj> specializations specified in this document are announceable (i.e. announceable variants of this resource type are defined in the XSD of the respective <mgmtObj> specialization): 
[registration], [dataCollection]
The following <mgmtObj> specializations specified in this document are not announceable (i.e. announceable variants of this resource type are not defined in the XSD of the respective <mgmtObj> specialization): 

[authenticationProfile], [myCertFileCred], [trustAnchorCred], [MAFClientRegCfg]
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Figure 8.1.3.3-1: Management using the Mcc reference point

5) Once M2M Service Layer operation is established, the AE or CSE on the ASN/MN/ADN node subscribes to the <mgmtObj> resource which is associated with the specific M2M Application functionality creating <subscription> resource. 

6) When the Configurator AE creates, updates or delete the <mgmtObj> resource, the Configuration AE issues a request on the <mgmtObj> resource.

7) The Hosting CSE for the <mgmtObj> resource performs the operation on the resource as Receiver.

8) The Hosting CSE notifies the subscribed AE or CSE as the subscribed event message.

9) The AE or CSE configures the M2M Application on the ASN/MN or ADN node.

8.1.3.4. Management using the oneM2M IPE technology

When ASN/MN or ADN nodes are configured using a Configuration IPE, the ASN/MN/ADN may periodically request the Configuration IPE to configure the ASN/MN/ADN node. The method that the ASN/MN/ADN uses to periodically request to be configured is unspecified in the present document. Once the Configuration IPE receives the request from the ASN/MN/ADN node, the Configuration IPE shall send a retrieve request to the Hosting CSE to obtain the applicable specialization of <mgmtObj> resources for the ASN/MN/ADN node. How the Configuration IPE maintains the mapping between the ASN/MN/ADN and the associated <node> and <mgmtObj> resources is unspecified in the present document.
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Figure 8.1.3.4-1: Management using oneM2M IPE technology

10) The Configuration AE issues a CRUD request to <mgmtObj> resource which is associated with the functionality of targeted field device.

11) The Hosting CSE processes the CRUD request.

12) When the ASN/MN/ADN determines it needs to be configured, the ASN/MN/ADN issues a request to the Configuration IPE. 


13) The Configuration IPE determines <mgmtObj> resource to refer as the source of configuration parameter for the targeted field device, and issues an operation on the <mgmtObj> or <node> resource.

14) When the RETRIEVE request is successfully performed, the Configuration IPE transforms the <mgmtObj> resource into a form understandable by ASN/MN/ADN node.

15) The ASN/MN/ADN configures setting parameters for the M2M Application.

Note: One possible method of exchanging information between the Configuration IPE and the ASN/MN/ADN is to simply serialize the <mgmtObj> resource using the MIME content types defined in clause 6.7 of TS-0004 [4] 'oneM2M specific MIME media types'.

8.2. Obtaining authentication credential procedure

When an ASN/MN or ADN node is required to be authenticated, a mgmtLink  'authProfile' referring to the <mgmtObj> resource specialization for maintaining the Authentication Profiles shall be provided. 

The Authentication Profile contains following information:

· Choice of TLS options

· mgmtLinkRef(s) to the <mgmtObj> which provides information required to obtain the credential(s)

When an ASN/MN or ADN node is establishing the appropriate security associations, the <mgmtObj> specialization for Authentication Profile shall be used to identify the security related settings.

Actual credential shall be obtained using the information on the <mgmtObj> specializations (Authentication Credential Configuration) which is referred by mgmtLinkRef(s) from Authentication Profile.
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Figure 8.2-1: Relationship between 'Authentication Profile' and 'Authentication Credential Configuration(s)

8.3. AE and CSE registration procedure

When an ASN/MN or ADN node receives the information in the [registration] resource, the AE or CSE performs the registration procedure for that type of resource. If the resource is for CSE, then the CSE registration procedure which is defined in clause 10.1.1.2.1 of oneM2M TS-0001[2] is used. If the resource is for AE, the Application Entity Registration procedure defined in clause 10.1.1.2.2 of oneM2M TS-0001[2] is used.

Required parameter for registration procedures are retrieved as attribute value of [registration] resource.
Table 8.3-1: Required [registration] resource parameters for registration

	attribute of [registration]
	parameter in TS-0001[2]/TS-0004[4]

	originatorID
	From primitive parameter

	PoA
	CSE-PoA (Point of Access)

	resourcePath
	To primitive parameter


8.4. Enabling data collection by [dataCollection] resource

When an AE needs to measure or collect data to be later reported to a Hosting CSE , report measured data to a CSE, the ASN/MN/ADN may be instructed when to measure/collect the data and then when to report the measured/collected data along with where to place the data within the Hosting CSE. 

Once AE is configured with the [dataCollection] resource AE performs CREATE operation for new <contentInstance> resource as the child resource of <container> resource which is specified as 'containerPath' attribute of [dataCollection] resource to report the measured/collected data. The frequency of collection/measurement and reporting are accordingly specified as 'reportingSchedule' and 'measurementSchedule' attributes of the [dataCollection] resource.

-----------------------End of change ---------------------------------------------
© 2017 oneM2M Partners
                                                                                                   Page 2 (of 8)



[image: image6.png]_1538234834.vsd
Configuration AE


Hosting CSE


AE or CSE
<ASN/ADN>


Targeted
Field Device


3. CUD 
<mgmtObj> resource


2.CUD request for <mgmtObj>


4.Notify change on <mgmtObj>


5.Configure
parameters of the 
M2M Application


1. Subscribe <mgmtObj> or <node> 



_1538235009.vsd
Configuration AE


Hosting CSE
<IN-CSE>


ASN/ADN


Targeted
Field Device


2.CRUD 
<mgmtObj> resource


1.CRUD request for <mgmtObj>


3.Execute DM command


4. Create/Update/Retrieve/Delete
configuration parameters



_1542712526.vsd
<mgmtObj> specialization which requires authentication


<mgmtObj> specialization to indentify credential (Authentication Profile)


<mgmtObj> specialization to obtain credential (Authentication Credential Configuration)


<mgmtObj> specialization to obtain credentail (Authentication Credential Configuration)


<mgmtObj> specialization to obtain credential (Authentication Credential Configuration)



_1534339414.vsd
Configuration AE


Hosting CSE


ASN or ADN


Targeted
Field Device


2. Return
<mgmtObj>
resources for discovery criteria


3.Determine target of operation from the list of <mgmtObj> resources


1.Discover <mgmtObj>


4.Request CREATE/UPDATE <mgmtObj>


5.CREATE or UPDATE 
<mgmtObj> resource



_1538234506.vsd
Configuration AE


Hosting CSE


Configuration
IPE


Targeted
Field Device


2.CRUD 
<mgmtObj>
resource


3.Request configuration data


1. CRUD request for  <mgmtObj>


4.Retrieve <mgmtObj> or <node> 


ASN/ADN


5.Return configuration data


6.Configure
parameters of the M2M Application



