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1.0 Title
General Requirements on Lightweight Communication Protocols between M2M Device in the private networks and back-end system
1.1 Description
Due to the exhaustion of IPv4 address and limited IPv6 deployment, a large number of M2M end devices will be deployed in the private networks . The M2M device is generally resource-constrained equipment, so if the standard Network Address Translation (NAT) traversal technology is used to access the device in the private networks, the high requirement for the device processing ability will cause an increase in cost. To solve this problem, the M2M system shall provide a general lightweight remote control protocol adapt to the application case that M2M device is in the private networks, instead of the complex NAT traversal technology, to efficiently control these M2M devices.
1.2 Source (as applicable)
China Telecom 
1.3 Actors 
Equipment Provider （EP）
Vendors who make equipments with built-in communication protocol capability, sell and install equipment, and provide equipment remote maintenance service 

Equipment User (EU)

Customers who use equipment

M2M Device Provider (M2M DP)

Vendors who make M2M Device with built-in communication protocol and other M2M service capability 

M2M Service Provider (M2M SP)

Service provider who provide M2M service which including network service

Mobile Network Operator (MNO)

Service provider who provide mobile network service

Equipment Provider Back-end Application (EPBA)

One kind of M2M Applications by which EPs can be monitor, controls, and collect data from their equipment. It is normally located in EP’s office.

M2M Service Platform (MSP)

Platform which is operated by M2M SP and provides M2M Service

Equipment

It is made by EP, which can do some specific work in some specific areas, such as concrete machinery, hoisting machinery and air compressor.

M2M Device

Device embedded into equipment, which serves the function of communication between equipment and EPBA. It also talks with MSP to use M2M service.
1.4 Pre-conditions (if any)
· M2M backend system is deployed in the public network.
· M2M devices are deployed in the public network, or inside the private networks. 
· M2M devices need be remote managed and controlled.
· Reference to “High Level Illustration”
1.5 Triggers (if any)
· When M2M device is deployed and connected to network, it can initiate to send message to backend system
· If need, backend system can send management and control message to device.
1.6 Normal Flow (as applicable)
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1.7 Post-conditions (if any)
1.8 High Level Illustration (as applicable)
       <Relevant diagram or picture>
1.9 
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1.10 Potential requirements (as applicable)
1. M2M Device inside the private networks needs interactive application.
The requirement of uniform communication protocol is needed.
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