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1 Introduction

WG member suggested analysing HTTP as one of bindings of RESTful style protocols.
This contribution analyse HTTP as RESTful style protocol.

=== Proposed Text start from Here ===

7.x HTTP as RESTful  API
7.x.1
Description

HTTP protocol is widely used for Web Services in different ways . One of those usages is using HTTP as RESTful API (HTTP-REST-API). 
Editor’s Note: adding some example of different way other than RESTful API.
HTTP-REST-API, will provides CRUD (Create/Read/Update/Delete) operational primitives naturally with its method (e.g. POST/GET/PUT/DELETE) and well-defined status codes. 
HTTP-REST-API is subset of HTTP with RESTful  design style.
Editor’s Note:  further texts may added to better wording 
HTTP-REST-API usually supports XML or JSON (JavaScript Object Notation) for passing API parameters. HTTP-REST-API can handle various data formats using Content-Negotiation feature which is part of HTTP specification.
7.x.2 Status

· HTTP version 1.1 was published as RFC 2616 (Official Protocol Standards , stable specificatation and no further work is on going)  in 1996.

· Extensible Markup Language (XML) 1.0 (Fifth Edition) was published as W3C Recommendation on 26 November 2008.

· “The application/json Media Type for JavaScript Object Notation (JSON)” was published as RFC4627 on July 2006.

7.x.3 Intended Use

HTTP-REST-API provides, easy to understand, scalable, secure APIs for Web service in distributed computing environment, like the Internet.

7.x.4 Deployment Trend

According to the ‘API Directory’ provided by independent web site ‘programableweb.com’, over 6000 RESTful APIs are published (as of Aug 27th, 2013). 

Since API’s value can be enhanced by combined use of other APIs, called ‘mush up’, choosing API to be ‘RESTful’ potentially  increase its value as twice or more.  
W3C published WADL specification to describe HTTP-REST-API. Several tool can generate skelton codes for web application from WADL definition.  
7.x.5 Key Features

Relevant Instance of RESTful Design
Since HTTP specification are designed to implement RESTful architecture, you can develop robust, secure, scalable system with HTTP-REST-API.

HTTP-REST-API also can be secured by applying TLS. Unlike other solutions, TLS will not imply the complexity. Additionally, there are many hardware-based solutions to accelerate crypt graphical processing like load balancer, embedded co-processor.

Using XML and JSON

Both XML and JSON can carry extensible data structures easily. 

Even JSON format can transfer same information in smaller size than XML, XML can provide strong message-level security, like partial encryption and/or digital signature which cannot be provided by JSON.

REST isn't just about JSON or XML though, but any of the media types that the browser or platform can natively handle with content negotiation mechanism which is part of HTTP specification. 
7.x.6 Security

HTTP-REST-API is based Web services are prone to the same vulnerabilities as standard web applications, including broken authentication, injection attacks, cross-site scripting and cross-site request forgery.
Fortunately, many HTTP security practices can be successfully applied for securing HTTP-REST-API. 





The Web Service with HTTP-REST-API can be secured by those rules with configuring a policy, ensuring that access to the service requires usage of TLS and authorizing service access based on group membership.
7.x.7 Dependencies

HTTP-REST-API depends on HTTP, XML, JSON, and MIME specifications.

7.x.8 Benefits and Constrains

Biggest benefit of HTTP-REST-API is using HTTP, but biggest pit hole can be also using HTTP. 
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