	Doc# oneM2M-PRO-2013-0082R01-Modbus_Analysis 
	[image: image9.png]






	INPUT CONTRIBUTION

	Group Name:*
	WG3  - Protocols

	Title:*
	Modbus  Analysis

	Source:*
	Cisco Systems: Mukesh Taneja

	Contact:
	mutaneja@cisco.com

	Date:*
	2013-11-22

	Abstract:*
	Modbus  Analysis for  Section 7 of the Protocol Analysis document
This revision addresses comments from PRO#7.4

	Agenda Item:*
	Protocol Analysis

	Work item(s):
	

	Document(s) 

Impacted*
	M2M Protocol Analysis Technical Report

	Intended purpose of

document:*
	xx Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Addition of Modbus  section in the M2M Protocol Analysis Technical Report


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
We propose addition to Section 7 as highlighted below.
7.x
Modbus Protocol
The following clauses describe the Modbus Protocol.
7.x.1
Background
Modbus was first introduced by Modicon (now part of Schneider Electric) for process control systems. It was used as a master-slave protocol for serial communication  interfaces (such as RS232 / RS485).  Versions of Modbus protocol also exist for TCP/IP/Ethernet.
7.x.2
Status
Evolution of this protocol is managed by the Modbus.org community.

· “Modbus application protocol specification” specifies Modbus application layer protocol that is positioned at layer 7 of the OSI model.
· “Modbus over serial line specification and implementation guide” deals with Modbus master / slave protocol (for RS 232 / RS 485) that is positioned at layer 2
· “Modbus messaging on TCP/IP implementation guide” provides information that helps developers implement the Modbus messaging service.
The Modbus protocol was transferred from Schneider Electric to the Modbus Organization in April 2004. The specification is available free of charge for download, and there are no subsequent licensing fees required for using Modbus or Modbus TCP/IP protocols. Additional sample code, implementation examples, and diagnostics are available as part of the Modbus TCP toolkit, available free of charge to Modbus Organization members and available for purchase by nonmembers.

7.x.3
Category and Architectural Style
Modbus is an application layer messaging protocol and provides client-server communication between devices connected on different types of buses and networks.  Some of the supported buses and networks include the following (Figure 1):

· Serial communication over EIA/TIA-232, EIA/TIA-485

· TCP/IP/Ethernet

· A high speed token passing network (Modbus Plus)

An example network architecture is shown in Figure 2.
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Figure 1: Modbus for serial communication and TCP/IP/Ethernet Modes
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Figure 2: Modbus Network Architecture: An example
7.x.4
Intended use
· Process measurement and control applications in automation industry

· Building automation. Power substation applications.

· Master – slave applications in industrial environment to monitor and program devices.  To transfer discrete / analog I/O  and register data between control devices.

· To monitor and control field devices using PC. For example, to connect a supervisory computer with an RTU (Remote Terminal Unit) in a SCADA (Supervisory Control and Data Acquisition System)
7.x.5
Deployment Trend
· There are several organizations that supply Modbus solutions. These are listed at http://www.modbus.org/companies.php
· http://www.modbus.org/faq.php states that  industry analysts have reported over 7 million Modbus nodes in North America and Europe alone.
7.x.6
Key Features
Modbus uses client / server model and supports devices communicating with serial interfaces (such as RS232/RS485) as well as devices with TCP/IP/Ethernet.
7.x.7
Protocol Stack

Modbus supports requests / response pattern. Modbus for serial communication supports one master and maximum 247 slaves for Modbus version that runs over serial interfaces. Master issues a unicast request and slave responds to that. It also supports broadcast mode where master’s request is sent to all the slaves but no slave responds to broadcast request. A Modbus frame or Modbus Application Data Unit  (ADU) consists of the following: 

· Additional address field: A field containing additional addresses used by the underlying communication protocol. It is 1 byte slave address for Modus master / slave protocol that runs over serial links (such as RS 232, RS 485). For Modbus-TCP, it is called Modbus Application Protocol (MBAP).
· Modbus PDU: It  is independent of underlying communication layer and consists of two parts: 1) 1-byte Function code to indicate identity of the requested service, 2) Variable length data field containing payload of the requested service. 
· There are three types of Modbus PDUs: Modbus Request, Modbus Response and Modbus Exception.
· An optional error check field. 
For Modbus communication over a serial interface, maximum ADU size for RS485 is 256 bytes and maximum PDU size is 253 bytes as shown in Figure 2.   Maximum PDU size for Modbus TCP is also restricted due to restriction for Modbus PDU size for serial communication. Error check field of Modbus ADU is not used as TCP already uses CRC. MBAP is 7 bytes  for Modbus TCP as shown in Figure 3. Modbus TCP/IP can be accessed at port 502.   
[image: image5.jpg]TCP TCP
Header Data

Modbus ADU for TCP

Modbus Application Data Unit {ADU) for TCP

MBAP Header Function

Data
Code

Modbus PDU
B = s e o

Modbus Application Protocol (MBAP)Header

Transaction This is used as a salve can handle multiple requests with Modbus-
identifier (2 bytes) |TCP

Protocol identifier | Set to 0 for Modbus.

Length To help recognize message boundaries
Unit Identifier Not used for Modbus-TCP as slave identified by its IP address. If
{1-byte) remote device is on a non-TCP network, that is identified by this

field.





Figure 3: Modbus - TCP
7.x.8
Data Model
Modbus standard defines bit-addressable and 16-bit word addressable input and output data items.  An example of Modbus data types is shown in Figure 4. Modbus data on a device is stored in a series of tables. Following are the four primary tables specified:
· Two table types for “single bit” object type:
· Physical Discrete input to read status of discrete inputs in a remote device. Up to 2000 contiguous bits can be read at a time.
· Coils table type for read and write.
· Two table types for “16-bit word” object type:
· Input Registers to read up to 125 contiguous input registers from a remote device
· Holding Registers (for read / write)
Each table allows up to 65,535 data items. These tables may be overlapped or mapped to separate blocks of memory as shown in Figure 5. Modbus uses Big Endian representation for address and data fields.  Modbus also supports concept of a file where file is an organization of records. 
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Figure 4: An example of Modbus data types
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Figure 5: Modbus data model

7.x.9
Security
Modbus doesn’t provide explicit security mechanisms (such as mutual authentication of Modbus master – slave, encryption, integrity protection, access control, ....) on its own and relies on other mechanisms for this purpose.

7.x.10
Dependencies
Modbus for serial communication runs over serial interfaces such as RS-232 and RS-485.  Modus-TCP is dependent on TCP and TLS.
7.x.11
Benefits and Constraints
7.x.11.1  Benefits
· Open standard.
· Lightweight protocol for industrial communication over serial links

· Large deployment for industrial applications
· Can work over serial links (RS 232 / RS 485) as well as over TCP/IP/Ethernet. 
· CIP (Common Industrial Protocol) -Modbus integration performs translations to make Modbus device data consistent with CIP model
7.x.11.2 Constraints
· Only polling mode (request / response) supported for Modbus over serial interfaces.
· No discovery or advertisement mechanisms supported
· Small PDU size

· As with some other protocols, Modbus doesn’t provide explicit security mechanism  on its own and relies on other mechanisms for this purpose.
7.x.12
Support of oneM2M requirements

Support of oneM2M Requirements by Modbus is shown in the following clauses:
7.1.12.1  Fully Supported Requirements
Editor’s Note: To be completed

7.1.12.2   Partially Supported Requirements
Editor’s Note: To be completed

7.1.12.3
Disallowed Requirements
Editor’s Note: To be completed
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