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7.7 
Bluetooth® Wireless Technology
This section outline the background and practical use and characteristics of Bluetooth® with particular focus on the Bluetooth Low Energy (BLE) version that is well-suited to M2M type of applications. There is also a description of the application layer and attribute protocol based on the GATT (Generic Attribute Profile) interactions and data structure (Services and Characteristics), that is included in the Bluetooth Smart version 4.0. Finally the GATT although a general purpose solution and well specified to be interoperable is not immediately available of plain HTTP. For this reason there is a host of developer resources provided by the Bluetooth SIG developer portal that outline how to develop for Bluetooth Low Energy and GATT for various popular OS and platforms. A more recent activity (Whitepaper, publication in process) also present a practical method to transfer and interact with GATT devices using HTTP and JSON data over Internet and Web.
7.7.1
Background
Bluetooth® technology is a wireless communications system intended to replace the cables connecting electronic devices. Bluetooth technology is powerful, low energy and lower in cost to make your development faster and easier.

The Bluetooth Core System consists of an RF transceiver, baseband, and protocol stack. The system offers services enabling the connection of devices and the exchange of a variety of classes of data between these devices. Many features of the core specification are optional, allowing product differentiation. 

The most recent enhancement, Bluetooth v4.0, is like three specifications in one—Classic Bluetooth technology, Bluetooth low energy technology, and Bluetooth high speed technology—all of which can be combined or used separately in different devices according to their functionality.

To use Bluetooth wireless technology, a device must be able to interpret certain Bluetooth profiles. Bluetooth profiles are definitions of possible applications and specify general behaviors that Bluetooth enabled devices use to communicate with other Bluetooth devices. There is a wide range of Bluetooth profiles describing many different types of applications or use cases for devices. By following the guidance provided by the Bluetooth specification, developers can create applications to work with other Bluetooth devices.

7.7.2
Status
When the Bluetooth® SIG announced the formal adoption of Bluetooth Core Specification version 4.0, it included the Bluetooth Smart (low energy) feature. This final step in the adoption process opened the door for qualification of all Bluetooth product types to version 4.0. 
Bluetooth v.1.2 is endorsed and ratified as IEEE 802.15.1; this is based on the standard issued in 2005).  Recent versions of Bluetooth now known as 4.0 – or “Bluetooth Smart” are openly & publically available thought the Bluetooth SIG. The specifications may be endorsed ratified & published. Publication is an option, if preferred by an SDO or partnership project. The Bluetooth SIG is encourages direct liaison with oneM2M. 
The Bluetooth SIG considers that Version 4.0 Bluetooth Smart is frozen and stable. It is being tested against for devices and conformance, new profiles are being added. However the core specification is being used and updated toward version 4.1. Newly Released: Bluetooth Core Specification 4.1. 
Bluetooth® Core Specification 4.1 is an important evolutionary update to the Bluetooth Core Specification. It rolls up adopted Bluetooth Core Specification Addenda (CSA 1, 2, 3 & 4) while adding new features and benefits as well. Bluetooth 4.1 improves usability for consumers, empowers innovation for product developers and extends the technology's foundation as an essential link for the Internet of Things.

7.7.2.1
Improving Usability

Bluetooth 4.1 extends the Bluetooth brand promise to provide consumers with a simple experience that "just works." Major usability updates come in three areas:

· Coexistence — engineered to work seamlessly and cooperatively with the latest generation cellular technologies like LTE. Bluetooth and LTE radios can communicate in order to ensure transmissions are coordinated and therefore reduce the possibility of near-band interference. The coordination between the two technologies happens automatically, while the consumer experiences the high quality they expect.

· Better Connections — provides manufacturers with more control over creating and maintaining Bluetooth connections by making the reconnection time interval flexible and variable. This improves the consumer experience by allowing devices to reconnect automatically when they are in proximity of one another. The consumer can leave the room and upon returning, two recently used devices reconnect without user intervention.

· Improved Data Transfer — Bluetooth Smart technology provides bulk data transfer. For example, through this new capability, sensors, which gathered data during a run, bike ride or swim, transfer that data more efficiently when the consumer returns home. 
The latest Bluetooth 4.1 technical details, tools and other information including a brand guide and more, visit: https://www.bluetooth.org/en-us/specification/adopted-specifications. 
7.7.3
Category and Architectural Style
The Bluetooth® core system covers the four lowest layers and associated protocols defined by the Bluetooth specification as well as one common service layer protocol, the service discovery protocol (SDP) and the overall profile requirements specified in the generic access profile (GAP). A complete Bluetooth application requires a number of additional services and higher layer protocols defined in the Bluetooth specification.

To use Bluetooth wireless technology, a device must be able to interpret certain Bluetooth profiles. Bluetooth profiles are definitions of possible applications and specify general behaviours that Bluetooth enabled devices use to communicate with other Bluetooth devices. There is a wide range of Bluetooth profiles describing many different types of applications or use cases for devices. By following the guidance provided by the Bluetooth specification, developers can create applications to work with other Bluetooth devices. 

At a minimum, each Bluetooth profile contains information on the following topics:

· Dependencies on other profiles 

· Suggested user interface formats

· Specific parts of the Bluetooth protocol stack used by the profile. To perform its task, each profile uses particular options and parameters at each layer of the stack and this may include, if appropriate, an outline of the required service record

7.7.4
Intended use - Personal Area Network protocols
Bluetooth Smart (low energy) technology allows enhancement of devices like watches, toothbrushes or toys with Bluetooth wireless technology. It also provides the ability for developers to incorporate new functionalities into devices already enabled by Bluetooth technology such as sports & fitness, health care, human interface (HIDs) and entertainment devices. For example, sensors in pedometers and glucose monitors will only run low energy technology. These single mode devices benefit from the power savings provided by v4.0 as well as the low cost implementation. Watches take advantage of both low energy technology while collecting data from body-worn fitness sensors and Classic Bluetooth technology when sending that information to a PC, or displaying caller ID information when wirelessly connected to a smartphone. Smartphones and PCs, which support the widest range of use cases for the specification, utilizing the full dual-mode package with Classic, low energy and high speed versions of the technology running side by side.
7.7.5
Deployment Trend - Bluetooth and Bluetooth Smart (low energy)
Originally intended to be a wireless replacement for cables on phones, headsets, keyboards and mice, Bluetooth technology now goes way beyond that. Bluetooth technology is bringing everyday devices into a digital and connected world. In the health and fitness market, the use cases vary widely — from sensors that monitor activity levels to medical and wellness devices that monitor healthcare, like a glucometer, inhaler or toothbrush. The top-selling Smartphones, PCs and tablets all support Bluetooth technology. In-vehicle systems give the ability to make phone calls, send texts, and even make dinner reservations. The Bluetooth SIG is also seeing developments where drivers will monitor important information like vehicle diagnostics, traffic, even driver health — all in real time. Bluetooth technology is creating opportunities for companies to develop solutions that make a consumer's life better.

Bluetooth Smart and Bluetooth Smart Ready are extensions of the original Bluetooth brand introduced in 2011. The Smart and Smart Ready designations indicate compatibility of products using the low energy feature of the Bluetooth v4.0 specification. A Bluetooth Smart Ready product connects to both classic Bluetooth and Bluetooth Smart low energy products. By contrast, a Bluetooth Smart product collects data and runs for months or years on a tiny battery. Think of a Smart product as a sensor that works for a long time without changing the battery (like a fitness heart rate monitor) and a Smart Ready product as a collector (like a smart phone or tablet receiving the information and displaying it in an application).

7.7.5.1
Bluetooth Smart (low energy) Technology

When the Bluetooth® SIG announced the formal adoption of Bluetooth Core Specification version 4.0, it included the hallmark Bluetooth Smart (low energy) feature. This final step in the adoption process opened the door for qualification of all Bluetooth product types to version 4.0.

Bluetooth Smart (low energy) technology allows it to be included in devices like watches, toothbrushes or toys to enable the connectivity using Bluetooth wireless technology. It also provides the ability for developers to incorporate new functionalities into devices already enabled by Bluetooth technology such as sports & fitness, health care, human interface (HIDs) and entertainment devices. For example, sensors in pedometers and glucose monitors will only run low energy technology. These single mode devices benefit from the power savings provided by v4.0 as well as the low cost implementation. Watches take advantage of both low energy technology while collecting data from body-worn fitness sensors and Classic Bluetooth technology when sending that information to a PC, or displaying caller ID information when wirelessly connected to a smartphone. Smartphones and PCs, which support the widest range of use cases for the specification, utilizing the full dual-mode package with Classic, low energy and high speed versions of the technology running side by side.

7.7.5.2
Bluetooth High Speed Wireless Technology

Bluetooth high speed wireless technology delivers new opportunities in the home entertainment and consumer electronics markets. By enabling wireless users to quickly send video, music and other large files between devices, Bluetooth high speed wireless technology provides a richer experience while maintaining the same familiar user interface.

Key features of Bluetooth high speed wireless technology include:

· Power Optimization. The new Bluetooth technology reduces power consumption. The high speed radio is used only when necessary, which means longer battery life for your devices

· Improved Security. The Generic Alternate MAC/PHY in Bluetooth high speed enables the radio to discover other high speed devices only when they are needed in the transfer of music, video and other large data files. This decreases power consumption and increases radio security

· Enhanced Power Control. Drop-out reduction is now a reality: enhanced Bluetooth technology makes power control faster and reduces the impact of a power or signal loss. Users are now less likely to experience a dropped headset connection – even when a phone is deep inside a coat pocket or tote

· Lower Latency Rates. Unicast Connectionless Data (UCD) improves the user’s speed experience by moving small amounts of data faster, which lowers latency rates

7.7.5.3
Enabling the Internet of Things

By adding a standard means to create a dedicated channel, which could be used for IPv6 communications in the Core Specification, the groundwork is laid for future protocols providing IP connectivity. With the rapid market adoption of Bluetooth Smart and the coming addition of IP connectivity, all signs point to Bluetooth as a fundamental wireless link in the Internet of Things. These updates make it possible for Bluetooth Smart sensors to also use IPv6, giving developers and OEMs the flexibility they need to ensure connectivity and compatibility. 

7.7.6
Key features
· Bluetooth wireless technology is geared towards voice and data applications 

· Bluetooth wireless technology operates in the unlicensed 2.4 GHz spectrum

· The range of Bluetooth wireless technology is application specific. The Bluetooth Specification mandates operation over a minimum distance of 10 meters or 100 meters depending on the Bluetooth device class, but there is not a range limit for the technology. Manufacturers may tune their implementations to support the distance required by the use case they are enabling. 

· The peak data rate with EDR is 3 Mbps 

NOTE:
The term Enhanced Data Rate (EDR) is used to describe π/4-DPSK and 8DPSK schemes, each giving 2 and 3 Mbit/s respectively

· EDR Profiles in steps 10 to 100 metres.

· Bluetooth wireless technology is able to penetrate solid objects 

· Bluetooth technology is omni-directional and does not require line-of-sight positioning of connected devices 

· Security has always been and continues to be a priority in the development of the Bluetooth specification. The Bluetooth specification allows for three modes of security, see below for security. 
· Bluetooth 4.1 provides a Developer Toolkit.
· A single device may act as both a Bluetooth Smart peripheral and a Bluetooth Smart Ready hub at the same time.
· Coexistence — engineered to work seamlessly and cooperatively with the latest generation cellular technologies like LTE. Bluetooth and LTE radios may communicate in order to ensure transmissions are coordinated and therefore reduce the possibility of near-band interference.
· Better Connections — provides manufacturers with more control over creating and maintaining Bluetooth connections by making the reconnection time interval flexible and variable.
· Improved Data Transfer — Bluetooth Smart technology provides bulk data transfer.
· Adding a standard means to create a dedicated channel the adoption of Bluetooth Smart and the IP connectivity makes Bluetooth a fundamental wireless link in the Internet of Things.
Bluetooth Smart (low energy) wireless technology features:

· Ultra-low peak, average and idle mode power very low consumption

· Ability to run for years on standard coin-cell batteries

· Multi-vendor interoperability 

· Enhanced range (EDR Profiles in steps 10 to 100+ metres).

	Technology 
	Bluetooth BR/EDR/HS Technology
	Bluetooth Low Energy Technology

	Radio Frequency 
	2.4 GHz ISM
	2.4 GHz ISM

	Range 
	10 to 100 meters
	10 to 100+ meters

	Data Rate
	1-3 Mbps (Classic) >400 Mbps (AMP, 802.11n)
	1 Mbps

	Nodes/Active Slaves
	7 / 16777184
	Unlimited

	Security
	56b E0 (classic)/128b AES (AMP) and applications layer user defined
	128b AES and application layer user defined

	Robustness
	Adaptive frequency hopping,
	FEC Adaptive frequency hopping

	Latency (from non-connected state)
	100ms
	<3ms

	Regulatory Acceptance
	Worldwide
	Worldwide

	Voice Capable
	Yes
	No

	Network Topology
	Scatternet
	Star-bus

	Power Consumption
	1 as the reference, x10 for AMP
	0.01 to 0.5 (use case dependent)

	Service Discovery
	Yes
	Yes


Table 7.7.1: Table of Bluetooth capabilities
7.7.7
Protocol Stack

The Bluetooth 4.0 specification uses a service-based architecture based on the attribute protocol (ATT). All communication in low energy takes place over the Generic Attribute Profile (GATT). An application or another profile uses the GATT profile so a client and server can interact in a structured way.

The server contains a number of attributes, and the GATT Profile defines how to use the Attribute Protocol to discover, read, write and obtain indications. These features support a service-based architecture. The services are used as defined in the profile specifications. GATT enables to expose service and characteristics defined in the profile specification. 

The GATT profile is also part of the core and defined in the core specification.

Profiles: The first specification of Bluetooth 4.0 low energy wireless technology included profiles to optimize its functionality for a specific group of products. 

Adopted GATT based Bluetooth Profiles and Services: The GATT architecture makes it easy to both create and implement new profiles. Many new profiles are under development so this continues to grow. The simplicity of implementing the profiles contributes to a rapid growth of applications and embedded devices supporting these.

Generic Attribute Profile (GATT) is built on top of the Attribute Protocol (ATT) and establishes common operations and a framework for the data transported and stored by the Attribute Protocol. GATT defines two roles: Server and Client. The GATT roles are not necessarily tied to specific GAP roles and but may be specified by higher layer profiles. GATT and ATT are not transport specific and can be used in both BR/EDR and LE. However, GATT and ATT are mandatory to implement in LE since it is used for discovering services 

The GATT server stores the data transported over the Attribute Protocol and accepts Attribute Protocol requests, commands and confirmations from the GATT client. The GATT server sends responses to requests and when configured, sends indication and notifications asynchronously to the GATT client when specified events occur on the GATT server. GATT also specifies the format of data contained on the GATT server. 

Attributes, as transported by the Attribute Protocol, are formatted as services and characteristics. Services may contain a collection of characteristics. Characteristics contain a single value and any number of descriptors describing the characteristic value. 

With the defined structure of services, characteristics and characteristic descriptors a GATT client that is not specific to a profile can still traverse the GATT server and display characteristic values to the user. The characteristic descriptors can be used to display descriptions of the characteristic values that may make the value understandable by the user.  
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Figure 7.7: Bluetooth Protocol Architecture
Editor’s Note: Need editable B&W source for Fig 7.7
Below are links to the specifications for the current list of profiles supported by GATT in the above protocol architecture.
	GATT-Based Specifications (Qualifiable)
	Adopted Versions

	ANP
	Alert Notification Profile
	1.0 [image: image2.png]K





	ANS
	Alert Notification Service
	1.0 [image: image3.png]K





	BAS
	Battery Service
	1.0

	BLP
	Blood Pressure Profile
	1.0

	BLS
	Blood Pressure Service
	1.0

	CPP
	Cycling Power Profile
	1.0

	CPS
	Cycling Power Service
	1.0

	CSCP
	Cycling Speed and Cadence Profile
	1.0

	CSCS
	Cycling Speed and Cadence Service
	1.0

	CTS
	Current Time Service
	1.0 [image: image4.png]K





	DIS
	Device Information Service
	1.1 [image: image5.png]K





	FMP
	Find Me Profile
	1.0 [image: image6.png]K





	GLP
	Glucose Profile
	1.0

	GLS
	Glucose Service
	1.0

	HIDS
	HID Service
	1.0

	HOGP
	HID over GATT Profile
	1.0

	HTP
	Health Thermometer Profile
	1.0 [image: image7.png]K





	HTS
	Health Thermometer Service
	1.0 [image: image8.png]K





	HRP
	Heart Rate Profile
	1.0 [image: image9.png]K





	HRS
	Heart Rate Service
	1.0 [image: image10.png]K





	IAS
	Immediate Alert Service
	1.0 [image: image11.png]K





	LLS
	Link Loss Service
	1.0 [image: image12.png]K





	LNP
	Location and Navigation Profile
	1.0

	LNS
	Location and Navigation Service
	1.0

	NDCS
	Next DST Change Service
	1.0 [image: image13.png]K





	PASP
	Phone Alert Status Profile
	1.0 [image: image14.png]K





	PASS
	Phone Alert Status Service
	1.0 [image: image15.png]K





	PXP
	Proximity Profile
	1.0 [image: image16.png]K





	RSCP
	Running Speed and Cadence Profile
	1.0

	RSCS
	Running Speed and Cadence Service
	1.0

	RTUS
	Reference Time Update Service
	1.0 [image: image17.png]K





	ScPP
	Scan Parameters Profile
	1.0

	ScPS
	Scan Parameters Service
	1.0

	TIP
	Time Profile
	1.0 [image: image18.png]K





	TPS
	Tx Power Service
	1.0 [image: image19.png]K






Table 7.7.2: List of Profiles
The link layer provides low power idle mode operation, simple device discovery and reliable point-to-multipoint data transfer with advanced power-save and encryption functionalities. 



· 
The following table is a list of the Basic rate/Enhanced Data rate technology profiles adopted in Bluetooth version 4.1 that may be found at https://www.bluetooth.org/en-us/specification/adopted-specifications.
	BR/EDR Profiles
	Description
	Adopted versions

	3DSP
	3D Synchronization Profile
	provides for a 3D display to support one or more 3D glasses and the format of messages between the 3D display and the 3D glasses
	1.0 / 1.0.1

	A2DP
	Advanced Audio Distribution Profile 
	describes how stereo quality audio can be streamed from a media source to a sink.
	1.0 / 1.2 / 1.3

	AVRCP
	Audio/Video Remote Control Profile 
	is designed to provide a standard interface to control TVs, stereo audio equipment, or other A/V devices. This profile allows a single remote control (or other device) to control all A/V equipment to which a user has access. 
	1.0 / 1.3 / 1.4 / 1.5

	BIP
	Basic Imaging Profile 
	defines how an imaging device can be remotely controlled, how an imaging device may print, and how an imaging device can transfer images to a storage device.
	1.0 / 1.1 / 1.2

	BPP
	Basic Printing Profile 
	allows devices to send text, e-mails, v-cards, images or other information to printers based on print jobs.
	1.0 / 1.2

	DI
	Device ID Profile 
	provides additional information above and beyond the Bluetooth Class of Device and to incorporate the information into both the Service Discovery Profile (SDP) record and the EIR response.
	1.2 / 1.3

	DUN
	Dial-Up Network Profile 
	provides a standard to access the Internet and other dial-up services via Bluetooth technology. 
	1.1 / 1.2

	FTP
	File Transfer Profile 
	defines how folders and files on a server device can be browsed by a client device.
	1.1/ 1.2 / 1.3

	GAVDP
	Generic Audio/Video Distribution Profile 
	provides the basis for A2DP and VDP, which are the basis of the systems designed for distributing video and audio streams using Bluetooth technology.
	1.0 / 1.2 / 1.3

	GNSS
	Global Navigation Satellite System Profile
	defines how a GNSS client device, running navigation software, but lacking a GPS receiver, can obtain positioning data from a GNSS server device.
	1.0

	GOEP
	Generic Object Profile 
	is used to transfer an object from one device to another.
	1.1 / 2.0 / 2.1

	HFP
	Hands-Free Profile 
	HFP describes how a gateway device can be used to place and receive calls for a hand-free device.
	1.0 / 1.2

	HCRP
	Hard Copy Cable Replacement Profile 
	defines how driver-based printing is accomplished over a Bluetooth wireless link.
	1.0 / 1.1

	HDP
	Health Device Profile 
	enables Healthcare and Fitness device usage models. 
	1.5 / 1.6

	HSP
	Headset Profile 
	describes how a Bluetooth enabled headset should communicate with a Bluetooth enabled device.
	1.1 / 1.2

	HID
	Human Interface Device Profile 
	defines the protocols, procedures and features to be used by Bluetooth keyboards, mice, pointing and gaming devices and remote monitoring devices.
	1.0 / 1.1

	MAP
	Message Access Profile 
	defines a set of features and procedures to exchange messages between devices.
	1.0 / 1.1 / 1.2

	MPS
	Multi Profile 
	defines a set of features and procedures between Multiple Profiles Single Device and Multiple Profiles Multiple Devices 
	1.0

	OPP
	Object Push Profile 
	defines the roles of push server and push client.
	1.1 / 1.2

	PBAP
	Phone Book Access Profile
	defines the procedures and protocols to exchange Phone Book objects between devices.
	1.0 / 1.1 / 1.1.1 / 1.2

	PAN
	Personal Area Networking Profile
	describes how two or more Bluetooth enabled devices can form an ad-hoc network and how the same mechanism can be used to access a remote network through a network access point. 
	1.0

	SAP
	SIM Access Profile 
	defines the protocols and procedures that shall be used to access a GSM SIM card, a UICC card or an R-UIM card via a Bluetooth link.
	1.0 / 1.1

	SDAP
	Service Discovery Application Profile 
	describes how an application should use SDP to discover services on a remote device.
	1.1

	SPP
	Service Port Profile 
	defines how to set-up virtual serial ports and connect two Bluetooth enabled devices.
	1.1 / 1.2

	SYNC
	Synchronization Profile 
	used in conjunction with GOEP to enable synchronization of calendar and address information (personal information manager (PIM) items) between Bluetooth enabled devices.
	1.1 / 1.2

	VDP
	Video Distribution Profile 
	defines how a Bluetooth enabled device streams video over Bluetooth wireless technology.
	1.0 / 1.1


Table 7.7.3: List of BR/EDR Profiles
The following table is a list of the Core Bluetooth specification version 4.1 that may be found at https://www.bluetooth.org/en-us/specification/adopted-specifications. 

	Specification 
	Adopted Date 
	Notes 

	Core Specification Addendum (CSA) 4
	12 February 2013
	Refer to the Mixing of Specification Versions Part for applicability

	Core Specification Supplement (CSS) v3
	12 February 2013
	

	Core Specification Addendum (CSA) 3
	24 July 2012
	Refer to the Mixing of Specification Versions Part for applicability

	Core Specification Addendum (CSA) 2
	27 December 2011
	Refer to the Mixing of Specification Versions Part for applicability

	Core Version 4.0
	30 June 2010
	

	Core Specification Supplement (CSS) v4
	03 December 2013
	

	Core Version 4.1
	03 December 2013
	


Table 7.7.4: Bluetooth Core Specifications
For the latest Bluetooth 4.1 technical details, tools, visit: https://www.bluetooth.org/en-us/specification/adopted-specifications. 
7.7.7.1
Bluetooth Smart (low energy) Single mode and dual mode

Bluetooth Smart (low energy) wireless technology contains two equally important implementation alternatives: single mode and dual mode:

· Small devices like watches and sports sensors use the single mode Bluetooth Smart (low energy) implementation.

· Dual mode implementations use parts of the Bluetooth hardware, sharing one physical radio and antenna.

7.7.8
Data Model
The GATT Profile specifies the structure in which profile data is exchanged. This structure defines basic elements such as services and characteristics, used in a profile. The top level of the hierarchy is a profile. A profile is composed of one or more services necessary to fulfill a use case. A service is composed of characteristics or references to other services. Each characteristic contains a value and may contain optional information about the value. The service and characteristic and the components of the characteristic (i.e., value and descriptors) contain the profile data and are all stored in attributes on the server.

A service is a collection of data and associated behaviours to accomplish a particular function or feature of a device or portions of a device. A service may reference other primary or secondary services and/or a set of characteristics that make up the service. 

There are two types of services: primary and secondary. A primary service provides the primary functionality of a device. A secondary service provides auxiliary functionality of a device and is referenced from at least one primary service on the device. 

To maintain backward compatibility with earlier clients, later revisions of a service definition can only add new referenced services or optional characteristics. Later revisions of a service definition are also forbidden from changing behaviours from previous revision of the service definition. Services may be used in one or more profiles to fulfil a particular use case. 

A referenced service is a method incorporating another service definition on the server as part of the service referencing it. When a service references another service, the entire referenced service becomes part of the new service including any nested referenced services and characteristics. The referenced service still exists as an independent service. There are no limits to the depth of nested references. 

A characteristic is a value used in a service along with properties and configuration information about how the value is accessed and information about how the value is displayed or represented. A characteristic definition contains a characteristic declaration, characteristic properties, and a value. It may also contain descriptors that describe the value or permit configuration of the server with respect to the characteristic value.

7.7.9
Security
Bluetooth® Smart (low energy) technology has some security differences with respect to BR/EDR security features such as Secure Simple Pairing. The association models are similar to Secure Simple Pairing from the user perspective and have the same names but differences in the quality of the protection provided. 

The overall goal of keeping the cost of the controller and the complexity of a slave device to a minimum was used in making compromises on security capabilities in Bluetooth Smart (low energy) technology. 

Bluetooth Smart (low energy) technology uses three association models referred to as Just Works, Out of Band and Passkey Entry. Bluetooth low energy technology does not have an equivalent of Numeric Comparison. Each of these association models is similar to Secure Simple Pairing with the following exception; Just Works and Passkey Entry do not provide any passive eavesdropping protection. This is because Secure Simple Pairing uses Elliptic Curve Diffie-Hellman and Bluetooth Smart (low energy) does not. The use of each association model is based on the I/O capabilities of the devices in a similar manner as Secure Simple Pairing.

Bluetooth Smart (low energy) technology supports a feature that reduces the ability to track a Bluetooth device over a period of time by changing the address on a frequent basis. The privacy feature is not used in the GAP discovery mode and procedures but it is used when supported during connection mode and connection procedures.

7.7.10
Dependencies
Support for IPv4 & IPv6, is provided in Bluetooth smart version 4.0 & 4.1, as it is globally accepted with worldwide regulatory approval the radio availability & lack of interference make it an ideal technology, as a short range radio access network to IP. The updates in version 4.1 & beyond make it possible for Bluetooth Smart sensors to also use IPv6, giving developers and OEMs the flexibility they need to ensure connectivity and compatibility
7.7.11
Benefits and Constraints
Bluetooth Smart (low energy) wireless technology contains two equally important implementation alternatives: single mode and dual mode:

· Small devices like watches and sports sensors use the single mode Bluetooth Smart (low energy) implementation.

· Dual mode implementations use parts of the Bluetooth hardware, sharing one physical radio and antenna.
Bluetooth high speed wireless technology delivers new opportunities in the home entertainment and consumer electronics markets. By enabling wireless users to quickly send video, music and other large files between devices, Bluetooth high speed wireless technology provides a richer experience while maintaining the same familiar user interface.


a) 7.7.11.1
Benefits
Bluetooth 4.1 extends the Bluetooth Smart development environment by providing product and application developers with even more flexibility to enable the creation of products that can take on multiple roles. With this new capability, a single device acts as both a Bluetooth Smart peripheral and a Bluetooth Smart Ready hub at the same time. For example, a smart watch acts as a hub gathering information from a Bluetooth Smart heart rate monitor while simultaneously acting as a peripheral to a smartphone — displaying new message notifications from the phone. 
Bluetooth 4.1 delivers this type of flexibility to Bluetooth Smart devices and application developers.

By adding a standard means to create a dedicated channel, which could be used for IPv6 communications in the Core Specification, the groundwork is laid for future protocols providing IP connectivity. With the rapid market adoption of Bluetooth Smart and the coming addition of IP connectivity, all signs point to Bluetooth as a fundamental wireless link in the Internet of Things.
· Coexistence — engineered to work seamlessly and cooperatively with the latest generation cellular technologies like LTE. Bluetooth and LTE radios may communicate in order to ensure transmissions are coordinated and therefore reduce the possibility of near-band interference.
· Better Connections — provides manufacturers with more control over creating and maintaining Bluetooth connections by making the reconnection time interval flexible and variable.
· Improved Data Transfer — Bluetooth Smart technology provides bulk data transfer.
· Adding a standard means to create a dedicated channel the adoption of Bluetooth Smart and the IP connectivity makes Bluetooth a fundamental wireless link in the Internet of Things.

b) 7.7.11.2
Constraints

The capabilities & constraints are summarized in Table 7.7.1: Table of Bluetooth capabilities, above. Unicast between paired devices, Multicast not supported to groups of paired devices. Not intended to replace access & core network protocols. 
Editor’s Note: To be completed
7.7.12
Support of oneM2M requirements
Support of oneM2M Requirements [i.2] by <protocol x> is shown in the following clauses:
Editor’s Note: The requirments listed herein will need review and alignment with the final approved oneM2M Requirements TS-0002 [i.2]

c) 7.7.12.1
Fully Supported Requirements

Editor’s Note: To be completed
d) 7.7.12.2
Partially Supported Requirements

Editor’s Note: To be completed
e) 7.7.12.3
Disallowed Requirements

Editor’s Note: To be completed
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