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Abbreviations (to be added):

HART: Highway Addressable Remote Transducer Protocol
HCF: HART Communication Foundation

We propose addition to Section 6 of the TR-0009 as highlighted below.
6.x
WirelessHART Protocol
The following clauses describe the WirelessHART  protocol.
6.x.1
Background
The HART Communication Foundation 
was founded in 1993 and it is the technology owner and central authority on the HART protocol [1].    It has more than 250 members. Several process automation companies have been using HART based systems. HART7, released in 2007, includes the wireless HART standard. It is compatible with existing (wired) HART devices and applications. 
6.x.2
Status
It is an approved standard by IEC and is available as IEC62591.
6.x.3
Category and Architectural Style
Wireless HART supports mesh and star topologies and uses IEEE802.15.4 PHY / MAC layers. Its components include the following: Field device (sensor or actuators), Gateway, Network manager, Security manager, WirelessHART Handheld to support direct access to adjacent field devices and WirelessHART adapter to connect existing HART devices to WirelessHART network. Gateway is configured by the network manager and allows buffering of data, event notifications, command responses etc.
As shown in Figure 1, WirelessHART defines its own data link layer, network layer, transport layer and application layer. It uses channel hopping and TDMA based slotted frames. Network layer of WirelessHART provides routing and (end-to-end) security. Transport layer of WirelessHART supports acknowledged as well as un-acknowledged communication.
WirelessHART uses command based application layer as used in the HART systems. In addition to the command types supported in the HART systems, it supports Wireless command types for WirelessHART systems. Its application layer protocol operates in the host / slave mode.  It supports data publishing.
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Figure 1: WirelessHART stack
6.x.4
Intended use
· Designed for use in process automation industry. Example applications include equipment monitoring and closed (or open) loop control
6.x.5
Deployment Trends
As per [1],  
· more than 30 million HART devices are installed in the process automation industry worldwide,

· 75% of process measurement and control devices installed worldwide use HART communication. 

6.x.6
Key Features
Following are some of the key features of Wireless HART:
· Reliable and secure protocol

· Supports up to 8 process variables in a single message

· Supports Time stamped data
· Supports transfer of large data streams (such as radar level curves)

6.x.7
Protocol Stack

Protocol stack is shown Figure 1. It extends HART protocol at application layer with wireless command type and defines its own transport, network and data link layers.

6.x.8
Data Model
WirelessHART  uses Device Descriptor (DD) files where a DD file describes features and functions of a device.  A DD is created as a text file and then converted into a standard binary file. This DD is written in conformance with a Device Description Language.   The HART Communication Foundation manages a library of Manufacturers Device Descriptions. Some of the supported data types include fix and floating point numbers, bit and byte arrays, enumerations, time and text.
6.x.9
Security
Some security related features of WirelessHART are listed below:

· Provides hop-by-hop security (at layer 2) and end-to-end security (at network layer)

· Supports use of symmetric keys

· It uses AES-128 block cipher for encryption and message authentication
· Layer 2 provides hop-by-hop security and uses 32-bit Message Integrity Check for each frame
· Supports separate Join key per device. This is used to authenticate joining device with network manager
6.x.10
Dependencies
WirelessHART stack is built using IEEE802.15.4 PHY/MAC and uses its own data link, network and transport layer. It also uses HART command types at application layer to stay compatible with existing (wired) HART deployments.
6.x.11
Benefits and Constraints
6.x.11.1  Benefits
· Compatible with wired HART systems

· Uses Device Description Language to describe service and confgiuration of field devices.
· Uses only HART at application layer and potentially keeps it simple for process automation industry (see note below in constraint as well)
· Installed base
6.x.11.2 Constraints
· Key management is not supported. That is a limitation with other IEEE802.15.4 based systems also.  IEEE802.15.9 working to standardize key management.
· Supports only HART at application layer
· Doesn’t use all-IP stacks (but it is theoretically possible to change network and transport layer of WirelessHART to IP stacks supported by IETF)
6.x.12
Support of oneM2M requirements

6.1.12.1  Fully Supported Requirements
Editor’s Note: To be completed

OSR-002, OSR-008, OSR-028

CRPR-001
6.1.12.2   Partially Supported Requirements
Editor’s Note: To be completed

OSR-003, OSR-004, OSR-005, OSR-006, OSR-007, OSR-009, OSR-010, OSR-011, OSR-012, OSR-013, OSR-015, OSR-016, OSR-019, OSR-020, OSR-021, OSR-022, OSR-023, OSR-024, OSR-025, OSR-026, OSR-027,OSR-029, OSR-030, OSR-032, OSR-033, OSR-034, OSR-035, OSR-036, OSR-037, OSR-038, OSR-039, OSR-040, OSR-041, OSR-042, OSR-043, OSR-044, OSR-045, OSR-046, OSR-047, OSR-048, OSR-049, OSR-050, OSR-051, OSR-052, OSR-053, OSR-054, OSR-055, OSR-056, OSR-057, OSR-058, OSR-059, OSR-060, OSR-061, OSR-062, OSR-063, OSR-064, OSR-065, OSR-066, OSR-067, OSR-068, OSR-069, OSR-070, OSR-071, OSR-072

CRPR-002, CRPR-003, CRPR-004, CRPR-005

Note: One can enhance WirelessHART protocols to do variety of things that may not be supported at present.

6.1.12.3
Disallowed Requirements
Editor’s Note: To be completed

OSR-001 (WirelessHART defines its own network and transport layers. Theoretically, these can be replaced with IP based protocols)

OSR-018 (This requirement is for cellular  devices)
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