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1. Introduction

This document is to propose MQTT binding basic procedure for the request-response message with oneM2M architecture. This is related to the Protocol Binding in section 6 of TS-0010.
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6.2.1. Basic procedure for request-response message

6.2.1.1 Message Format

MQTT message consists of three parts: a fixed header, a variable header, a payload

The message format is depicted in Figure 6.x.x. MQTT does not have a data model to describe or constrain the content of its Application Message Payloads. Thus, we can use payload for the MQTT binding request-response model and need to define payload configuration.
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Figure 6.x.x Message format
The fixed header includes information about the message type, QoS level, some flags and the message length. The following figure shows the fixed header’s structure.
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Figure 6.x.x Fixed header structure
In the Figure 6.x.x, message type field is used to define the message type. It is a 4 bits field which possible value is listed in the below table. 
	Reserved
	0
	Reserved for future use

	CONNECT
	1
	Client request to connect to server

	CONNACK
	2
	Connect acknowledgement

	PUBLISH
	3
	Publish message

	PUBACK
	4
	Publish message acknowledgement

	PUBREC
	5
	Publish received (QoS=2)

	PUBREL
	6
	Publish release (QoS=2)

	PUBCOMP
	7
	Publish complete (QoS=2)

	SUBSCRIBE
	8
	Client subscribe request

	SUBACK
	9
	Subscribe acknowledgement

	UNSUBSCRIBE
	10
	Client unsubscribe request

	UNSUBACK
	11
	Unsubscribe acknowledgement

	PINGREQ
	12
	Ping request

	PINGRESP
	13
	Ping response

	DISCOMMECT
	14
	Client disconnection request

	Reserved
	15
	Reserved for future use


For the delivery of Request-Response message, each client shall use PUBLISH message by setting its message type field as value 3. Additionally, in order of clients to receive Request or Response messages, each client shall subscribe to the following both topic names which include its CSE or AE ID: oneM2M/req/ID, oneM2M/resp/ID

As described, MQTT payload is used to bind oneM2M Request-Response message over Mca/Mcc with MQTT protocol. To this end, we define two configurations.
A. Payload configuration for a Request message

The payload is a request message value in JSON format. For example:

    {“op”: “RETRIVE”, “fr”: “AE-ID”, “to”: “CSE-ID”/resource”,
 “cn”: “xxx, “nm”: “xxx”}

· op: operation (CRUDN)

· fr: ID of the Originator (either the AE or CSE)

· to: URI of the target resource

· cn: attributes of the resource / information(data, reference) to be provided by Originator

· nm: optional name of the resource to be provided by the Originator
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Figure 6.x.x Request message structure
B. Payload configuration for a Response message

The payload is a response message value in JSON format. For example:

{“fr”: “CSE-ID”, “to”: “AE-ID”, “cn”: “xxx”, “rs”:“Success”}

· fr: ID of the Originator (either the AE or CSE)

· to: ID of the Receiver (either the AE or CSE)

· cn: content of resource

· rs: operation result
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Figure 6.x.x Response message structure
6.2.1.2 Message flow
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Figure 6.x.x Initiating Process in MQTT binding
In MQTT protocol, each client should subscribe to the MQTT server to receive messages. As shown in Figure 6.x.x, AE or CSE can initiate MQTT binding process by passing its AE-ID/CSE-ID to the MQTT client. After the MQTT client receives the message, it tries to connect to the MQTT server. In this process, the AE-ID/CSE-ID can be used as client identifier within the MQTT connect message.

After the MQTT client successfully connects to the server, each MQTT client can subscribe to the MQTT server. In this process, AE-ID/CSE-ID is used as topic name within the MQTT subscribe message. The full topic names subscribed to are “oneM2M/req/ID” and “oneM2M/resp/ID”. Therefore, AE or CSE can receive messages if the request/response messages are published with oneM2M/req/ID and oneM2M/resp/ID as topic name
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Figure 6.x.x Request/Response message deliver over MQTT
Figure 6.x.x illustrates the request/response message delivery over MQTT protocol between AE and CSE via Mca reference point in oneM2M. The message flow is as follows.
In this scenario, AE wants to send a Request message to the registered CSE. After that, MQTT client of the AE send Publish message to the MQTT server with “oneM2M/req/CSE-ID” as the topic name. The MQTT publish message also includes {“op”, “fr”, “to”, “cn”, “nm”} information in its payload. 
After the MQTT server receives the publish message from the MQTT client, the server refers to the topic name and delivers the message to the intended MQTT client. Finally, the MQTT client delivers the message to the CSE.

Regarding the response message, the message flow is backwards compared to the Request message flows. In order to send a response message to the requestor, the CSE uses the “fr” information from the received request message and send publish message to the MQTT server with “oneM2M/resp/AE-ID” as the topic name in this scenario. The MQTT publish message includes {“fr”, “to”, “cn”, “rs”} information in its payload.
Similar to the request message delivery from AE to CSE, the MQTT server delivers the published message to the intended MQTT client by referring to the topic name. Finally, AE receives the response message from the MQTT client.
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