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1 Introduction

This contribution proposes CoAP protocol binding related part to TS-0008. 
--------------------- Start of proposed modified text -------------------
7. Security 

CoAP itself does not provide protocol primitives for authentication or authorization; where this is required, it can be provided by DTLS.
This section specifies how to use DTLS and which cipher suites shall be supported.
Just as HTTP is secured using Transport Layer Security (TLS) over TCP, CoAP is secured using Datagram TLS (DTLS) [DTLS 1.2]. DTLS is in practice TLS with added features to deal with the unreliable nature of the UDP transport.

There are three security modes are achieved using DTLS (PreSharedKey, RawPublicKey, and Certificate), and an additional mode (NoSec) in which DTLS is disabled.
In constrained network, all modes of DTLS may not be applicable. Whether and which mode of using DTLS is applicable for a CoAP-based application should be carefully weighed considering the specific cipher suites that may be applicable, and whether the session maintenance makes it compatible with application flows and sufficient resources are available on the constrained nodes and for the added network overhead.
(Editors note: 

Issue: CoAP endpoint like a constrained node may work as client and server simultaneously, but cannot be DTLS client and server simultaneously, since constrained node is not capable to be DTLS server (Need verify). 

Hitachi system: a constrained device can PUT data to remote data centre (data centre as CoAP server and DTLS server), and at the same time data centre could remote control (PUT or POST) on constrained device (data centre as CoAP client, and should still as DTLS server?). If the DTLS role can switch, then OK. If not, how to be consistent with CoAP role switching?)
All CoAP messages MUST be sent as DTLS “application data”. For matching an ACK or RST to a CON message or a RST to a NON message: The DTLS session MUST be the same and the epoch MUST be the same.

Devices can close a DTLS connection when they need to recover resources but in general they should keep the connection up for as long as possible. Closing the DTLS connection after every CoAP message exchange is very inefficient.
(Editors note: 

Issue: still have other scenarios where DTLS connection should be closed, like when constrained device needs to establish DTLS sessions with multiple devices. For another, if all nodes choose to not close session, then for DTLS server, it may be too overweighed to maintain all DTLS sessions (keep session parameters, Heartbeat mechanism to figure out if a peer is still alive [Heartbeat])
For matching a response to a request, the DTLS session MUST be the same and the epoch MUST be the same. The response to a DTLS secured request MUST always be DTLS secured using the same security session and epoch.

Cipher suites shall be: 
TLS_PSK_WITH_AES_128_CCM_8 [TLS-CCM]
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 [TLS 1.2] [TLS-ECC]
7.1 Pre-Shared Keys
When forming a connection to a new node, the system selects an appropriate key based on which nodes it is trying to reach and then forms a DTLS session using a PSK (Pre-Shared Key) mode of DTLS Implementations in PSK modes MUST support the mandatory to implement cipher suite TLS_PSK_WITH_AES_128_CCM_8.
The entropy of the PSK must be sufficient to mitigate against brute-force and (where the PSK is not chosen randomly but by a human) dictionary attacks, because the cleartext communication of client identities may leak data or compromise privacy. [TLS-PSK]
7.2 Raw Public Key Certificates 
The device has an asymmetric key pair but without an X.509 certificate. A device MAY be configured with multiple raw public keys. The type and length of the raw public key depends on the cipher suite used. 

Implementations in RawPublicKey mode MUST support the mandatory to implement cipher suite TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8. The key used MUST be ECDSA-capable. The curve secp256r1 MUST be supported. The hash algorithm is SHA-256. Implementations MUST use the Supported Elliptic Curves Extension and Supported Point Format extensions. [TLS-ECC] 
Implementations in Certificate Mode MUST support the mandatory to implement cipher suite TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8. Certificates MUST be signed with ECDSA using secp256r1, and the signature MUST use SHA-256. The key used MUST be ECDSA-capable. The curve secp256r1 MUST be supported. The hash algorithm is SHA-256. Implementations MUST use the Supported Elliptic Curves Extension and Supported Point Format extensions

When a new connection is formed, the certificate from the remote device needs to be verified.
--------------------- End of proposed modified text ---------------------

[DTLS 1.2]
RFC 6347 “Datagram Transport Layer Security Version 1.2”

[TLS-CCM]
RFC 6655 “AES-CCM Cipher Suites for Transport Layer Security (TLS)”

[TLS 1.2]
RFC 5246 “The Transport Layer Security (TLS) Protocol Version 1.2”

[TLS-ECC]
RFC4492 “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[TLS-PSK]
RFC 4279 “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)
[Heartbeat]
RFC 6520 “Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS) Heartbeat Extension”
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