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1 Introduction

This contribution proposes CoAP protocol binding related part to TS-0008. 
--------------------- Start of proposed modified text -------------------
7. Security 

CoAP itself does not provide protocol primitives for authentication or authorization; where this is required, it shall be provided by DTLS.

Just as HTTP is secured using Transport Layer Security (TLS) over TCP, CoAP shall be secured using Datagram TLS (DTLS) [DTLS 1.2]. 






All CoAP messages shall be sent as DTLS “application data”. For matching an ACK or RST to a CON message or a RST to a NON message: The DTLS session shall be the same and the epoch shall be the same.




For matching a response to a request, the DTLS session shall be the same and the epoch shall be the same. The response to a DTLS secured request shall always be DTLS secured using the same security session and epoch.













Editor’s note: WG4 will provide detailed clause numbers WG3 can refer to. 
--------------------- End of proposed modified text ---------------------








�I hope we can move these kind of details to the Security TS-0003, and this section can direct the reader to that section of TS-0008.


�Move to TS-0003


The other bindings will have similar constrains. �These details should be in TS-0003, since they will not be specific to CoAP.


�Move to TS-0003


�Related reference should be moved to TS-0003
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