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5 Protocol Design Principles and Requirements
The following clauses contain the design principles and requirements for the oneM2M protocol.
5.1 Introduction
The oneM2M architecture is resource-based, (see oneM2M TS-0001 [6]). The functionality of the system is exposed by means of APIs over all reference points specified in [6]. Operations upon resources hosted by a CSE are carried over an established channel that constitutes the communication on the reference points Mca and Mcc. All API operations could be fulfilled with the considerations in terms of scalability, extensibility, fault tolerance and robustness, energy efficiency, and self-operation.
Each resource operation comprises a pair of primitives: Request and Response. 

In order to provide a well-defined interface for the reference points in the architecture [6], the following aspects need to be provided:
· the collection of primitives carried over a specific reference point; and

· the definitions and procedures of resource types in relation to the underlying protocols and reference points involved.
· the description and applicability of security methods in relation to the underlying protocols and reference points involved.

· 
The current document provides:

· Protocol design principles and requirements
· Data type definitions;
· Primitive definitions; and

· XML definitions and schema.

NOTE:
The actual binding of the interface to a specific protocol is not part of the present document, but is specified in a separate TS.

In accordance with the oneM2M architecture, each reference point is applicable to a wide range of underlying network technologies and transport protocols. oneM2M defines a set of bindings for specific underlying network technologies and transport protocols, these bindings are not limiting the applicability of the interfaces when used in other underlying networks and transport protocols. However the behaviour of the interface needs to be respected in accordance to the present document and the architecture (see [6]).

5.1.1 Interfaces to the Underlying Networks
The CSEs access the network service functions provided by the underlying networks such as 3GPP, 3GPP2 and WLAN via Mcn reference point. The following services are provided by the underlying networks:

· Device Triggering (see Annex B)
· Location Request (see Annex G)
· Device management (see clause 7.2.2.4)
5.2 API Design Guidelines

The following are the guidelines for designing APIs:

1) APIs shall follow the principle of RESTful architecture, as described in [i.2].

2) APIs shall indicate which features are supported and not supported over the reference points specified in [6].

3) APIs shall define how to address resources and how to manipulate resources, in accordance with oneM2M TS‑0001 [6]; the resource is identified by a Universal Resource Identifier (URI), [2].

4) APIs shall provide the format and syntax of the operation primitives for all resources defined in [6]. In case that for a particular protocol binding an operation cannot be supported it has to be clearly stated in the specific protocol binding technical specification.

5) Resource has a representation (see [i.2]) that shall be transferred and manipulated with the verbs. These verbs are identified as operations in [6]: CREATE. RETRIEVE, UPDATE, DELETE and NOTIFY.

6) All primitives as well as the way that those primitives are sent shall be defined. The functionality of the primitives shall be compliant to the resource type specific procedure as specified in [6], clause 10.2.

7) Primitives shall include attributes in accordance with [6] for a specific resource.

8) Primitive shall be self-descriptive and contain all the information needed for the receiver of the primitives to handle the primitives.

9) Primitive should be idempotent operations which mean no matter how many times the primitive is sent, the result doesn't change, in accordance to [i.2].

10) Primitives shall be mapped on the transport layer protocols.
11) 
12) 
13) 
14) 
15) 
16) 
17) 
18) 
19) 
5.3 Primitives
5.3.1 Introduction
Primitives are Application/Service Layer messages transmitted over the Mca and Mcc reference points. The CREATE. RETRIEVE, UPDATE, DELETE or NOTIFY operation is mapped to one or more primitives. In case of using an Underlying Network as illustrated in Figure 5.3.1-1, primitives are mapped to Network Services Layer protocols such as HTTP, CoAP or MQTT for the transmission. The specification of primitives is independent from the protocols used on the Network Services Layer. A set of specifications for bindings to the protocols are provided in separate TS.
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Figure 5.3.1‑1: Communication model using Request and Response primitives 
A single primitive in the Application/Common Service Layer may be mapped to zero or more transport messages by the Network Services Layer. Note that in this layered model the Network Services Layer may include data transfer protocols such as HTTP, CoAP and MQTT, which in the ISO OSI reference model [ISO/IEC 7498-1, ITU-T X.200] are parts of the Application Layer. 

The Originators shall send requests to Receivers through primitives. The Originator and Receiver may be represented by either an AE or a CSE. The CRUD Request primitive addresses a Resource residing in a CSE. The Notify Request primitive may address an AE or CSE.

Each CRUD+N operation shall consist of one Request primitive and zero or one Response primitive.

There are two use cases which both are perforce can be modelled with the above primitives:

· Communication between an Originator and a Receiver which are collocated on the same M2M Node (e.g. ASN or MN) in the Application/Common Service layer.

· Communication between an originator and a remote receiver via the Network Services Layer shall be performed using the Underlying Network as shown in Figure 5.3.1-1.
NOTE: The four primitives illustrated in Figure 5.3.1-1 between the upper Application/Common Service Layer and the lower Network Services Layer correspond to the service primitive types of the ISO OSI reference model [ISO/IEC10731/ITU-T X.210E] as follows. Originator Request primitive submitted to the lower layer; ISO request primitive, Receiver Request primitive delivered to the upper layer: ISO indication primitive, Receiver Response primitive issued to the lower layer: ISO response primitive, Originator Response primitive delivered to upper layer: ISO confirm primitive.
5.3.2 Primitives modelling

Primitives are modelled as follows.

A primitive is represented in form of a data structure which defines a specific procedure with appropriate parameters to be executed by both Originator and Receiver entities.

The data structure of a primitive consists of two parts:
· a control part, which contains parameters specifying the processing of the primitive; and

· an optional content part which represents Resource data, either the complete Resource or only part of the Resource (i.e. values of one or more Resource attributes) in the partial addressing case.
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Figure 5.3.2‑1: Primitives modelling
5.3.3 Primitive principles

Primitives shall be atomic. When two concurrent Request primitives affect the same Resource, the execution of one primitive shall finish completely before execution of a subsequent primitive starts.

When creating or updating the Resource, its representation shall be contained in the Content part of the primitive. Based on the representation of the Resource, the Hosting CSE can create or update the entire Resource without need for further information.

The operations on Resources triggered of primitives shall be idempotent. This means no matter how many times the same primitive is targeted to the same Resource, the Resource does not change after the first execution of the primitive.

5.3.4. Serialization of Primitives

When transferred over an oneM2M reference point and an Underlying Network, the way that oneM2M Request and Response primitives are represented shall be defined in the specification for oneM2M protocol binding for a specific protocol that is being used for the message transfer. The Originator and Receiver of each primitive use the same binding, and thus they will be using compatible serialization and deserialization techniques. Clause 8 of this specification defines canonical approaches for serializing primitives as JSON objects or XML documents used by oneM2M Protocol Bindings.
5.4 
5.4.1 
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5.3.5. 

5.5 Design Principles
5.5.1 Introductino

The following clauses present the design principles which could wrap up the perspectives and ways in terms of definitions and procedures of APIs and resources for the oneM2M core protocol specified in this technical specification. These design principles shall cover all characteristics and advantages of oneM2M protocols including specifications of bindings to transport protocols such as HTTP, CoAP, and MQTT.

5.5.2 The design of oneM2M protocols consider and mitigate the risk of unintended consequences, such as extensibility and interoperability issues, operational problems, or efficiency.
5.5.3 Extensibility
The oneM2M protocols are designed to allow continued development and to facilitate changes by means of standardized extensions. The impact of the extensibility on the existing oneM2M protocol functions shall be minimized.

Extensibility is related to one or more of the following aspects.
· Handling a wide range of transport protocols as well as a different number of devices,
· Adding, removing, or modifying oneM2M protocol functionalities,
· New oneM2M protocol routines,

· New primitives and data types.

5.5.4 Scalability

For provisioning scalability as a requirement in the design of oneM2M protocols, one or several of the following mechanisms are used.
· Ensuring direct addressability to the CSEs hosting target resources, to minimize network hops,
· Asynchrony in terms of data processing, with the ultimate objective of minimizing the number of discarded packets,
· Caching mechanisms that allow all the received packets to be processed,
· Efficient load distribution to avoid bottlenecks and data loss,
· Data compression and/or aggregation, in order to reduce the amount of data sent through the network.

5.5.5 

· 
· 
· 
· 
· 
5.5.6 




· 
· 
· 
· 

5.5.7 Fault tolerance and Robustness

One or more of the following mechanisms in terms of link availability can be exploited in the design of oneM2M protocols to account for a variety of exception conditions.
· To provide reliable transmission of data packets, packet recovery will be dealt with by using mechanisms appropriate for the operating environment (e.g., constrained devices, unreliable networks).
· When oneM2M protocols are employed over unreliable links, multiple data dissemination paths can be provided and maintained.



5.5.8 Efficiency

Energy Efficiency:

· As energy consumption directly affects the overall system performance, oneM2M protocols should consider energy efficiency, especially in resource constrained environments with battery-powered oneM2M devices.

· Energy efficient oneM2M protocols will aim at reducing the overall energy consumption while maintaining the performance required by the oneM2M Applications.

5.5.9 Inter-operability

API inter-operability between different protocol stacks is expected. For example, oneM2M API over HTTP/TCP/IP needs to inter-operate with CoAP/UDP in local network using oneM2M API.

5.5.10 Self-operation and Self-management
Devices employing the oneM2M API will inter-work with established management protocols (e.g., security, discovery, bootstrapping).

---------------------------- End of change ---------------------------------
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