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Introduction
This is a follow-up contribution of PRO-2014-0619R01. 0609R0x defines RSC framework including the descriptions. This contribution cleans-up the RSC descriptions used in the procedures (clause 7.2, 7.3 and 7.4).
RSC descriptions are refered in double quotation marks (e.g., “OK”).

Attention needed:

·  clause 7.2.3.2, third paragraph is removed. we don’t have such an “id” attribute anywhere.

·  clause 7.2.3.4, second and third paragraph are removed. we don’t have an “id” attribute anywhere.
· “Does not exist” is replaed by “Not found”
NOTE: change requests are omitted intentionally for clause 7.3.3.2.1(<remoteCSE> create), 7.3.4.2.1(<AE> create), 7.3.10.2.1 (<delivery> create), 7.3.10.2.3 (<delivery> update) and 7.3.10.2.4 (<delivery> delete) since their RSC surrounding texts are part of another CR (PRO-2014-0624 originator restriction). Depending on the decision 0624, the revision of this contribution may also include those clauses.
In R01:

·  revoked the status code change in clause 7.2.3.11

·  revoked the changes for “id” attribute (mentioned above, highlighted in grey)

·  renamed all the descriptions aligning with PRO-2015-0633R01, except for the new renaming:
· “request not allowed” to “OPERATION_NOT_ALLOWED”
· “not cancellable command” to “COMMAND_NOT_CANCELLABLE”
· code 5203 should be “TARGET_NOT_SUBSCRIABABLE” not “reachable”
----------------------- Start of change 1 -----------------------
1.1 Common operations

1.1.1 Originator actions

1.1.1.1 Compose request primitive
The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include the From and To parameters to indicate the identifier of the originator of the request and the targeted receiver of the request.

The Request shall include the other attributes in case needed depend on the resource the request is addressing.

When including a resource representation in the request indication for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively.
EXAMPLE:
Any attributes marked with NP shall not be present in the resource representation for the corresponding request indication.

1.1.1.2 Send a request to the receiver CSE

The originator shall determine the receiver CSE.

The receiver of the Request shall be the registrar CSE of the originator in case the originator is not IN-CSE.

If the originator is the IN-CSE, the receiver of the Request shall be the CSE whose identifier is the prefix of the To parameter of the Request.
If this results in no matching CSE, then the request is rejected with a Response Status Code indicating ”NOT_FOUND” error.

If this results in multiple CSEs, the request is rejected with a Response Status Code indicating “INTERNAL_SERVER_ERROR” error.
1.1.1.3 Wait for response primitive

The originator shall wait for the Response primitive from the receiver that corresponds to the Request primitive that was sent by the originator. Correlation between the Request and the corresponding Response is handled by the transport layer.

If no Response primitive is received within a certain time, specified by server policy and/or by the underlying transport technology, this shall be handled as if a Response primitive with a Response Status Code indicating “REQUEST_TIMEOUT” error was received.

1.1.1.3.1 Retrieve the <request> resource
When the Originator needs to retrieve information about an associated previously issued non-blocking request, the Originator shall request to RETRIEVE the attributes of the <request> resource. The Originator shall compose Request primitive with the following parameters and send the Request to the Receiver CSE. See clause 7.2.2.1.1 and 7.2.2.1.2.

NOTE: The Originator may include optional parameters described in clause 8.1.2 of TS-0001 Functional Architecture [6].
Table 7.2.1.1.3‑1: Request parameter settings
	Parameter Name
	Value 

	primitive Type
	REQUEST

	Operation
	Retrieve

	To
	This shall be set to the URI of the <request> resource received in the response (acknowledgement) to the previously issued non-blocking request.

	From
	Id of the Originator

	Request Identifier
	The identifier of this request message.

	Content
	Optionally includes the name of attributes that needs to be retrieved.


1.1.2 Receiver CSE actions

1.1.2.1 Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (HTTP binding [22], CoAP binding [23] and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the “CMDH message validation procedure” defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

1.1.2.2 Create response accepted 
Editor’s note: In case of non-blocking communication, the receiver of the request is not be able to return the result in a short time. Instead of holding the connection, the receiver decides to first acknowledge the Request. In order to do this, the receiver needs to create a Response just to inform the Originator, Request accepted. The detailed procedure is to be contributed.

1.1.2.3 Send response primitive

A Response primitive shall be sent back to the originator.
1.1.2.4 Create <request> resource locally

Creation of a <request> resource can only be done on a Receiver CSE implicitly. When the Receiver CSE receives a request for targeting any other resource type or requesting a notification in non-blocking mode, i.e. the Response Type parameter of the request is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, and if the Receiver CSE supports the <request> resource type as indicated by the ‘supportedResourceType’ attribute of the <CSEBase> resource, the Receiver CSE shall create an instance of <request> resource based on the following steps. If the Receiver CSE does not support the <request> resource type, the request shall be rejected with a Response Status Code indicating “NON_BLOCKING_REQUEST_NOT_SUPPORTED” error. The Receiver CSE of a non-blocking request is the Hosting CSE for the <request> resource that shall be associated with the non-blocking request.

1) Assign a value to the common attributes of <request> resource according to the following table: 

Table 7.1.2.2.4‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	resourceType
	Request

	resourceID
	Hosting CSE shall assign a value to this attribute.

	expirationTime
	The value of the expirationTime shall be chosen dependent on the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters associated with the original request. If the value consistent with the Request Expiration Timestamp, Result Expiration Timestamp, Operation Execution Time and Result Persistence parameters is too long, the Hosting CSE shall reject the request.

	parentID
	The parent resource of a <request> resource shall be the <CSEBase> resource of the Hosting CSE.

	creationTime
	Date/time of creation of this resource.

	lastModifiedTime
	Date/time which is equal to the creationTime.

	accessControlPolicyIDs
	Populate with one ID of an <accessControlPolicy> that  contains  the following:
In the ‘privileges’ attribute

· Allow RUD operations to the Hosting CSE

· Allow RD operations to the Originator, i.e. the value of the parameter From in the associated non-blocking request

In the 'selfPrivileges' attribute

1. Allow U operations the parent <accessControlPolicy> resource to the Originator, i.e. the value of the parameter From in the associated non-blocking request

	labels
	Originator ID

	stateTag
	0


Editor’s Note: Use case of giving selfPrivileges to the Originator is not clear, this needs to be clarified in WG2.

2) Assign a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.1.2.2.4‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	operation
	The value of the parameter Operation in the associated non-blocking request.

	target
	The value of the parameter To in the associated non-blocking request.

	originator
	The value of the parameter From in the associated non-blocking request.

	requestID
	The value of the parameter Request Identifier in the associated non-blocking request.

	metaInformation
	The content of this attribute is set to information in optional parameters described in clause 8.1.2 of [6] given in the associated non-blocking request.

	content
	The value of the parameter Content, if any, in the associated non-blocking request.

	requestStatus
	LOCALLY_ACCEPTED

	operationResult
	Empty


Editor’s Note: Possible values of the requestStatus need to be defined in the data type section.

1.1.2.5 Create a success response (acknowledgement) 
The Receiver CSE shall create a Response primitive. The Receiver CSE shall include the following parameters in the Response primitive.

Table 7.1.2.2.5‑1: Response parameter settings
	Parameter Name
	Value 

	primitive Type
	RESPONSE

	Operation
	The value of the parameter To in the associated non-blocking request.

	Response Status Code
	”ACCEPTED”

	requestIdentifier
	The value of the parameter Request Identifier in the associated non-blocking request.

	originatingTimestamp
	Timestamp when this message was built

	Content
	Reference to the <request> of the associated non-blocking request


1.1.2.6 Send response primitive (acknowledgement)

A Response primitive shall be sent back to the originator.
1.1.2.7 Update <request> resource 

Changes in the attributes of a <request> resource shall be done by the Hosting CSE implicitly due to changes of the status (requestStatus) of the associated non-blocking request or due to the reception of an operation result (operationResult) in response to the associated non-blocking request. The Receiver CSE shall update attributes of an instance of <request> resource based on the following steps.

3) Update a value to the common attributes of <request> resource according to the following table: 

Table 7.1.2.2.7‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	lastModifiedTime
	Date/time of the last modification.

	stateTag
	This value is incremented on every modification.


4) Update a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.1.2.2.7‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	requestStatus
	Hosting CSE shall set this value to the appropriate status of the associated non-blocking request.

	operationResult
	Hosting CSE shall set this value to the result of the originally requested operation – if any – in line with the rc parameter in the associated non-blocking request.


1.1.2.8 Forwarding

If the To parameter in the request does not start with the CSEBase URI of the receiver, the receiver CSE shall forward the request or shall serve the request locally (see below).

If the To parameter in the request starts with the CSEBase URI of the receiver, then the receiver CSE shall handle the request locally.
Acting as an originator the CSE shall perform the following procedures:

5) "Send a Request to the receiver CSE".

6) "Wait for Response primitive".

When the Response is received the receiver CSE shall:

7) Primitive specific procedure: Forward the Response to the original CSE.

1.1.3 Hosting CSE actions

1.1.3.1 Check existence of the addressed resource

The hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.
1.1.3.2 Check validity of resource representation for CREATE

The handling below shall apply to each attribute in the resource for CREATE request primitives and the handling depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If no resource representation is present in the CREATE request, then the request is rejected with a Response Status Code indicating “BAD_REQUEST” error.

The id attribute has special handling. If the id-attribute is present in the CREATE request, the hosting CSE shall check if a resource with the same id already exists in the addressed collection. If such a resource exists and the response column is marked as M, then the hosting CSE shall reject the request with a Response Status Code indicating " CONFLICT" error.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating “BAD_REQUEST” error..

N/A attribute

Indicates that the attribute is not supported in the CREATE request. 

The resource indicated as N/A shall be created when the parent resource was created, or the resource shall permanently exist in oneM2M System.

M attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M then the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the CREATE request the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

O attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a Response Status Code indicating "NOT IMPLEMENTED" error.

NP attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

1.1.3.3 Check validity of resource representation for UPDATE

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling depends on the "presence in UPDATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating “BAD_REQUEST” error.

N/A attribute

Indicates that the attribute is not supported in the UPDATE request. The resource indicated as N/A shall not allow any modification on the resource. If Originator requested to perform UPDATE operation on the resource, the request shall be rejected with a Response Status Code indicating REQUEST_NOT_ALLOWED” error.

M attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

O attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a Response Status Code indicating "NOT IMPLEMENTED" error.

NP attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error, unless the value provided for the attribute exactly matches the value in the current resource representation stored in the hosting CSE. In addition, the lastModifiedTime attribute shall always be accepted (but ignored) by the hosting CSE, no matter what value was provided in the request.

1.1.3.4 Create the resource

A new resource shall be created and correlated to the addressed and existing parent resource. As the result of the resource creation, the lastModifiedTime attribute of the parent resource shall be set to the same value as the creationTime attribute of the created resource. The following rules shall be applied.

If the created resource type has an id attribute, then the URI of the created resource shall be the URI of its parent resource with the URI-encoded id appended. (e.g. http://CSEbase.operator.org/myAppID, for an application resource with id "myAppID" created in the parent resource http://CSEbase.operator.org).

If a resource with the same ID already exists in the addressed collection, the hosting CSE shall provide a new id that is unique within the collection.

If expirationTime attribute is present in the resource representation of the to be created resource and the expirationTime is set to a non-negative time, then an expiration timer shall be started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

For setting the attributes in the resource representation the following rules shall apply in CREATE request primitives:

M attribute

If the provided value is acceptable, the server shall use the provided value in the resource representation of the created resource.

O attribute

If a value is provided and accepted, then the server shall use the provided value in the resource representation of the created resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign default value or assign value based on local policy.

If the attribute is not present in the resource representation in the CREATE request and the response column is marked O then the hosting CSE shall create the resource without the attribute.

NP attribute

If the attribute is not present in the resource representation in the CREATE request, and the response column is marked M, then the hosting CSE shall create the resource with the default value.

1.1.3.5 Retrieve the resource

The content of the attributes and references to child resources of the addressed resource shall be retrieved in form of a resource representation.
When the resource is read to provide a response to RETRIEVE request primitives, attribute(s) shall be present in the resource representation depending on the retrieve request type:
Full retrieve request: the request target is a resource given in the to parameter
All attribute values stored in the resource shall be retrieved.
Partial retrieve request: 

Case 1) 
the request target is a resource given in the to parameter and specific attribute names are provided in the content parameter:

The values of the resource attribute(s) provided in the content parameter shall be retrieved.
Case 2)
the request target is a specific attribute provided in the to parameter:
The resource attribute provided in the to parameter shall be retrieved.
1.1.3.6 Update the resource

Attributes that are not included in the Content parameter of the addressed resource shall not be changed by the hosting CSE. For attributes provided in the Content parameter, their content shall be updated while the following rules apply: 

If the announceTo attribute or announcedAttribute attribute of the resource is requested to be updated, the hosting CSE shall update the attribute as described in the "announce the resource or attribute" and "de-announce the resource or attribute" procedures as specified in the clause 7.1.2.3.9 and clause 7.1.2.3.10, respectively.
M attribute

If the provided attribute value is accepted, the server shall use the provided value in the resource representation of the updated resource.

O attribute

If an attribute value is provided and the value is accepted, the server shall use the provided value in the resource representation of the updated resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign a default value or assign a value based on local policy.

If this attribute is provided in the Content parameter and does not exist in the target resource, the hosting CSE shall create such attribute with the provided value.

If this attribute is set to NULL in the Content parameter and exists in the target resource, the hosting CSE shall delete such attribute if the deletion of the attribute is allowed by the local policy.

NP attribute

If the attribute is not present in the resource representation in the UPDATE request and the response column is marked M, then the hosting CSE shall not update the attribute value. There is only one exception to this rule and that is the lastModifiedTime attribute. The hosting CSE shall set the lastModifiedTime to the current time whenever an update primitive is received.

If the attribute is present in the resource representation in the UPDATE request the presented value shall be ignored, i.e. the hosting CSE shall never update its resource representation based on the presence of an NP attribute value in an update.

If the expirationTime attribute is present and modified by the procedure and it is set to a non-negative time, then an expiration timer shall be re-started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

1.1.3.7 Delete the resource

The addressed resource with all its attributes shall be deleted. Any expiration timer shall be stopped. This same procedure shall be invoked (recursively) for each child resource of the deleted resource in case the child resource is only linked to the deleted resource.

The parent resource of the addressed resource shall be updated to remove the reference to the deleted resource. If the parent resource has a lastModificationTime attribute then this attribute shall be set to the time of the deletion.

If the resource is announced, the CSE shall try to de-announce the resource correspondingly.

1.1.3.8 Notify re-targeting

When the Hosting CSE receives a Notify request primitive targeting (i.e., To parameter) its <AE> resource, the Hosting CSE re-targets the primitive to the AE if the <AE> resource does not have any <pollingChannel> resource as a child. 

1) Get pointOfAccess attribute value of the corresponding <AE> resource. If there is no available pointOfAccess address then the Hosting CSE shall send the Notify response primitive with a Response Status Code indicating “TARGET_NOT_REACHABLE” error.
8) Forward the Notify request primitive to the first address retrieved from pointOfAccess value
9) If the forwarding is failed due to “Target not reachable”, iterate 2) with the next address. 
2) If the Hosting CSE cannot forward it in the end, then it send the Notify response primitive with a Response Status Code  indicating “TARGET_NOT_REACHABLE” error.
1.1.3.9 Announce the resource or attribute

If CREATE request that contains an announceTo attribute is received, 

· Compose the CREATE Request primitive as follows:

· Link is set to the URI of the original resource.

· If accessControlPolicyIDs of the original resource is not present, accessControlPolicyIDs is set to the same value with the parent resource or from the local policy of the original resource.

· Attributes marked with MA and attributes marked with OA that are included in the announcedAttribute attribute. Such attributes shall be present in the original resource and set to same value as the original resource.

· Send a CREATE Request to the CSE(s) represented by exact URI(s) or CSE-ID(s) in the announceTo of the request.

· Wait for Response primitive

· Add the URI of successfully announced resource to the announceTo attribute of the resource 

· Include updated announceTo attribute in the Content parameter in the Response to the received CREATE Request.

If UPDATE request that adds the URI or CSE-ID into the announceTo attribute is received,

· Compose the CREATE Request primitive as follows:

· Link is set to the URI of the original resource.

· If accessControlPolicyIDs of the original resource is not present, accessControlPolicyIDs is set to the same value with the parent resource or from the local policy of the original resource.

· Attributes marked with MA and attributes marked with OA that are included in the announcedAttribute attribute. Such attributes shall be present in the original resource and set to same value as the original resource.

· Send a CREATE Request to the CSE(s) represented by exact URI(s) or CSE-ID(s) in the announceTo of the request, which is not included in the announceTo attribute of the original resource.

· Wait for Response primitive

· Add the URI of successfully announced resource to the announceTo attribute of the resource 

· Include updated announceTo attribute in the Content parameter in the Response to the received UPDATE Request.

If UPDATE request that adds the attribute name into the announcedAttribute attribute is received,

· Compose the UPDATE Request. The UPDATE Request shall provide the attribute name for the attribute to be announced, and the initial value for the attribute in the Content parameter. The initial value shall be the same with the value from the original resource. The attribute that will be announced shall be marked as OA.

· Send UPDATE Requests to all announced resources listed in the announceTo attribute.

· Wait for Response primitive.

· Add the attribute name of the successfully announced attribute to the announcedAttribute attribute.

· Include updated announcedAttribute attribute in the Content parameter in the Response to the received UPDATE Request.

If an attribute(s) specified as MA (See TS-0001 Functional Architecture [6]) or an attribute(s) included in the announcedAttribute attribute is updated:

· Compose an UPDATE Request primitive by including the updated attribute(s) with its associated updated value.
· Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original resource.

If an attribute(s) specified as MA (See TS-0001 Functional Architecture [6]) or an attribute(s) included in the announcedAttribute attribute is deleted:

· Compose an UPDATE Request primitive by including the updated attribute(s) with its value set to NULL.
· Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original resource.

1.1.3.10 De-announce the resource or attribute

If UPDATE Request that deletes the URI from the announceTo attribute is received:

· Compose the DELETE Request primitive.

· Send a DELETE Request to the CSE(s) represented by URI(s) in the announceTo attribute of the resource, which is not included in the announceTo of the request. The To parameter in the DELETE Request shall be set to the URI for the announced resource that will be deleted.

· Wait for Response primitive.

· Remove the URI of successfully de-announced resource from the announceTo attribute of the resource.

· Include updated announceTo attribute in the Content parameter in the Response to the UPDATE Request of the original resource.

If DELETE Request is received:

· Compose the DELETE Request primitive.

· Send DELETE Requests to all announced resources addressed by the URI(s) in the announceTo attribute of the resource.

· Wait for Response primitive.

If UPDATE request that deletes the attribute name from the announcedAttribute attribute is received:

· Compose the UPDATE Request primitive. The To parameter in the UPDATE Request shall be set to the URI for the announced resource. The UPDATE Request shall set the attribute that will be de-announced (i.e. to be deleted) in the Content parameter to NULL. The attribute that will be de-announced shall be marked as OA.

· Send UPDATE Requests to all announced resources listed in the announceTo attribute of the original resource.

· Wait for Response primitive.

· Delete the attribute name of the successfully de-announced attribute from the announcedAttribute attribute.

· Include updated announcedAttribute attribute in the Content parameter in the Response to the received UPDATE Request.

1.1.3.11 Create a success response

The receiver shall create a success response primitive with a Response Status Code indicating " CREATED". If the hosting CSE modified any of the provided attributes as provided in the Request, the response shall include the representation of the addressed resource,. The Response shall also include the URI of a created resource.

1.1.3.12 Create an error response

The receiver shall create an error response primitive with a  Response Status Code indicating the detected error condition.

NOTE:
Possible error codes and its error handling is described in resource specific procedure.
1.1.3.13 Resource discovery procedure

A resource discovery is used to discover resources in a CSE. A Resource discovery request is done by sending RETRIEVE request with filterUsage, one of the filterCriteria parameters, configured as "discovery" and the request may include other filterCriteria parameters as well. A resource discovery request procedure shall be comprised of the following actions.

Originator:

The Originator shall follow the steps from Orig-1.0 to Orig-6.0 specified in clause 7.2.1.2.1 Generic Resource Request Procedure for Originator.

In addition to Orig-1.0, the following steps shall be performed.

The To parameter in the RETRIEVE Request indicates the root of where the discovery begins.

The RETRIEVE Request shall include filterUsage parameter in filterCriteria.

The RETRIEVE Request may include other parameters of filterCriteria.

Receiver:

The Receiver shall follow the steps from Recv-1.0 to Recv-7.0 specified in clause 7.2.1.2.2 Generic Resource Request Procedure for Receiver.

Hosting CSE shall not perform steps from Recv-6.3 to Recv-6.6 and perform the following steps instead.

The Receiver shall find resources, which match all the configured filterCriteria and which the Originator has "Discover" access right, under the addressed resource".

In Recv-6.7, the Receiver shall include addresses for all the found resources.

The Receiver shall perform Recv-6.8 and the procedure is terminated.

1.1.3.14 Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 Security Solutions [7].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, then authorization failure information shall be returned to the Originator.

1.1.4 Management common operations

1.1.4.1 Identify the managed entity and the management protocol

The Hosting CSE shall identify the managed entity to be managed via the <node> resource which is the parent resource in case of an addressed <mgmtObj> resource. In case of a <mgmtCmd> resource the entity to be managed is indicated in the execTarget attribute which addresses either a <node> resource or a group of resources of type <node>. Hence, in all cases the managed entity is ultimately identified through the <node> resource, from which the identifier of the device can be retrieved. 
Then the Hosting CSE shall determine the management protocol to be used for communicating with the managed entity based on the objectID of the addressed <mgmtObj> resource. If the managed entity cannot be identified, the Hosting CSE shall reject the request with the Response Status Code set to "EXTERNAL_OBJECT_NOT_REACHABLE" in the Response primitive.
1.1.4.2 Locate the external management objects to be managed on the managed entity

The Hosting CSE shall locate the external management object information to be managed on the managed entity by the objectPath attribute of the <mgmtObj> resource addressed by the URI provided in the to primitive parameter. In the case that the to addresses an [objectAttribute] without objectPath attribute, the Hosting CSE shall locate the external management object information on the managed entity through the objectPath attribute of the <mgmtObj> resource of the addressed [objectAttribute], combined with their relative position in the external management object tree. If the external management object information cannot be located, the Hosting CSE shall reject the request with the Response Status Code set to "EXTERNAL_OBJECT_NOT_FOUND” in the Response primitive.
In the case that the management server is external to the Hosting CSE, the Hosting CSE shall identify the management server that is capable of performing the operation on the external management object. If the management server cannot be identified, the Hosting CSE shall reject the request with the Response Status Code set to “EXTERNAL_OBJECT_NOT_REACHABLE” in the Response primitive.
1.1.4.3 Establish a management session with the managed entity or management server

In the case that the management server is embedded with the CSE, if there is no existing management session between the Hosting CSE and the managed entity, the Hosting CSE shall also trigger the managed entity to establish a management session with the Hosting CSE by sending triggering message to the managed entity using the determined management protocol in case such triggering mechanism is supported by the external management technology. If the triggering mechanism is not supported by the external management technology, the Hosting CSE shall reject the request with the Response Status Code “MANAGEMENT_SESSION_CANNOT_BE_ESTABLISHED”. If the management session cannot be established with the managed entity, the Hosting CSE shall reject the request with the Response Status Code set to “MANAGEMENT_SESSION_CANNOT_BE_ESTABLISHED”. If the management session cannot be established within a limited time span as per local policy, the Hosting CSE shall reject the request with the Response Status Code set to "MANAGEMENT_SESSION_ESTABLISHMENT_TIMEOUT” in the Response primitive.
In the case that the management server is external to the Hosting CSE, if there is no existing management session between the Hosting CSE and the management server that manages the external management objects, the Hosting CSE shall establish a session with the managed entity with the necessary access control privileges to perform the management request on the external management protocol. If the management session cannot be established with the management server, the Hosting CSE shall reject the request with the Response Status Code set to “MANAGEMENT_SESSION_CANNOT_BE_ESTABLISHED”. If the management session cannot be established within a limited time span as per local policy, the Hosting CSE shall reject the request with the Response Status Code set to “MANAGEMENT_SESSION_ESTABLISHMENT_TIMEOUT” in the Response primitive. 
1.1.4.4 Send the management request(s) to the managed entity corresponding to the received Request primitive

The Hosting CSE shall send the management request(s) to the managed entity or management server in the established management session in order to perform the management operation as requested by the received Request primitive. The management request shall address the external management object information on the managed entity as determined in clause 7.2.2.4 or in the primitive specific clauses. The management request being used is specific to the external management technology according to a pre-defined mapping relationship with the Request primitive. The internal data structure of the external management object addressed by the management request shall be determined based on the mapping relationship of the <mgmtObj>, or <mgmtCmd> resources and the external management objects or based on the generic mapping rule as specified in TS-0001 Functional Architecture [6] clauses, 9.6.15, 9.6.16, and 9.6.17. The Hosting CSE shall extract the management results received from the managed entity or management server in order to prepare a Response primitive to be sent to the originator later. Unless explicitly stated, if the management request cannot be performed successfully, the Hosting CSE shall reject the Request primitive with the management server in the Response primitive according to the mapping relationship with the external management technology.

----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
1.1.5 Resource type <accessControlPolicy>
1.1.5.1 Introduction

The <accessControlPolicy> resource is comprised of  privileges and selfPrivileges attributes which represent a set of access control rules  defining which entities (defined as accessControlOriginators) have the privilege to perform  certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making access decision to specific resources.

The detailed description can be found in clause 9.6.2 in TS-0001 Functional Architecture [6].

Table 7.3.1.1‑1: Data Type Definition of accessControlPolicy

	Data Type ID
	File Name
	Note

	accessControlPolicy
	CDT-accessControlPolicy-V1_0.xsd
	


Table 7.3.1.1‑2: Applicable Common Attributes on accessControlPolicy

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	labels
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.3.1.1‑3: Data Types for resource specific attributes

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints 

	
	C
	R
	U
	D
	
	

	privileges
	M
	O
	O
	NP
	m2m:setOfAcrs
	

	selfPrivileges
	M
	O
	O
	NP
	m2m:setOfAcrs
	


Table 7.3.1.1‑4: Child resources of accessControlPolicy

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.5.2 accessControlPolicy resource specific procedure on CRUD operations 

This sub-clause describes accessControlPolicy resource specific behaviour for CRUD operations.

1.1.5.2.1 Create

Originator:

No changes from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.5.2.2 Retrieve

Originator:

No changes from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.5.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.5.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.6 Resource Type <CSEBase>
1.1.6.1 Introduction

A <CSEBase> resource shall represent a CSE. This <CSEBase> resource shall be the root for all the resources that are residing on the CSE. The detailed description can be found in clause 9.6.3 in TS-0001 Functional Architecture [6]).
Table 7.2.2.1‑1: Data Type Definition of <CSEBase>

	Data Type ID
	File Name
	Note

	CSEBase
	CDT-CSEBase-v1_0_0.xsd
	


Table 7.2.2.1‑2: Common Attributes on <CSEBase>

	Attribute Name
	Request optionality
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	Null value
	Value is always Null

	accessControlPolicyIDs
	NP
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	Labels
	NP
	O
	NP
	NP
	
	


Table 7.2.2.1‑3: Resource specific attributes on <CSEBase>

	Attribute Name
	Request optionality
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	cseType
	NP
	O
	NP
	NP
	m2m:cseTypeID
	

	CSE-ID
	NP
	O
	NP
	NP
	m2m:id
	

	supportedResourceType
	NP
	O
	NP
	NP
	m2m:resourceTypeList
	

	pointOfAccess
	NP
	O
	NP
	NP
	m2m:pOAList
	

	nodeLink
	NP
	O
	NP
	NP
	xs:anyURI
	

	notificationCongestionPolicy
	NP
	O
	NP
	NP
	m2m:notificationCongestionPolicy
	


Table 7.2.2.1‑4: Reference to child resources of <CSEBase>

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<remoteCSE>
	[variable]
	0..n
	Clause 7.3.3

	<node>
	[variable]
	0..n
	Clause 7.3.17

	<AE>
	[variable]
	0..n
	Clause 7.3.4

	<container>
	[variable]
	0..n
	Clause 7.3.5

	<group>
	[variable]
	0..n
	Clause 7.3.12

	<accessControlPolicy>
	[variable]
	0..n
	Clause 7.3.1

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<mgmtCmd>
	[variable]
	0..n
	Clause 7.3.15

	<locationPolicy>
	[variable]
	0..n
	Clause 7.3.9

	<statsConfig>
	[variable]
	0..n
	Clause 7.3.22

	<statsCollect>
	[variable]
	0..n
	Clause 7.3.24

	<request>
	[variable]
	0..n
	Clause 7.3.11

	<delivery>
	[variable]
	0..n
	Clause 7.3.10

	<schedule>
	[variable]
	0..1
	Clause 7.3.8


1.1.6.2 <CSEBase> resource specific procedure on CRUD operations
1.1.6.2.1 Create

Originator:
The <CSEBase> resource shall not be created via API.

Receiver: 
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

10) If the request is received, the Receiver CSE shall execute the following steps in order.
a) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
b) "Send the Response primitive".
1.1.6.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.6.2.3 Update

Originator:

The <CSEBase> resource shall not be updated via API.

Receiver: 
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

11) If the request is received, the Receiver CSE shall execute the following steps in order.
a) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
a) "Send the Response primitive".
1.1.6.2.4 Delete

Originator:
The <CSEBase> resource shall not be DELETEed via API.

Receiver:
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

12) If the request is received, the Receiver CSE shall execute the following steps in order.
b) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.

b) "Send the Response primitive".

1.1.7 Resource Type <remoteCSE>
1.1.7.1 Introduction

A <remoteCSE> resource shall represent a remote CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase>.

Conversely each registered CSE shall also be represented as a sub-set of <remoteCSE> resource in the registering CSE's <CSEBase>.

The detailed description can be found in clause 9.6.4 in Architecture TS.

Table 7.3.3.1‑1: Data Type Definition of <remoteCSE>
	Data Type ID
	File Name
	Note

	remoteCSE
	CDT-remoteCSE-v1_0_0.xsd
	


Table 7.3.3.1‑2: Common Attributes on <remoteCSE>

	Attribute Name
	Request optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	accessControlPolicyIDs

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	NP
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.3.3.1‑3: Resource specific attributes on <remoteCSE>
	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints 

	
	C
	R
	U
	D
	
	

	cseType
	O
	O
	NP
	NP
	m2m:cseTypeID
	No default

	pointOfAccess
	O
	O
	O
	NP
	m2m:pOAList
	Absent if the remote CSE is not request-reachable

	CSEBase
	M
	O
	NP
	NP
	xs:anyURI
	No default

	CSE-ID
	M
	O
	NP
	NP
	m2m:id
	No default

	M2M-Ext-ID
	O
	O
	O
	NP
	m2m:externalId 
	No default

	Trigger-Recipient-ID
	O
	O
	O
	NP
	m2m:triggerRecipientId
	No default

	requestReachability
	M
	O
	O
	NP
	xs:boolean
	No default

	nodeLink
	NP
	O
	NP
	NP
	xs:anyURI
	No default


Table 7.3.3.1‑4: Reference to child resources of <remoteCSE>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<AE>
	[variable]
	0..n
	Clause 7.3.4

	<container>
	[variable]
	0..n
	Clause 7.3.5

	<group>
	[variable]
	0..n
	Clause 7.3.12

	<accessControlPolicy>
	[variable]
	0..n
	Clause 7.3.1

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<pollingChannel>
	[variable]
	0..n
	Clause 7.3.20

	<schedule>
	[variable]
	0..n
	Clause 7.3.8

	<node>
	[variable]
	0..n
	Clause 7.3.17


1.1.7.2 <remoteCSE> resource specific procedure on CRUD operations 

1.1.7.2.1 Create

Originator:
No change from the generic procedures in clause 7.1.2.1 with the following exception:
· Only the CSE shall be the Originator.
Receiver:
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

13) If the request is received over the Mca reference point, the Receiver CSE shall execute the following steps in order.
c) "Create an unsuccessful Response primitive" with the response status code ‘Request not allowed’.
c) "Send the Response primitive"
1.1.7.2.2 Retrieve

Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.1.

1.1.7.2.3 Update

Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.1.

1.1.7.2.4 Delete

Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.1.

1.1.8 Resource Type <AE>
1.1.8.1 Introduction

The <AE> resource represents information about an Application Entity known to a given Common Services Entity.
The detailed description can be found in clause 9.6.5 in TS-0001 Functional Architecture [6].

Table 7.3.4.1‑1: Data Type Definition of AE

	Data Type ID
	File Name
	Note

	AE
	CDT-AE-v1_0_0.xsd
	XSD schema for AE resource

	AE
	CDT-AE-v1_0_0.json
	JSON schema for AE resource


Table 7.3.4.1‑2: Applicable Common Attributes on AE

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	NP
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.3.4.1‑3: Data Types for resource specific attributes
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints 

	
	C
	R
	U
	D
	
	

	appName
	O
	O
	O
	NP
	xs:string
	

	App-ID
	M
	O
	NP
	NP
	xs:string
	

	AE-ID
	NP
	O
	NP
	NP
	m2m:ID
	

	pointOfAccess
	O
	O
	O
	NP
	m2m:pOAList
	

	ontologyRef
	O
	O
	O
	NP
	xs:anyURI
	

	nodeLink
	NP
	O
	NP
	NP
	xs:anyURI
	


Table 7.3.4.1‑4: Child resources of AE

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<container>
	[variable]
	0..n
	Clause 7.3.5

	<group>
	[variable]
	0..n
	Clause 7.3.12

	<accessControlPolicy>
	[variable]
	0..n
	Clause 7.3.1

	<pollingChannel>
	[variable]
	0..n
	Clause 7.3.20


1.1.8.2 <AE> resource specific procedure on CRUD+N operations 

This sub-clause describes AE resource specific behaviour for CRUD+N operations.

1.1.8.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1 with the with the following exception:
· Only the AE shall be the Originator.
Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

1. If the request is received over Mcc or Mcc’ reference point, the Receiver CSE shall execute the following steps in order.
a) "Create an unsuccessful Response primitive" with the response status code ‘Request not allowed’.
b) "Send the Response primitive".
2. Otherwise, 

a) No change from the generic procedures in clause 7.1.2.2.

1.1.8.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.8.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.8.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.8.2.5 Notify

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.9 Resource Type <container>
1.1.9.1 Introduction

This resource represents a container for data instances. It is used to share information among other entities and potentially to track the data. A <container> resource has no associated content, only attributes and child resources.

The detailed description can be found in clause 9.6.6 in TS-0001 Functional Architecture [6].

Table 7.2.5.1‑1: Data Type Definition of <container>
	Data Type ID
	File Name
	Note

	container
	CDT-container-V1_0_0.xsd
	


Table 7.2.5.1‑2: Common Attributes on <container>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	stateTag
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	NP
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.2.5.1‑3: Resource specific attributes on <container>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	creator
	NP
	O
	NP
	NP
	m2m:id
	

	maxNrOfInstances
	O
	O
	O
	NP
	xs:nonNegativeInteger
	

	maxByteSize
	O
	O
	O
	NP
	xs:nonNegativeInteger
	

	maxInstanceAge
	O
	O
	O
	NP
	xs:nonNegativeInteger
	

	currentNrOfInstances
	NP
	O
	NP
	NP
	xs:nonNegativeInteger
	

	currentByteSize
	NP
	O
	NP
	NP
	xs:nonNegativeInteger
	

	
	
	
	
	
	
	

	locationID
	O
	O
	O
	NP
	xs:anyURI
	

	ontologyRef
	O
	O
	O
	NP
	xs:anyURI
	


Editor’s Note: Default values are filled out later.
Table 7.2.5.1‑4: Reference to child resources of <container>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<contentInstance>
	[variable]
	0..n
	Clause 7.3.6

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<container>
	[variable]
	0..n
	Clause 7.2.5

	<latest>
	latest
	1
	Clause 7.3.26

	<oldest>
	oldest
	1
	Clause 7.3.27


1.1.9.2 <container> resource specific procedure on CRUD operations 

This clause describes container resource specific behaviour for CRUD operations.

1.1.9.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.9.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.9.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

.

1.1.9.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.10 Resource Type <contentInstance>
1.1.10.1 Introduction

The <contentInstance> resource represents a data instance in the container.
The detailed description can be found in clause 9.6.7 in TS-0001 Functional Architecture [6].

Table 7.2.6.1‑1: Data Type Definition of <contentInstance>
	Data Type ID
	File Name
	Note

	contentInstance
	CDT-contentInstance-v1_0_0.xsd
	


Table 7.2.6.1‑2: Applicable Common Attributes on <contentInstance>

	Attribute Name
	Request Optionality
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	stateTag
	NP
	O
	NP
	NP
	
	

	Labels
	O
	O
	NP
	NP
	
	

	announceTo
	O
	O
	NP
	NP
	
	

	announcedAttribute
	NP
	O
	NP
	NP
	
	

	creator
	O
	O
	NP
	NP
	
	


Editor’s Note: creator may be added to resource specific attributes table depends on the resolution on common attributes.
Table 7.2.6.1‑3:Resource specific attributes on <contentInstance>

	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	typeOfContent
	M
	O
	NP
	NP
	m2m:typeOfContent
	one of IANA registered Media Types names or experimental Media Types names shall be specified (See [26]).

	contentSize
	O
	O
	NP
	NP
	xs:nonNegativeInteger
	

	ontologyRef
	O
	O
	NP
	NP
	xs:anyURI
	

	content
	M
	O
	NP
	NP
	xs:anySimpleType
	Transfer encoding may be applied, and indicated applied encoding at encoding attribute

	encoding
	M
	O
	NP
	NP
	m2m:encodingType
	


1.1.10.2 <contentInstance> resource specific procedure on CRUD operations 

1.1.10.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2. The Originator may omit the name of the <contentInstance> resource unless the Originator need to refer specific content later.

1.1.10.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2. The Originator may omit the name of the targeted <contentInstance> resource when the latest version of stored content is requested. 

1.1.10.2.3 Update

Originator:

The <contentInstance> resource shall not be Updated via API.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

If the request is received, the Receiver CSE shall execute the following steps in order.
d) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
d) "Send the Response primitive".
1.1.10.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.11 Resource Type <subscription>
1.1.11.1 Introduction

The <subscription> resource contains subscription information for its subscribed-to resource. The subscription resource is a child of the subscribed to resource. 

The detailed description can be found in clause 9.6.8 in TS-0001 Functional Architecture [6].

Table 7.2.7.1‑1: Data Type Definition of subscription

	Data Type ID
	File Name
	Note

	subscription
	CDT-subscription-v1_0_0.xsd
	


Table 7.2.7.1‑2: Applicable Common Attributes on <subscription>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.2.7.1‑3: Data Types for resource specific attributes

	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints 

	
	C
	R
	U
	D
	
	

	eventNotificationCriteria
	O
	O
	O
	NP
	m2m:eventNotificationCriteria 
	

	expirationCounter
	O
	O
	O
	NP
	xs:positiveInteger
	

	notificationURI
	M
	O
	O
	NP
	list of xs:anyURI
	

	groupName
	O
	O
	O
	NP
	xs:anyURI
	

	notificationForwardingURI
	O
	O
	O
	NP
	xs:anyURI
	

	batchNotify
	O
	O
	O
	NP
	m2m:batchNotify
	

	rateLimit
	O
	O
	O
	NP
	m2m:rateLimit
	

	preSubscriptionNotify
	O
	O
	NP
	NP
	xs:positiveInteger
	

	pendingNotification
	O
	O
	O
	NP
	m2m:pendingNotification
	

	notificationStoragePriority
	O
	O
	O
	NP
	xs:positiveInteger
	

	latestNotify
	O
	O
	O
	NP
	xs:Boolean
	

	notificationContentType
	O
	O
	O
	NP
	m2m:notificationContentType
	

	notificationEventCat
	O
	O
	O
	NP
	m2m:eventCat
	

	creator
	O
	O
	O
	NP
	m2m:id
	

	subscriberURI
	O
	O
	NP
	NP
	xs:anyURI
	


Table 7.2.7.1‑4: Reference of child resources

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<schedule>
	notificationSchedule
	0..1
	Clause 7.2.8


1.1.11.2 <subscription> resource specific procedure on CRUD operations 

1.1.11.2.1 Create

Originator:
No change from the generic procedures in clause 7.1.2.1.
Receiver:
The following are additional Hosting CSE procedures to the generic resource handling procedures (figure 7.2.1.2.2-2 in clause 7.2.1.2.2). The additional procedures shall be inserted from Recv-6.2 to Recv-6.8 as below.

The resource handling procedure for the Hosting CSE which receives <subscription> CREATE request shall perform the following procedures in order:

1. Recv-6.2
2. Recv-6.3
3. Check if the subscribed-to resource, addressed in To parameter in the Request, is subscribable. Subscribable resource types are defined in TS-0001 Functional Architecture [6], they have <subscription> resource types as their child resources.

If it is not subscribable, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating “TARGET_NOT_SUBSCRIBABLE” error.

4. Check if the Originator has privileges for retrieving the subscribed-to resource.

If the Originator does not have the privilege, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating “NO_PRIVILEGE” error.

5. If the notificationURI is not the Originator, the Hosting CSE should send a Notify request primitive to the notificationURI with verificationRequest parameter set as TRUE (See clause 7.4.1.2.2). 

a. If the Hosting CSE cannot send the Notify request primitive, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating “SUBSCRIPTION_VERIFICATION_INITIATION_FAILED” error. 

b. If the Hosting CSE sent the primitive, the Hosting CSE shall check if the Notify response primitive contains a Response Status Code indicating “SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE” or “SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE” error. If so, the Hosting CSE shall return the Create response primitive with a Response Status Code indicating the same error from the Notify response primitive to the Originator.

6. Recv-6.4
7. Recv-6.5
If the notificationURI is not the Originator, the Hosting CSE shall store Originator ID to creator attribute.

8. Recv-6.6
9. Recv-6.7
10. Recv-6.8
1.1.11.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.11.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.11.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.12 Resource Type <schedule>
1.1.12.1 Introduction

The <schedule> resource shall represent scheduling information in the context of its parent resource. If a <schedule> resource is not present as a child resource then there are no time-constraints on the context of its parent resource. An Originator shall have the same access control privileges to the <schedule> resource as it has to its parent resource.

The detailed <schedule> resource description can be found in clause 9.6.9 of the TS-0001 Functional Architecture [6].

Table 7.3.8.1‑1: Data Type Definition of <schedule>

	Data Type ID
	File Name
	Note

	scheduleType
	CDT-<<resource name>>-v1_0_0-<<date of published>>.xsd
	


Table 7.3.8.1‑2: Common Attributes on <schedule >

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	O
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	NP
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.3.8.1‑3: Resource specific attributes on <schedule>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	scheduleElement (L)
	M
	O
	O
	M
	Extended Crontab Data String
	No Default

See data type definition for constraints


Editor’s note; How to represent multiplicity need to clarify. scheduleElement is 1..n
Editor’s Note: Optionality of Attributes should be referred in Arch-TS or self-contained ? scheduleElement is Optionally announced for <scheduleAnnc>
Editor’s Note: It is not clear where in the document the following data type definition should be located since it is <schedule> resource specific.

The set of scheduleElement attributes together represent the defined schedule. All scheduleElement attributes shall be updated as a set. The set of scheduleElement attributes expresses time periods defined by second, minute, hour day of month, month, and year. 

The “Extended Crontab Data String” Data Type is a string comprising 7 fields per Table below, separated by white space. The allowed values are used together with 6 special characters in each “scheduleElement”.

Table 7.3.8.1‑4: Extended Crontab Data String structure

	Field name
	Mandatory
	Allowed values
	Allowed special characters

	Seconds
	Yes
	0-59
	* / , -

	Minutes
	Yes
	0-59
	* / , -

	Hours
	Yes
	0-23
	* / , -

	Day of Month
	Yes
	1-31
	* / , - L #

	Month
	Yes
	1-12 or JAN-DEC
	* / , -

	Day of Week
	Yes
	0-6 or SUN-SAT
	* / , - L #

	Year
	Yes
	1970–2099
	* / , -


Asterisk ( * )

The asterisk indicates that the expression matches for all values of the field. E.g., using an asterisk in the 5th field (month) indicates every month.

Slash ( / )

Slashes describes periodicity within ranges. For example 3-59/15 in the 2nd field (minutes) indicates the third minute of the hour and every 15 minutes thereafter within the hour. The form "*/..." is equivalent to the form "start range-end range/periodicity", over the range of the field. */2 in the 2nd field (minutes) indicates every other minute. 2014/1 in the 7th field (years) indicates to repeat every year after 2014.

Comma ( , )

Commas are used to separate items of a list. For example, using "MON,WED,FRI" in the 6th field (day of week) means Mondays, Wednesdays and Fridays.

Hyphen ( - )

Hyphens define ranges. For example, 2010-2020 indicates every year between 2010 and 2020 AD, inclusive.
L

'L' stands for "last". When used in the day-of-week 6th field, it allows you to specify constructs such as "the last Friday" ("5L") of a given month. In the day-of-month 4th field, it specifies the last day of the month.

Hash ( # )

'#' is allowed for the day-of-week 6th field, and must be followed by a number between one and five. It allows you to specify constructs such as "the second Friday" of a given month.

Editor’s Note: It is unclear whether any examples should be included.

Examples:

Example 1 – Starting at 2am on 1 Oct, 2014 the device will be reachable between 2:00–2:05, 6:00-6:05, 10:00-10:05 and 14:00-14:05 every day. 

scheduleElement = “* 0-5 2,6,10,14 1/1 10/1 * 2014/1”

Example 2 – Starting at 2am on 1 Oct, 2014, the device will be reachable between 2:00–2:05, 6:00-6:05, 10:00-10:10 and 14:00-14:10 every day.

scheduleElement = “* 0-5 2,6 * 10/1 * 2014/1”

scheduleElement = “* 0-10 10,14 * 10/1 * 2014/1”

Example 3 - Starting at 2am on 1 Oct, 2014, the device will be reachable between 2:00–2:05, 6:00-6:05, on Mondays, Wednesdays and Fridays, 10:00-10:05 and 14:00-14:05 on Tuesdays and Saturdays, and 4:00-4:15 and 16:00-16:15 on Sundays.

scheduleElement = “* 0-5 2,6 * 10/1 1,3,5 2014/1”

scheduleElement = “* 0-5 10,14 * 10/1 2,6 2014/1”

scheduleElement = “* 0-15 4,16 * 10/1 7 2014/1”

Example 4 - Starting at 1am on 1 Oct, 2014, the device will be reachable for 5 minutes after every 4 hours of the day

scheduleElement = “* 0-5 1/4 * 10/1 * 2014/1”

Table 7.3.8.1‑5: Reference to child resources of <schedule >

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	Subscription
	[variable]
	0..n
	Clause 7.3.7


1.1.12.2 <schedule> resource specific procedure on CRUD operations 
This sub-clause describes <schedule> resource specific behaviour for CRUD operations.

1.1.12.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

If <schedule> is created then scheduleElement (L) shall be created.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.12.2.2 Retrieve 

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.12.2.3 Update 
Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.12.2.4 Delete 
Originator:

No change from the generic procedures in clause 7.1.2.1.

If <schedule> is deleted then scheduleElement (L) shall be deleted.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.13 Resource Type <locationPolicy>
1.1.13.1 Introduction

The <locationPolicy> resource represents the method for obtaining and managing geographical location information of an M2M Node. The detailed description can be found in the clause 9.6.10 in TS-0001 Functional Architecture [6] .

The resource specific attributes information are defined in Annex A.
Table 7.2.9.1‑1:  Data Type Definition of locationPolicy

	Data Type ID
	File Name
	Note

	locationPolicyType
	TBD
	XSD schema for locationPolicy resource

	locationPolicyType
	TBD
	JSON schema for locationPolicy resource


Table 7.2.9.1‑2: Applicable Common Attributes on [locationPolicy]

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	“locationPolicy”
	

	resourceID
	NP
	O
	NP
	NP
	None
	

	parentID
	NP
	O
	NP
	NP
	None
	

	expirationTime
	O
	O
	O
	NP
	Default is determined by Hosting CSE policy
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	Default is determined by Hosting CSE policy
	

	creationTime
	NP
	O
	NP
	NP
	None
	

	lastModifiedTime
	NP
	O
	NP
	NP
	None
	

	labels
	O
	O
	O
	NP
	Empty
	

	announceTo
	O
	O
	O
	NP
	None
	

	announcedAttribute
	O
	O
	O
	NP
	None
	


Table 7.2.9.1‑3: Data Types for resource specific attributes

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	locationSource
	M
	O
	NP
	NP
	m2m:locationSource
	

	locationUpdatePeriod
	O
	O
	O
	NP
	xs:duration
	

	locationTargetID
	O
	O
	NP
	NP
	m2m:nodeId
	

	locationServer
	O
	O
	NP
	NP
	xs:anyURI
	

	locationContainerID
	NP
	O
	NP
	NP
	xs:anyURI
	

	locationContainerName
	O
	O
	O
	NP
	xs:string
	

	locationStatus
	NP
	O
	NP
	NP
	xs:string
	


Table 7.2.9.1‑4: Reference of child resources

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.2.7


1.1.13.2 <locationPolicy> resource specific procedure on CRUD Operations
This clause describes <locationPolicy> resource specific primitive behaviour for CRUD operations. 

1.1.13.2.1 Create
Originator: 

No change from the generic procedures in clause 7.1.2.1.

Receiver:
The procedure of the Receiver written in the clause 7.1.2.2 (from Recv-1.0 to Recv-6.5) shall be the same as initial steps. The following steps are the <locationPolicy> resource type specific procedure for CREATE operation.

14) After the successful creation of <locationPolicy> resource, the Hosting CSE shall create <container> resource where the actual location information will be stored and the resource shall contain cross-references for the both resources, locationContainerID attribute for the <locationPolicy> resource and locationID attribute for the <container> resource. The name of the created <container> resource shall be determined by the locationContainerID attribute if it is applicable.

15) Check the locationSource and locationUpdatePeriod attributes:

e) If the locationSource attribute is set by 'Network Based' and locationUpdatePeriod attribute is set by any duration value (higher than 0 second), then continue with the step 3.
e) If the locationSource attribute is set by 'Device Based' and locationUpdatePeriod attribute is set by any duration value (higher than 0 second), then continue with the step 4.
f) If the locationSource attribute is set by 'Sharing Based' and locationUpdatePeriod attribute is set by any duration value (higher than 0 second), then continue with the step 5.
16) The Hosting CSE shall retrieve the locationTargetID and locationServer attributes from the stored <location Policy> resource.
In case either the locationTargetID or locationServer attribute cannot be obtained, the hosting CSE shall reject the request with the Response Status Code indicating “BAD_REQUEST” error. Then, the Hosting CSE shall transform the location-acquisition request into Location Server request [i.3], using the attributes stored in <locationPolicy> resource. The Hosting CSE shall also provide default values for other required parameters (e.g. quality of position) in the Location Server request according to local policies. 

The Hosting CSE shall send this Location Server request to the location server using, for example, OMA Mobile Location Protocol [i.5] and OMA RESTful NetAPI for Terminal Location [i.3]. The location server performs positioning procedure based upon the Location Server request. Then continue with step 6.

Based on the period information, locationUpdatePeriod attribute, this step can be periodically repeated or the location server can only notify the Hosting CSE of location information that performs periodically.

NOTE 1:
The location server performs the privacy control and only responds successfully if the positioning procedure is permitted.

NOTE 2:
The detail information on how the Location Server request message is converted into OMA RESTful NetAPI for Terminal Location message is described in Annex G.
17) The Hosting CSE shall perform positioning procedure using location determination modules and technologies (e.g. GPS). Then continue with step 6.


Based on the period information, locationUpdatePeriod attribute, this step can be periodically repeated.

NOTE 3:
The Hosting CSE can utilize the internal interface (e.g. System Call) to communicate with the modules and technologies. The detailed procedure is out of scope.

18) The Hosting CSE shall collect information of topology of M2M Area Network using <node> resource and find the closest Node from the Originator that has registered with the Hosting CSE and has location information. The closest Node is determined by the minimum hop based on the collected topology information.

f) If the Hosting CSE can find the closest Node from the Originator, the location information of the closest Node shall be stored as the location information of the Originator into a <contentInstance> resource under the created <container> resource.

g) If the Hosting CSE cannot find the closest Node from the Originator, the location information of the Hosting CSE shall be stored as the location information of the Originator into a <contentInstance> resource under the created <container> resource.
19) The Hosting CSE shall receive the corresponding response and transform it into a Response primitive. 

g) If the positioning procedure is failed, the Hosting CSE shall store a statusCode based on the error code in the locationStatus attribute in the created <locationPolicy> resource.

h) If the positioning procedure is successfully complete which means that the Hosting CSE acquires the location information, The Hosting CSE shall store the acquired location information into a <contentInstance> resource under the created <container> resource.

20) Recv-6.6
21) Recv-6.7
1.1.13.2.2 Retrieve
Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.2.

1.1.13.2.3 Update

Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.2.

1.1.13.2.4 Delete

Originator:
No change from the generic procedures in clause 7.1.2.1.

Receiver:
The procedure of the Receiver written in the clause 7.1.2.2 (from Rcv-D-1.0 to Rcv-D-10.0) shall be the same as initial steps. A following step is the <locationPolicy> resource type specific procedure for DELETE operation.

22) Once the <locationPolicy> resource is deleted, the Receiver shall delete the associated resources (e.g. <container>, <contentInstance> resources). If the locationSource attribute and the locationUpdatePeriod attribute of the <locationPolicy> resource has been set with appropriate value, the Receiver shall tear down the session. The specific mechanism used to tear down the session depends on the support of the Underlying Network and other factors.

1.1.14 Resource Type <delivery>
1.1.14.1 Introduction

In order to be able to initiate and manage the execution of data delivery in a resource-based manner, resource type delivery is defined. This resource type shall be used for forwarding requests from one CSE to another CSE when the da parameter in the request is set to ON. The detailed description can be found in clause 9.6.11 in TS-0001 Functional Architecture [6]. 

Table 7.2.10.1‑1: Data Type Definition of delivery

	Data Type ID
	File Name
	Note

	deliveryType
	CDT-delivery-v1_0_0-<<date of published>>.xsd
	


Table 7.2.10.1‑2: Common Attributes on delivery
	Attribute Name
	Request Optionality
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	None
	

	resourceID
	NP
	O
	NP
	NP
	None
	

	expirationTime
	O
	O
	O
	NP
	Default is determined by Hosting CSE policy
	

	parentID
	NP
	O
	NP
	NP
	None
	

	creationTime
	NP
	O
	NP
	NP
	None
	

	lastModifiedTime
	NP
	O
	NP
	NP
	None
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	Default is determined by Hosting CSE policy
	

	labels
	O
	O
	O
	NP
	Empty
	

	stateTag
	NP
	O
	NP
	NP
	0
	


Table 7.2.10.1‑3: Resource Specific Attributes on delivery

	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	Source
	M
	O
	NP
	NP
	xs:anyURI
	None

	Target
	M
	O
	NP
	NP
	xs:anyURI
	None

	Lifespan
	M
	O
	O
	NP
	xs:dateTime
	None

	eventCat
	M
	O
	O
	NP
	m2m:eventCat
	None

	deliveryMetaData
	M
	O
	O
	NP
	m2m: deliveryMetaData
	Default is determined by Hosting CSE policy

	AggregatedRequest
	O
	O
	O
	NP
	m2m:aggregatedRequest
	None


Table 7.2.10.1‑4: Child resources for delivery

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	variable
	0..n
	Clause 7.2.7


1.1.14.2 <delivery> resource specific procedure on CRUD operations

This clause describes <delivery> resource specific behaviour for CRUD operations.

1.1.14.2.1 Create

Originator:
Primitive specific operation on Org-1.0 "Compose Request primitive":

1)  The Originator shall use a blocking request (i.e. Response Type=blockingRequest). 
2) The Originator shall provide the content of the <delivery> resource.
No change for the remaining steps from the generic procedures in clause 7.1.2.1.

Receiver:
Primitive specific operation on Rcv-1.0 "Check the syntax of received message":

1) If the request is received over Mca reference point, the Receiver CSE shall execute the following steps in order.
a. "Create an error response" with Response Status Code TBD (Method not allowed).
b. "Send Response primitive".
NOTE: Determination of the reference point is to the discretion of the Receiver CSE implementation.

Primitive specific operation after Rcv-6.8 "Check the syntax of received message".

1) If the target attribute in <request> resource does not start with the CSEBase URI of the Receiver CSE, the Receiver CSE shall forward the request.
No change for the remaining steps from the generic procedures in clause 7.1.2.2.

1.1.14.2.2  Retrieve

Originator:
Primitive specific operation on Org-1.0 "Compose Request primitive":

1)  The Originator shall use a blocking request (i.e. Response Type=blockingRequest). 
No change for the remaining steps from the generic procedures in clause 7.1.2.1.

Receiver:
No change from the generic procedures in clause 7.1.2.2.

1.1.14.2.3  Update

Originator:
Primitive specific operation on Org-1.0 "Compose Request primitive":

1)  The Originator shall use a blocking request (i.e. Response Type=blockingRequest). 
2) The Originator shall provide the content of the <delivery> resource.
No change for the remaining steps from the generic procedures in clause 7.1.2.1.

Receiver:
Primitive specific operation on Rcv-1.0 "Check the syntax of received message":

1) If the request is received over Mca reference point, the Receiver CSE shall execute the following steps in order.
a. "Create an error response" with responseStatusCode TBD (Method not allowed).
b. "Send Response primitive".
No change for the remaining steps from the generic procedures in clause 7.1.2.2.

1.1.14.2.4  Delete

 Originator:
Primitive specific operation on Org-1.0 "Compose Request primitive":

1)  The Originator shall use a blocking request (i.e. Response Type=blockingRequest). 
No change for the remaining steps from the generic procedures in clause 7.1.2.1.

Receiver:
Primitive specific operation on Rcv-1.0 "Check the syntax of received message":

If the request is received over Mca reference point, the Receiver CSE shall execute the following steps in order.
a. "Create an error response" with responseStatusCode TBD (Method not allowed).
b. "Send Response primitive".
No change for the remaining steps from the generic procedures in clause 7.1.2.2.

1.1.15 Resource Type <request>
1.1.15.1 Introduction

The <request> resource is used to represent information on locally issued requests (i.e. issued by an AE or CSE internal). This allows for robust synchronous and asynchronous request processing coping with various constraints on maximum blocking time. When an AE or CSE issues a request for targeting any other resource type or requesting a notification in non-blocking mode , i.e. the Response Type parameter of the request is set to either 'nonBlockingRequestSynch' or 'nonBlockingRequestAsynch', and if the Registrar CSE of the Originator supports the <request> resource type as indicated by the supportedResourceType attribute of the <CSEBase> resource representing the Registrar CSE of the Originator, the Registrar CSE of the Originator shall create an instance of <request> to capture and expose the context of the associated non-blocking request. The detailed description can be found in clause 9.6.12 in Architecture TS.
Table 7.2.11.1‑1: Data Type Definition of request

	Data Type ID
	File Name
	Note

	requestType
	CDT-request-v1_0_0-<<date of published>>.xsd
	


Table 7.2.11.1‑2 : Applicable Common Attributes on <request>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	None
	

	resourceID
	NP
	O
	NP
	NP
	None
	

	expirationTime
	NP
	O
	NP
	NP
	None
	

	parentID
	NP
	O
	NP
	NP
	None
	

	creationTime
	NP
	O
	NP
	NP
	None
	

	lastModifiedTime
	NP
	O
	NP
	NP
	None
	

	accessControlPolicyIDs
	NP
	O
	NP
	NP
	None
	

	labels
	NP
	O
	NP
	NP
	None
	

	stateTag
	NP
	O
	NP
	NP
	None
	


Table 7.2.11.1‑3 : Data Types for <request> resource specific attributes
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	operation
	NP
	O
	NP
	NP
	m2m:operation
	None

	target
	NP
	O
	NP
	NP
	xs:anyURI
	None

	originator
	NP
	O
	NP
	NP
	xs:anyURI
	None

	requestIdentifier
	NP
	O
	NP
	NP
	m2m:requestId
	None

	metaInformation
	NP
	O
	NP
	NP
	m2m:metaInformation
	None

	primitiveContent
	NP
	O
	NP
	NP
	m2m:primitiveContent
	None

	requestStatus
	NP
	O
	NP
	NP
	m2m:requestStatus
	None

	operationResult
	NP
	O
	NP
	NP
	m2m:operationResult
	None


Table 7.2.11.1‑4 : Reference of child resources

	Child Resource Type Name
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.15.2 <request> resource specific procedure on CRUD operations

This clause describes request resource specific procedure on Resource Hosting CSE for CRUD operations.

1.1.15.2.1 Create

The <request> resource shall not be created via API.

The Receiver CSE of a non-blocking Request that was issued by either a Registrar AE of the Receiver CSE or a Registree/Registrar CSE of the Receiver CSE is the Hosing CSE for the <request> resource that shall be associated with the non-blocking request.
Hosting CSE: The Hosting CSE shall execute the following steps in order.

Hst-C-Rq-1.0
Assign an identifier to the <request> resource to be created.
Hst-C-Rq-2.0
Assign a value to the following common attributes: 
23) parentID;

24) creationTime;

25) expirationTime: The Receiver shall assign a value that is consistent with the Request Expiration Timestamp, Response Code, Result Expiration Timestamp and Result Persistence parameters effective for the associated non-blocking request that implied the creation of this <request> resource (within the restriction of the Receiver policies). If a value consistent with the Request Expiration Timestamp, Response Code, Result Expiration Timestamp and Result Persistence parameters effective for the associated non-blocking request that implied the creation of this <request> resource cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value
26) lastModifiedTime: which is equals to the creationTime;

27) stateTag;

28) accessControlPolicyIDs: Populate with one ID of an <accessControlPolicy> that contains the following:

a.
In the 'privileges' child resource:

i.
Allow RUD operations to  <request> resource being created to the Hosting CSE.

ii.
Allow RD operations to this <request> resource being created to the Originator of the associated non-blocking request, i.e. the value of the parameter From in the associated non-blocking request that implied the creation of this <request> resource.

b.
In the 'selfPrivileges' child resource:

i.
Allow U operations the parent <accessControlPolicy> resource to the Originator of the associated non-blocking request, i.e. the value of the parameter From in the associated non-blocking request that implied the creation of this <request> resource.

Hst-C-Rq-3.0
Assign any other RO (Read Only) attributes of <request> resource type within the restriction of the Receiver policies:

29) operation: Value of the parameter Operation in the associated non-blocking request that implied the creation of this <request> resource;

30) target: Value of the parameter To in the associated non-blocking request that implied the creation of this <request> resource;

31) originator: Value of the parameter From in the associated non-blocking request that implied the creation of this <request> resource;

32) requestIdentifier: Value of the parameter Request Identifier in the associated non-blocking request that implied the creation of this <request> resource;

33) metaInformation: The content of this attribute is set to information in any other optional parameters described in clause 8.1. given in the associated non-blocking request that implied the creation of this <request> resource;

34) content: Value of the parameter Content - if any - in the associated non-blocking request that implied the creation of this <request> resource;

35) requestStatus: Information on the initial status of the associated non-blocking request that implied the creation of this <request> resource. The initial value of this attribute shall be identical to the status that is contained in the Acknowledgement response message of the associated non-blocking request. Possible values for status information contained in this attribute are specified in the present document. The value of this attribute is subject to change according to the progress in processing of the non-blocking request that implied the creation of this <request> resource;

36) operationResult: Initially empty. This attribute will be used for representing the result of the originally requested operation - if any - in line with the rc parameter in the associated non-blocking request that implied the creation of this <request> resource.

Hst-C-Rq-4.0
The Hosting CSE shall create the <request> resource.

Receiver: The Receiver shall execute the following steps in order.

Rcv-C-Rq-1.0
"Create an error response" with a Response Status Code indicating “OPERATION_NOT_ALLOWED” error.
Rcv-C-Rq-2.0
"Send Response primitive".

1.1.15.2.2 Retrieve

Originator: the procedure of the Originator is the same as the clause 7.1.2.1.

Receiver: the procedure of the Receiver is the same as the clause 7.1.2.2.

1.1.15.2.3 Update

The <request> resource shall not be updated via API.

For a <request> resource, explicit update requests shall not be supported. Changes in the attributes of a <request> resources can only be done by the Hosting CSE due to changes of the status of the associated non-blocking request that implied the creation of this <request> resource or due to reception of an operation result in response to the associated non-blocking request that implied the creation of this <request> resource.
Receiver: the Receiver shall execute the following steps in order.

Rcv-U-Rq-1.0
"Create an error response" with a Response Status Code indicating “OPERATION_NOT_ALLOWED” error.

Rcv-U-Rq-2.0
"Send Response primitive".

1.1.15.2.4 Delete

Originator: the procedure of the Originator is the same as the clause 7.1.2.1
Receiver: the procedure of the Receiver is the same as the clause 7.1.2.2.
Editor's Note: Need to define how to cancel request resource.

1.1.16 Resource Type <group>
1.1.16.1 Introduction

The <group> resource represents a group of resources of the same or mixed types. The <group> resource can be used to do bulk manipulations on the resources represented by the membersList attribute. The <group> resource contains an attribute that represents the members of the group and a virtual resource (the <fanOutPoint>) that allows operations to be applied to the resources represented by those members. The detailed description can be found in clause 9.6.13 in TS-0001 Functional Architecture [6].

Table 7.3.12.1‑1: Data Type Definition of <group>

	Data Type ID
	File Name
	Note

	groupType
	CDT-group-v1_0_0-<<date of published>>.xsd
	


Table 7.3.12.1‑2: Common Attributes on <group>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	O
	NP
	
	

	resourceID
	NP
	O
	O
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	Labels
	O
	O
	O
	NP
	
	

	announceTo
	O
	O
	O
	NP
	
	

	announcedAttribute
	O
	O
	O
	NP
	
	


Table 7.3.12.1‑3: Resource Specific Attributes on <group>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	memberType
	M
	O
	O
	NP
	m2m:memberType
	

	currentNrOfMembers
	NP
	O
	NP
	NP
	xs:integer
	

	maxNrOfMembers
	M
	O
	O
	NP
	xs:integer
	

	membersList
	M
	O
	O
	NP
	List of m2m:anyURI
	

	membersAccessControlPolicyIDs
	O
	O
	O
	NP
	xs:anyURI
	

	memberTypeValidated
	NP
	O
	NP
	NP
	xs:boolean
	

	consistencyStrategy
	O
	O
	NP
	NP
	m2m:consistencyStrategy
	

	groupName
	O
	O
	O
	NP
	xs:string
	

	Creator
	O
	O
	NP
	NP
	xs:anyURI
	


Table 7.3.12.1‑4: Reference of child resources

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<fanOutPoint>
	fanOut (fixed)
	1
	Clause 7.3.13


1.1.16.2 <group> resource specific procedure on CRUD operations 

This clause describes <group> resource specific procedure on Resource Hosting CSE for CRUD operations.

1.1.16.2.1 Create
Primitive specific operation after Recv-C-6.4 "Check validity of resource representation for the given resource type" and before Recv-C-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed ". See clause 7.1.2.2.

37) Primitive specific operation: Validate the provided attributes. It shall also check whether the number of URIs present in the membersList attribute of the group resource representation does not exceed the maximum as specified by the attribute maxNrOfMembers. If the maximum is exceeded, the request shall be rejected with a Response Status Code “MAX_NUMBER_OF_MEMBER_EXCEEDED”.
If the memberType attribute of the <group> resource is not "MIXED", the hosting CSE shall also verify that all the member URIs including sub-groups in the attribute membersList of the <group> resource representation provided in the request shall conform to the memberType of the group resource.

38) In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the memberType of the sub-group member resources to validate the memberType. If the memberType cannot be retrieved due to lack of privilege, the request shall be rejected with a Response Status Code indicating “NO_PRIVILEGE” error. If the sub-group member resources are temporarily unreachable, the receiver shall set the memberTypeValidated attribute of the <group> resource to FALSE and return the result to the originator in the response of the request. As soon as any unreachable sub-group resource becomes reachable, the receiver shall perform the memberType validation procedure. The originator may get to know the validation result by subscribe to the created resource if the memberTypeValidated attribute is FALSE. Upon unsuccessful validation, the receiver shall delete the <group> resource if the consistencyStrategy of the <group> resource is ABANDON_GROUP, or remove the inconsistent members from the <group> resource if the consistencyStrategy attribute is ABANDON_MEMBER, or set the memberType attribute of the <group> resource to "MIXED" if the consistencyStrategy attribute is MODIFY_TYPE.
The memberTypeValidated attribute shall be set to TRUE if all the members have been validated successfully.

1.1.16.2.2 Retrieve
No primitive specific operations.
1.1.16.2.3 Update
39) Primitive specific operation after Recv-6.4 "Check validity of resource representation for the given resource type" and before Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed ". See clause 7.1.2.2.Primitive specific operation: If the memberType attribute of the <group> resource is not "MIXED", the hosting CSE shall verify that all the member URIs including sub-groups in the attribute membersList of the <group> resource representation provided in the request shall conform to the memberType of the <group> resource.
40) In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the memberType of the sub-group member resource to validate the memberType. If the memberType cannot be retrieved due to lack of privilege, the request shall be rejected with a Response Status Code indicating “NO_PRIVILEGE” error. If the sub-group member resources are temporarily unreachable, the receiver shall set the memberTypeValidated attribute of the <group> resource to FALSE and return the result to the originator in the response of the request. As soon as any unreachable sub-group resource becomes reachable, the receiver shall perform the memberType validation procedure. The originator may get to know the validation result by subscribe to the created resource if the memberTypeValidated attribute is FALSE. Upon unsuccessful validation, the receiver shall delete the <group> resource if the consistencyStrategy of the <group> resource is ABANDON_GROUP, or remove the inconsistent members from the <group> resource if the consistencyStrategy attribute is ABANDON_MEMBER, or set the memberType attribute of the <group> resource to "MIXED" if the consistencyStrategy attribute is MODIFY_TYPE.
The memberTypeValidated attribute shall be set to TRUE if all the members have been validated successfully.

41) Primitive specific operation: The hosting CSE shall check whether the number of provided membersList in the attribute members exceeds the limitation of maxNrOfMembers. If it exceeds, the hosting CSE shall reject the request with a Response Status Code indicating  “NOT_ALLOWED” error.

1.1.16.2.4 Delete
No primitive specific operations.

1.1.17 Resource Type <fanOutPoint>
1.1.17.1 Introduction

The <fanOutPoint> resource is a virtual resource because it does not have a representation. It is the child resource of a <group> resource. Whenever the request is sent to the <fanOutPoint> resource, the request is fanned out to each of the members of the <group> resource indicated by the membersList attribute of the <group> resource. The responses (to the request) from each member are then aggregated and returned to the Originator. The detailed description can be found in clause 9.6.14 in TS-0001 Functional Architecture [6].

There is no common attributes, resource specific attributes or xsd file to <fanOutPoint> resource because it’s a virtual resource.

1.1.17.2 <fanOutPoint> operations

1.1.17.2.1 Validate the member types

Validate the provided attributes. If the memberType attribute of the addressed parent resource is not "MIXED", the group hosting CSE may check whether the type of resource to be created is consistent with the addressed parent resource. i.e. if the To parameter was …/fanOutPoint without any suffix, then the memberType attribute of the parent group resource determines the type of the addressed resource. Otherwise it is determined by the combination of the memberType and the child resources addressed in the To parameter after the fanOutPoint element in the path. If they are not consistent, the request shall be rejected with a Response Status Code indicating ” MEMBER_TYPE_INCONSISTENT” error.
1.1.17.2.2 Sub-group creation for members residing on the same CSE

The group hosting CSE shall obtain URIs of addressed resources from the attribute membersList of the parent <group> resource. The group hosting CSE may determine that multiple member resources belong to the same remote member hosting CSE, and may perform as an Originator to request to create a sub-group containing the specific multiple member resources in that member hosting CSE. This sub-group is created in the member hosting CSE as described in clause 7.3.12.2.1. The To parameter of this group Create request may be <memberHosting cseBase>/ <groupHosting remoteCse>/ or <memberHosting cseBase>/ etc. The group hosting CSE shall also provide From parameter (i.e. group hosting CSE) and sub-group resource representation that contains a member attribute with all the members residing on the addressed member Hosting CSE. The sub-group representation may include the attribute accessControlPolicyIDs, so that the group hosting CSE has the access right to this sub-group. The ID of the sub-group may be proposed by the group hosting CSE and determined by the member hosting CSE or it may be given by the member hosting CSE.
If there is already a sub-group resource defined in the remote member hosting CSE, then the group hosting CSE may utilize the existing sub-group resource.
1.1.17.2.3 Assign URI for aggregation of notification

In the case the created resource is <subscription> resource, the group hosting CSE shall validate if the subscription resource in the received request contains an notificationForwardingURI attribute. On successful validation, the group hosting CSE shall assign a new notificationForwardingURI to the attribute for receiving the notifications. The group hosting CSE shall locally maintain the mapping of the new notificationForwardingURI and the former notificationForwardingURI if it exists.

1.1.17.2.4 Fanout Request to each member

For each member hosting CSE, the group hosting CSE shall perform the following steps:

a)
The primitive parameters From and To shall be mapped to the primitive parameters of the corresponding Request to be sent out to each member of the group. The primitive parameter From shall be directly used. The prefix of primitive parameter To i.e. <URI of group resource>/fanOutPoint shall be replaced by each URI of member resources derived from the attribute membersList of the group resource, but excluding the member resources which construct a sub-group. For these members resources contained in a sub-group, the primitive To of the composed Request shall be <URI of sub-group resource>/fanOutPoint. The group hosting CSE shall execute "Compose Request primitives". In addition, the group hosting CSE shall generate a unique group request identifier, add it as a primitive parameter to the Request and locally store the group request identifier as per the local policy.

b)
"Send the Request to the receiver CSE".

c)
"Wait for Response primitives".

The procedures between group hosting CSE and member hosting CSEs shall comply with the corresponding creation procedures as described in clause 7. The detailed procedures are according to the type of Resource provided in the Request primitive. During fanOutPoint manipulation, the member hosting CSE receiving a Request send from the group hosting CSE shall check if the Request contains a Group Request Identifier parameter. If the Request contains a Group Request Identifier parameter, the member hosting CSE shall compare the Group Request Identifier parameter to the Group Request Identifier locally stored. If a match is found, the member hosting CSE shall reject the request with the Response Status Code indicating "GROUP_REQUEST_IDENTIFIER_EXISTS” error in the Response primitive. Otherwise, the member hosting CSE shall continue with the operations according to the Request and locally store the Group Request Identifier parameter.

1.1.17.3 <fanOutPoint> resource specific procedure on CRUD operations 

This sub-clause describes <fanOutPoint> resource specific behaviour for CRUD operations.

1.1.17.3.1 Create

The primitives create the content of all member resources belonging to an existing <group> resource.

Originator:
Primitive specific operation after Orig-1.0 "Compose Request primitive" and before Orig-2.0 “Send the Request to the receiver CSE": In the case the Originator wants to subscribe to all the member resources of the group and the originator wants the group hosting CSE to aggregate all the notifications come from its member hosting CSEs, the Originator shall include notificationForwardingURI attribute in the <subscription> resource.
Receiver:

Primitive specific operation after Recv-6.2 "Check existence of the addressed resource" and before Recv-6.3 “Check authorization of the Originator": The to parameter consists of the URI of the group resource plus a suffix marked by /fanOutPoint or /fanOutPoint/.....

Primitive specific operation additional to Recv-6.3 “Check authorization of the Originator": The Group Hosting CSE shall check the authorization of the Originator based on the membersAccessControlPolicyIDs of the parent <group> resource. In the case the membersAccessControlPolicyIDs is not provided, the accessControlPolicyIDs of the parent <group> resource shall be used.

Primitive specific operation to replace Recv-6.5“Create/Update/Retrieve/Delete/Notify operation is performed” and Recv-6.6“Announce/De-announce the resource” in the generic procedure:

1) Validate the member types, refer to 7.3.12.2.1

2) Sub-group creation for members residing on the same CSE, refer to 7.3.12.2

3) Assign URI for aggregation of notification, refer to 7.3.12.3

4) Fanout Request to each member, refer to 7.3.12.4

5)
The group hosting CSE shall aggregate the Responses after receiving responses from its member resources and sub-groups and aggregate the Responses into a single Response:

Primitive specific operation additional to Recv-6.7 "Create a success response", the Response shall include the aggregated Responses.

1.1.17.4 
Retrieve

The primitives retrieve the content of all <member> resources belonging to an existing <group> resource.

Originator:

No primitive specific operations.
Receiver:

Primitive specific operation after Recv-6.2 "Check existence of the addressed resource" and before Recv-6.3 "Check authorization of the Originator": The To parameter consists of the URI of the <group> resource plus a suffix marked by /fanOutPoint or /fanOutPoint/.....

Primitive specific operation additional to Recv-6.3 "Check authorization of the Originator": The Group Hosting CSE shall check the authorization of the Originator based on the membersAccessControlPolicyIDs of the parent group resource. In the case the membersAccessControlPolicyIDs is not provided, the accessControlPolicyIDs of the parent group resource shall be used.

Primitive specific operation to replace Recv-6.5“Create/Update/Retrieve/Delete/Notify operation is performed” and Recv-6.6 “Announce/De-announce the resource” in the generic procedure:

1) Sub-group creation for members residing on the same CSE, refer to 7.3.12.2

2) Fanout Request to each member, refer to 7.3.12.4

3)
The group hosting CSE shall aggregate the Responses after receiving responses from its member resources and sub-groups and aggregate the Responses into a single Response:

Primitive specific operation additional to Recv-6.7 "Create a success response", the Response shall include the aggregated Responses.

1.1.17.4.1 Update

The primitives update the content of all member resources belonging to an existing <group> resource.

Originator:

No primitive specific operations.
Receiver:

Primitive specific operation after Recv-6.2 "Check existence of the addressed resource" and before Recv-6.3 "Check authorization of the Originator": The To parameter consists of the URI of the <group> resource plus a suffix marked by /fanOutPoint or /fanOutPoint/.....

Primitive specific operation additional to Recv-6.3 "Check authorization of the Originator": The Group Hosting CSE shall check the authorization of the Originator based on the membersAccessControlPolicyIDs of the parent group resource. In the case the membersAccessControlPolicyIDs is not provided, the accessControlPolicyIDs of the parent group resource shall be used.

Primitive specific operation to replace Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” and Recv-6.6“Announce/De-announce the resource” in the generic procedure:

42) Validate the member types ., refer to 7.3.12.1

43) Sub-group creation for members residing on the same CSE , refer to 7.3.12.2

3)
Fanout Request to each member. See Clause 7.3.12.4

4)
The group hosting CSE shall aggregate the Responses after receiving responses from its <member> resources and sub-groups and aggregate the Responses into a single Response:

Primitive specific operation additional to Recv-6.7 "Create a success response", the Response shall include the aggregated Responses.

1.1.17.4.2 Delete

The primitives delete the content of all member resources belonging to an existing <group> resource.

Originator:

No primitive specific operations.
Receiver:

Primitive specific operation after Recv-6.2 "Check existence of the addressed resource" and Recv-6.3 "Check authorization of the Originator": The To parameter consists of the URI of the group resource plus a suffix marked by /fanOutPoint or /fanOutPoint/.....

Primitive specific operation additional to Recv-6.3 "Check authorization of the Originator": The Group Hosting CSE shall check the authorization of the Originator based on the membersAccessControlPolicyIDs of the parent group resource. In the case the membersAccessControlPolicyIDs is not provided, the accessControlPolicyIDs of the parent group resource shall be used.

Primitive specific operation to replace Recv-6.5“Create/Update/Retrieve/Delete/Notify operation is performed” and Recv-6.6“Announce/De-announce the resource” in the generic procedure:

44) Validate the member types , refer to 7.3.12.1

45) Sub-group creation for members residing on the same CSE , refer to 7.3.12.2

3)
Fanout Request to each member. See Clause 7.3.12.4

4)
The group hosting CSE shall aggregate the Responses after receiving responses from its <member> resources and sub-groups and aggregate the Responses into a single Response:

Primitive specific operation additional to Recv-6.7 "Create a success response", the Response shall include the aggregated Responses.

1.1.18 Resource Type <mgmtObj>
1.1.18.1 Introduction

The <mgmtObj> resource contains management data which represents individual M2M management functions. It represents a general structure to map to external management technology data models. There are multiple specializations of  <mgmtObj>; these are defined in the Annex D. Each of these specializations has its own schema file. There is no separate schema file just for <mgmtObj>, however the XML schema types for the specializations all conform to the pattern described in this clause.
Table 7.3.14.1‑1: Data Type Definitions for <mgmtObj>

	Data Type IDs
	File Name
	Note

	<<specialization name>> and

<<specialization name>>Annc
	CDT-<< specialization name>>-v1_0_0.xsd
	


Table 7.3.14.1‑2: Common Attributes on <mgmtObj>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	O
	NP
	
	

	resourceID
	NP
	O
	O
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.14.1‑3: Resource Specific Attributes on <mgmtObj>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	mgmtDefinition
	M
	O
	NP
	NP
	m2m:mgmtDefinition

	

	objectIDs
	O
	O
	NP
	NP
	List of xs:anyURI
	

	objectPaths
	O
	O
	NP
	NP
	List of xs:anyURI
	

	description
	O
	O
	O
	NP
	xs:string
	

	
	
	
	
	
	
	

	mgmtLink
	O
	O
	O
	NP
	m2m:mgmtLinkRef
	

	
	
	
	
	
	
	


Unlike other resource attributes, the mgmtLink is permitted to occur multiple times in a resource instance.

Table 7.3.14.1‑4: Child resources of <mgmtObj>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.18.2 <mgmtObj> resource specific procedure on CRUD operations 

This clause describes <mgmtObj> resource specific procedure on resource Hosting CSE for CRUD operations.

The procedures are defined for management when external management technologies are used. When service layer management is performed, generic procedures defined in clause 7.1.2 shall comply for resource creation, update, retrieval and deletion. Procedures additional to resource manipulations to perform the management are further defined in Annex D.
1.1.18.2.1 Create
Primitive specific operation before Orig-C-1.0 “Compose Request primitive”:

46) Primitive specific operation: If the originator is the managed entity, it shall generate the <mgmtObj> resource representation based on the external management object information of the managed entity to be exposed. The objectIDs and objectPaths attributes may be set with the Request.

Primitive specific operation after Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” and before Recv-6.6 “Announce/De-announce the resource” if the originator is an IN-AE:

47) "Identify the managed entity and the management protocol ". 

Primitive specific operation: the receiver shall generate the external management object to be added to the managed entity based on the <mgmtObj> resource representation provided in the Request primitive. The receiver may determine the target location on the managed entity where the generated external management object shall be added based on the objectIDs and objectPaths provided in the request primitive and the protocol specific data model being used. The receiver may also choose to let the managed entity decide the target location where the generated external management object shall be added using protocol specific mechanism.

48) "Establish a management session with the managed entity".
49) "Send the management request(s) to the managed entity corresponding to the received Request primitive ". If the receiver receives an error response from the managed entity because the external management object to be added already exists on the managed entity, the receiver shall check (by using e.g. OMA-DM Get command or TR069 GetParameterValues/GetParameterAttributes command) if the existing external management object is the same as the one to be added, then it shall consider the requested primitive as successfully performed instead of sending an error response primitive; otherwise, it shall reject the request with a Response Status Code indicating “ALREADY_EXISTS” error in the Response primitive. The receiver shall also record the location where the external management object is added to the managed entity in the successful case. The objectIDs and objectPaths attributes may be set with the Request.
50) The receiver may repeat Step 4 in order to add to the managed entity the external management objects that are mapped from the mandatory sub-resources (including any descendants) that are required to be created automatically with the default attribute values.

1.1.18.2.2 Retrieve
Primitive specific operation after Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” and before Recv-6.6 “Announce/De-announce the resource” if the originator is an IN-AE:

51) "Identify the managed entity and the management protocol".

52) "Locate the external management objects to be managed on the managed entity".
53) "Establish a management session with the managed entity".

54) "Send the management request(s) to the managed entity corresponding to the received Request primitive". The receiver may also update the <mgmtObj> resource representation with the retrieved external management object information if required according to the local policy.
1.1.18.2.3 Update
The Update primitive is used for the update of the resource as well as the execution of a management procedure. The execution is performed using an Update primitive which without any content as the payload part of the primitive by addressing specific attribute to start the management procedure.

Primitive specific operation after Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” and before Recv-6.6 “Announce/De-announce the resource” if the originator is IN-AE.

55) "Identify the managed entity and the management protocol".

56) "Locate the external management objects to be managed on the managed entity".

57) "Establish a management session with the managed entity".

58) "Send the management request(s) to the managed entity corresponding to the received Request primitive". The receiver may also update the <mgmtObj> resource representation with the retrieved external management object information if required according to the local policy.

1.1.18.2.4 Delete
Primitive specific operation after Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” and before Recv-6.6 “Announce/De-announce the resource” if the originator is IN-AE.

59) "Identify the managed entity and the management protocol".
60) "Locate the external management objects to be managed on the managed entity".

61) "Establish a management session with the managed entity".
62) "Send the management request(s) to the managed entity corresponding to the received Request primitive". The receiver may also update the <mgmtObj> resource representation with the retrieved external management object information if required according to the local policy.

1.1.19 Resource Type <mgmtCmd>
1.1.19.1 Introduction

The <mgmtCmd> resource shall contain the following attributes and child resource as illustrated in Table 7.3.15.1‑2, Table 7.3.15.1‑3, and Table 7.3.15.1‑4. The data type and default value of these attributes and child resources are included in the tables.
Table 7.3.15.1‑1: Data Type Definition of <mgmtCmd>

	Data Type ID
	File Name
	Note

	mgmtCmd
	CDT-mgmtCmd-v1_0_0.xsd
	


Table 7.3.15.1‑2: Common Attributes on <mgmtCmd>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.15.1‑3: Resource Specific Attributes on <mgmtCmd>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	description
	O
	O
	O
	NP
	xs:string
	size: 256

No default

	cmdType
	M
	O
	O
	NP
	m2m:cmdType
	RESET, 

REBOOT, 

UPLOAD,

DOWNLOAD,
SOFTWAREINSTALL,

SOFTWAREUPDATE,
SOFTWAREUNINSTALL

No default

	execReqType
	O
	O
	O
	NP
	m2m:execReqArgsListType
	A list of entries which are dependent on cmdType:

If cmdType=RESET, execReqArgsList=resetArgsType.

If cmdType=REBOOT, execReqArgsList=rebootArgsType. 

If cmdType=UPLOAD, execReqArgsList=uploadArgsType. 

If cmdType=DOWNLOAD, execReqArgsList=downloadArgsType. 

If cmdType=SOFTWAREINSTALL, execReqArgsList=softwareInstallArgsType. 

If cmdType=SOFTWAREUPDATE, execReqArgsList=softwareUpdateArgsType. 

If cmdType= SOFTWAREUNINSTALL, execReqArgsList=softwareUninstallArgsType. 

No default

	execEnable
	O
	O
	O
	NP
	xs:anyURI
	No default

	execTarget
	M
	O
	O
	NP
	m2m:nodeID
	No default

	execMode
	M
	O
	O
	NP
	m2m:execModeType
	IMMEDIATEONCE,
IMMEDIATEREPEAT,
RANDOMONCE,
RANDOMREPEAT

Default=IMMEDIATEONCE

	execFrequency
	O
	O
	O
	NP
	xs:duration
	No default

	execDelay
	O
	O
	O
	NP
	xs:duration
	Default=0

	execNumber
	O
	O
	O
	NP
	xs:nonNegativeInteger
	Default=1


Table 7.3.15.1‑4: Child resources of <mgmtCmd>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	clause 7.3.7

	<execInstance>
	[variable]
	1
	clause 7.3.16


The <mgmtCmd> shall be executed for the following modes:

· If execMode is IMMEDIATEONCE, <mgmtCmd> shall be executed immediately and only once. In this mode, execFrequency, execDelay, and execNumber shall not be used.

· If execMode is IMMEDIATEREPEAT, <mgmtCmd> shall be executed immediately and repeated multiple times as determined by execNumber and the time interval between each execution is specified by execFrequency. In this mode, execDelay shall not be used.

· If execMode is RANDOMONCE, <mgmtCmd> shall be executed only once at a delayed time which is specified by execDelay. In this mode, execFrequency and execNumber shall not be used.

· If execMode is RANDOMREPEAT, <mgmtCmd> shall be executed multiple times as specified by execNumber but the first execution shall be executed at a delayed time. execDelay specifies the delayed time. The time interval between each execution is specified by execFrequency.

1.1.19.2 <mgmtCmd> resource specific procedure on CRUD oerations
This clause describes <mgmtCmd> resource specific procedures for CRUD operations.

1.1.19.2.1 Create
This procedure shall use the Create common operations detailed in clause 7.1.2.1 without primitive specific actions. The Originator shall use the steps Orig-C-1.0, Orig-C-2.0, and Orig-C-3.0 as described in clause 7.1.2.1. The Receiver shall use the steps Rcv-C-1.0 to Rcv-C-11.0 as described in clause 7.1.2.1.

The Originator shall provide the <mgmtCmd> resource representation to the Receiver (e.g. IN-CSE). The Receiver may generate one of the following status codes and send it to the Originator.
If the Originator provides an invalid cmdType value in the Create primitive, the Receiver shall generate a Response Status Code indicating “INVALID_CMDTYPE” error.

 If the name/value entry in execReqArgs does not match the value of cmdType in the Create primitive, the Receiver shall generate a Response Status Code indicating “INVALID_ARGUMENTS” error. 
If the name/value entries in execReqArgs do not contain mandatory arguments as required by cmdType, the Receiver shall generate a Response Status Code indicating “INSUFFICIENT_ARGUMENTS” error.
1.1.19.2.2 Retrieve
This procedure shall use the Retrieve common operations detailed in clause 7.2 without primitive specific actions. The Originator shall use the steps Orig-R-1.0, Orig-R-2.0, and Orig-R-3.0 as described in clause 7.2. The Receiver shall use the steps Rcv-R-1.0 to Rcv-R-9.0 as described in clause 7.2.

1.1.19.2.3 Update
7.3.15.2.3.1
Update (Normal)

If the Update primitive does not address the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable , it results in update of all or part of the information of an existing <mgmtCmd> resource with the new attribute values. The procedure uses the common Update operations detailed in clause 7.2, without primitive specific actions. 
The Originator shall use the steps Orig-U-1.0, Orig-U-2.0, and Orig-U-3.0 as described in clause 7.2. The Receiver shall use the steps Rcv-U-1.0 to Rcv-U-11.0 as described in clause 7.2.
If the Originator attempts to update attributes resourceType, resourceID or cmdType, the Receiver shall generate a Response Status Code indicating “NO_PRIVILEGE” error.

If the Originator attempts to update attributes execTarget, execMode, but the <mgmtCmd> has child resource <execInstance> already created, the Receiver shall generate a Response Status Code indicating  “CONTENTS_UNACCEPTABLE” error.
If the Originator attempts to update attributes any attribute with a value which is not allowed, the Receiver shall generate a Response Status Code indicating  “CONTENTS_UNACCEPTABLE” error.

If the Update primitive for <mgmtCmd> does address the execEnable attribute of the <mgmtCmd>, it effectively triggers an Execute <mgmtCmd> procedure, see clause 7.3.15.2.3.2.

7.3.15.2.3.2
Update (Execute)

The execute operation is triggered by an Update primitive, if the primitive addresses the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable. The procedure uses the Update common operations detailed in clause 7.2 with the following primitive specific operation after Rcv-U-4.0 and before Rcv-U-5.0:

63) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of <mgmtCmd> indicates the managed entity.
The Receiver shall automatically create an <execInstance> based on the <mgmtCmd> resource. If the execTarget attribute addresses a <group> resource, the Receiver shall create multiple <execInstance> sub-resources based on the value of currentNrOfMembers attribute.

The Receiver shall copy the following attributes from <mgmtCmd> to each <execInstance> created:  execMode, execFrequency, execDelay, execNumber, and execReqArgs. The execStatus of <execInstance> is set as INITIATED. The Receiver shall set the execTarget attribute of each <execInstance> sub-resource to the URI of each target <node> resource.
The Receiver shall determine if the <mgmtCmd> shall be executed immediately or postponed according to the combination of execMode, execFrequency, execDelay, and execNumber. If the <mgmtCmd> shall be executed immediately (e.g. execMode is IMMEDIATEONCE), the following steps shall be performed; otherwise the following steps shall be postponed and skipped until the delay is expired (e.g. as indicated by execDelay).

The Receiver shall establish a management session with the identified managed entity.
The Receiver shall perform management command conversion and execution and set the execStatus attribute of <execInstance> to PENDING. If the Receiver cannot perform the command conversion successfully (e.g. execReqArgs does not have sufficient name/value pairs), the Receiver shall a Response Status Code indicating “MGMT_CONVERSION_ERROR” error.

After receiving completion response from the managed entity, the Receiver shall set execStatus attribute of corresponding <execInstance> to FINISHED.

If the Update primitive for <mgmtCmd> does not address the execEnable attribute of the <mgmtCmd>, it effectively triggers an Update <mgmtCmd> procedure, see clause 7.3.15.2.3.

1.1.19.2.4 Delete
This procedure is based on the Delete common operations detailed in clause 7.2.
The Receiver shall determine:

· If there are related management operations pending on the managed entity by checking if the execStatus attribute of all <execInstance> sub-resources are PENDING.

· If the related management operations are cancellable by checking the cmdType attribute of <mgmtCmd>.

If there are no management commands pending on the remote entity the Receiver shall delete the addressed <mgmtCmd> resource and send a success response to the Originator.
If there are cancellable management commands still pending on any remote entity, the Receiver shall perform the following steps:

64) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of each <execInstance> sub-resource which has execStatus of PENDING indicates the managed entity. 

65) The Receiver shall establish a management session with each managed entity.

66) The Receiver shall perform management command conversion and execution resulting in cancellation of the commands which are pending on the managed entity.

67) For each successful cancellation RPC the execStatus attribute of the corresponding <execInstance> is set to CANCELLED. For each un-successful cancellation RPCs the execStatus attribute of the corresponding <execInstance> is determined from the reported fault codes for the unsuccessful RPCs.

68) Upon completion of all the cancellation operations, if any fault codes are returned by the managed entity, an error response to the Delete primitive with a Response Status Code indicating “CANCELLATION_FAILED” error is returned, and the <mgmtCmd> resource is not deleted. If all cancellation operations are successful on the managed entity, a success response to the Delete primitive is returned and the <mgmtCmd> resource is deleted.

If there are non-cancellable management commands still pending on the remote entity, the Receiver shall send an error response to the Delete request to the Originator, with a Response Status Code indicating “Delete COMMAND_NOT_CANCELLABLE” error. The execStatus attribute of the specific <execInstance> sub-resource is changed to STATUS_NON_CANCELLABLE.
1.1.20 Resource Type <execInstance>
1.1.20.1 Introduction

The <execInstance> resource shall contain the following child resource and attributes.
Table 7.3.16.1‑1: Data Type Definition of <execInstance>

	Data Type ID
	File Name
	Note

	execInstance
	 CDT-execInstance-v1_0_0.xsd
	


Table 7.3.16.1‑2: Common Attributes on <execInstance>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.16.1‑3: Resource Specific Attributes on <execInstance>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	execStatus
	NP
	O
	O
	NP
	m2m:execStatusType
	INITATED,
PENDING,
FINISHED,
CANCELLING,
CANCELLED

Default=INITIATED

	execResult
	NP
	O
	O
	NP
	xs:execResultType
	No default

	execDisable
	NP
	O
	O
	NP
	xs:string
	No default

	execTarget
	O
	O
	O
	NP
	m2m:nodeID
	No default

	execMode
	O
	O
	O
	NP
	m2m:execModeType
	IMMEDIATEONCE,
IMMEDIATEREPEAT,
RANDOMONCE,
RANDOMREPEAT

Default=IMMEDIATEONCE

	execFrequency
	O
	O
	O
	NP
	xs:duration
	No default

	execDelay
	O
	O
	O
	NP
	xs:duration
	Default=0

	execNumber
	O
	O
	O
	NP
	xs:nonNegativeInteger 
	Default=1

	execReqArgs
	O
	O
	O
	NP
	m2m:execReqArgsListType


	No default


Table 7.3.16.1‑4: Child Resources of <execInstance>

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.20.2 <execInstance> resource specific procedure on CRUD oerations
This clause describes <execInstance> resource specific procedures for CRUD operations.

1.1.20.2.1 Update (Cancel)
The <execInstance> Cancel operation is triggered by an Update primitive, if the primitive addresses the execDisable attribute or the URI provided as the value of the execDisable. The procedure is based on Update common operations detailed in clause 7.2.

The Receiver shall determine:

· If there are related management operations pending on the managed entity by checking the execStatus attribute of the addressed <execInstance> sub-resource is PENDING.

· If the related management operations are cancellable by checking the cmdType attribute of the parent <mgmtCmd> resource.

If there are no management commands still pending on the remote entity, an error response to the Update primitive with a Response Status Code indicating “ALREADY_COMPLETE” error is returned to the Originator.
If there are cancellable management commands still pending on the remote entity, the Receiver shall perform the following steps:

69) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of the addressed <execInstance> indicates the managed entity. 

70) The Receiver shall establish a management session with the managed entity.

71) The Receiver shall perform management command conversion and execution resulting in cancellation of the commands which are pending on the managed entity.

72) If the cancellation is successfully executed on the managed entity, the Receiver shall return a success response to the Originator and shall set execStatus of <execInstance> to CANCELLED.

73) If the cancellation is unsuccessful on the managed entity, the Receiver shall return an error response to the Originator with a Response Status Code indicating “Cancellation failed” error. The execStatus attribute is determined from the fault codes reported by the managed entity.

If there are non-cancellable management commands still pending on the remote entity, the Receiver shall return an error response to the Originator with a Response Status Code indicating “Not cancellable command” error, and the execStatus attribute is changed to STATUS_NON_CANCELLABLE.

1.1.20.2.2 Retrieve
This procedure shall use the Retrieve common operations detailed in clause 7.2, without primitive specific actions. The Originator shall use the steps Orig-R-1.0, Orig-R-2.0, and Orig-R-3.0 as described in clause 7.1.2.1. The Receiver shall use the steps Rcv-R-1.0 to Rcv-R-9.0 as described in clause 7.2.

1.1.20.2.3 Delete
This procedure is based on the Delete common operations detailed in clause 7.2.
The Receiver shall determine:

· If there are related management operations pending on the managed entity by checking the execStatus attribute of the addressed <execInstance> sub-resource is PENDING.

· If the related management operations are cancellable by checking the cmdType attribute of the parent <mgmtCmd> resource.

If there are no management commands still pending on the remote entity, the Receiver shall delete the addressed resource and send a success response to the Originator.

If there are cancellable management commands still pending on the remote entity, the Receiver shall perform the following steps:

74) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of the addressed <execInstance> indicates the managed entity. 

75) The Receiver shall establish a management session with the managed entity.

76) The Receiver shall perform management command conversion and execution resulting in cancellation of the commands which are pending on the managed entity. 

77) If the cancellation is successfully executed on the managed entity, the Receiver shall return a success response to the Delete request to the Originator and shall delete the <execInstance> resource.

78) If the cancellation is unsuccessful on the managed entity, the Receiver shall return an error response to the Delete request to the Originator with a Response Status Code indicating “CANCELLATION_FAILED” error. The execStatus attribute is determined from the fault codes reported by the managed entity.

If there are non-cancellable management commands still pending on the remote entity, the Receiver shall return an error response to the Delete request to the Originator with a Response Status Code indicating “Not cancellable command”. The execStatus attribute is set to STATUS_NOT_CANCELLABLE.

1.1.21 Resource Type <node>
1.1.21.1 Introduction

The <node> resource represents specific information that provides properties of an oneM2M Node that can be utilized by other oneM2M operations. The <node> resource has <mgmtObj> as its child resources.
Table 7.3.17.1‑1: Data Type Definition of <node>

	Data Type ID
	File Name
	Note

	node
	CDT-node-v1_0_0.xsd
	


Table 7.3.17.1‑2: Common Attributes on <node>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.17.1‑3: Resource Specific Attributes on <node>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	nodeID
	M
	O
	O
	NP
	m2m:nodeID
	

	hostedCSEID
	O
	O
	NP
	NP
	m2m:id
	


Table 7.3.17.1‑4: Child resources of <node>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<mgmtObj>
	[variable]
	0..n
	7.3.14,

Annex D

	<subscription>
	[variable]
	0..n
	7.3.7


1.1.21.2 <node> resource specific procedure on CRUD operations 

1.1.21.2.1 Create
No primitive specific operations.
1.1.21.2.2 Retrieve
No primitive specific operations.
1.1.21.2.3 Update
No primitive specific operations.
1.1.21.2.4 Delete
No primitive specific operations.

1.1.22 Resource Type <m2mServiceSubscriptionProfile>
1.1.22.1 Introduction

The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription Profile. It is used to represent all data pertaining to the M2M Service Subscription Profile, i.e., the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider.

The detailed description can be found in clause 9.6.19 in TS-0001 Functional Architecture [6].

Table 7.3.18.1‑1: Data Type Definition of <m2mServiceSubscriptionProfile>

	Data Type ID
	File Name
	Note

	m2mServiceSubscriptionProfileType
	(TBD)
	


Table 7.3.18.1‑2: Common Attributes on <m2mServiceSubscriptionProfile>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	


Table 7.3.18.1‑3: Resource Specific Attributes on <m2mServiceSubscriptionProfile>

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	serviceRoles
	O
	O
	O
	NP
	M2m:serviceRoles
	


Table 7.3.18.1‑4: Child resources of <authorizedNodeProfile>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<authorizedNode>
	[variable]
	0..n
	Clause 7.3.19


1.1.22.2 <m2mServiceSubscriptionProfile> resource specific procedure on CRUD operations 

This clause describes <m2mServiceSubscriptionProfile> resource specific behaviour for CRUD operations.
1.1.22.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.22.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.22.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.22.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.23 Resource Type <authorizedNode>
1.1.23.1 Introduction

The <authorizedNode> resource represents M2M Node information that is needed as part of the M2M Service Subscription resource. It shall contain information about the M2M Node as well as application identifiers of the Applications running on that Node.

The detailed description can be found in clause 9.6.20 in TS-0001 Functional Architecture [6].

Table 7.3.19.1‑1: Data Type Definition of <authorizedNode>

	Data Type ID
	File Name
	Note

	authorizedNodeType
	(TBD)
	


Table 7.3.19.1‑2: Common Attributes on <authorizedNode >

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	O
	NP
	
	

	labels
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	


Table 7.3.19.1‑3: Resource Specific Attributes on <authorizedNode >

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	nodeID
	M
	O
	O
	NP
	m2m:nodeId
	

	AE-IDs
	O
	O
	O
	NP
	m2m:id
	

	CSE-ID
	O
	O
	O
	NP
	m2m:id
	


Table 7.3.19.1‑4: Child resources of <authorizedNode>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	7.3.7


1.1.23.2 <authorizedNode> resource specific procedure on CRUD operations 

This clause describes <authorizedNode> resource specific behaviour for CRUD operations.
1.1.23.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.23.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.23.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.23.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.24 Resource Type <pollingChannel>
1.1.24.1 Introduction

The <pollingChannel> resource is used to perform service layer long polling when an AE/CSE cannot receive a request from other entities, however it can get a request as a response to a long polling request. Actual long polling can be performed on the <pollingChannelURI> resource which is the child resource of the <pollingChannel> resource.

The detailed description can be found in clause 9.6.21 in TS-0001 Functional Architecture [6].

Table 7.3.20.1‑1: Data Type Definition of <pollingChannel>
	Data Type ID
	File Name
	Note

	pollingChannelType
	TBD
	


Table 7.3.20.1‑2: Common Attributes on <pollingChannel>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.20.1‑3: Reference of child resources

	Child Resource Type
	Name
	Multiplicity
	Ref. to Resource Type Definition

	<pollingChannelURI>
	pollingChannelURI
	1
	Clause 7.3.21


1.1.24.2 <pollingChannel> resource specific procedure on CRUD operations 

This clause describes <pollingChannel> resource specific behaviour for CRUD operations.
1.1.24.2.1 Create

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

Same as the generic procedures in clause 7.2.1.2.2 except one addition:

· After Recv-6.3 procedure, the Hosting CSE shall check if the Originator ID is the same as the AE-ID or CSE-ID of the target <AE> resource or <remoteCSE> resource, respectively. If the check is failed, then the Hosting CSE shall return response primitive with a Response Status Code indicating “NO_PRIVILEGE” error.
1.1.24.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.24.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.24.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.25 Resource Type <pollingChannelURI>
1.1.25.1 Introduction

The <pollingChannelURI> resource is the virtual child resource which is automatically generated during the parent <pollingChannel> resource creation. The detailed description can be found in clause 9.6.22 in TS-0001 Functional Architecture [6].

There is no data type definition for <pollingChannelURI> resource because it’s a virtual resource type.
1.1.25.2 <pollingChannelURI> resource specific procedure on CRUD operations 

This clause describes <pollingChannelURI> resource specific behaviour for the Retrieve operation as a service layer long polling request. CUDN requests to the <pollingChannelURI> resource shall be rejected.

1.1.25.2.1 Create

The present document does not define Create operation on a <pollingChannelURI> resource. A Create request for the resource shall be rejected.
A <pollingChannelURI> virtual resource shall only be created during its parent <pollingChannel> resource creation procedure.

1.1.25.2.2 Retrieve 

Originator: shall execute Originator actions in clause 7.1.2.1 as a service layer long polling request. It's the Originator's responsibility to initiate this procedure after it gets long polling response either successful or unsuccessful. The Originator shall send this Retrieve request as blocking request (clause 8.2.1 in TS-0001 Functional Architecture [6]).

Receiver: shall execute the following steps in order and these are modifications to the generic procedure from Recv-6.3 to Recv-6.5 in clause 7.1.2.2:

Recv-6.3 Check if the request Originator is the creator of the parent <pollingChannel> resource. If it is not the creator, the Hosting CSE shall send response primitive with a Response Status Code indicating “ACCESS_DENIED” error.
Recv-6.4
No change from the generic procedure.
Recv-6.5
If there is a pending request(s) to be sent to the Originator

Create a Response primitive including Pending Requests primitive parameter.

Else

Wait for a request for the Originator until the Request Expiration Timestamp of the Originator's request. If a request is available before the Request Expiration Timestamp timeout, create a Response primitive including Pending Requests primitive parameter. Otherwise, create a response primitive with a Response Status Code indicating “REQUEST_TIMEOUT” error..

1.1.25.2.3 Update

The present document does not define Update operation on a <pollingChannelURI> resource. An Update request for the resource shall be rejected.
1.1.25.2.4 Delete

The present document does not define Delete operation on a <pollingChannelURI> resource. A Delete request for the resource shall be rejected.

1.1.26 Resource Type <statsConfig>
1.1.26.1 Introduction

The <statsConfig> resource is used to store configuration data for collecting statistics for AEs. The <eventConfig> child resource is a mechanism for defining events that trigger statistics collection activity. Additional description of the <statsConfig> resource is contained in clauses 9.6.22 and 10.2.15 of TS-0001 Functional Architecture [6].

Table  7.3.22.1‑1: Data Type definition of <statsConfig>

	Data Type ID
	File Name
	Note

	statsConfig
	CDT-statsConfig-v1_0_0.xsd
	


Table 7.3.22.1‑2: Common Attributes on <statsConfig>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table  7.3.22.1‑3Resource specific attributes on <statsConfig>
	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	creator
	NP
	O
	NP
	NP
	m2m:ID
	


Table  7.3.22.1‑4: Child resources of <statsConfig>

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<eventConfig>
	[variable]
	0..n
	7.3.23

	<subscription>
	[variable]
	0..n
	7.3.7


1.1.26.2 <statsConfig> resource-specific procedure on CRUD operations

1.1.26.2.1 Create

Originator:

No change from the generic procedure in clause 7.1.2.1
Receiver:

This procedure follows the Generic Request Procedure for Receiver specified in clause 7.1.2.1 with the following <statsConfig> resource-specific updates.

Resource-specific operation before Recv-6.2:

79) If the To primitive parameter addresses a receiver CSE that is not an IN-CSE, then the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

1.1.26.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.26.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.26.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.27 Resource Type <eventConfig>
1.1.27.1 Introduction

The <eventConfig> resource defines events that trigger statistics collection activity on an IN-CSE. Additional description of the <eventConfig> resource is contained in clauses 9.6.23 and 10.2.15 of TS-0001 Functional Architecture [6].

Table 7.3.23.1‑1: Data Type Definition of <eventConfig>

	Data Type ID
	File Name
	Note

	eventConfig
	CDT-eventConfig-v1_0_0.xsd
	


Table 7.3.23.1‑2: Common Attributes on <eventConfig>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.23.1‑3: Resource Specific Attributes on <eventConfig>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	creator
	NP
	O
	NP
	NP
	m2m:ID
	No default

	eventID
	NP
	O
	NP
	NP
	xs:string
	Uniquely identifies a configurable event

No default

	eventType
	M
	O
	O
	NP
	m2m:eventType
	DATAOPERATION

STORAGEBASED

TIMERBASED

No default

	eventStart
	O
	O
	O
	NP
	xs:dateTime
	No default

(present only when eventType is set to TIMERBASED)

	eventEnd
	O
	O
	O
	NP
	xs:dateTime
	No default 

(present only when eventType is set to TIMERBASED)

	operationType
	O
	O
	O
	NP
	list of m2m:operation
	CREATE

RETRIEVE

UPDATE

DELETE

NOTIFY

No default

(present only when eventType is set to DATAOPERATION)

	dataSize
	O
	O
	O
	NP
	xs:nonNegativeInteger
	No default

(present only when eventType is set to STORAGEBASED)


Table  7.3.23.1‑4: Child Resources of <eventConfig>

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.27.2 <eventConfig> resource-specific procedure on CRUD operations

1.1.27.2.1 Create

Originator:
This procedure follows the Generic Resource Request Procedure for Originator specified in clause 7.1.2.1, with the following <eventConfig> resource-specific updates.

Resource-specific operation before Orig-1.0 "Compose Request primitive":

80) If event-based statistics collection will be used, the Originator shall generate the representation of the <eventConfig> child resource instance to produce the desired trigger condition for the intended event. For example, one representation of <eventConfig> could have eventType set to DATA OPERATION and operationType set to RETRIEVE. In another example, a representation could have eventType set to TIMER-BASED, eventStart set to midnight tomorrow and eventEnd set to midnight of the day after tomorrow. See Table 7.3.23.1‑3 for value restrictions and default settings pertaining to the attributes of <eventConfig>.

Receiver:
No change from the generic procedure in clause 7.1.2.2.
1.1.27.2.2 Retrieve

Originator:
No change from the generic procedure in clause 7.1.2.1.
Receiver:
No change from the generic procedure in clause 7.1.2.2.
1.1.27.2.3 Update

Originator:
No change from the generic procedure in clause 7.1.2.1.
Receiver:
No change from the generic procedure in clause 7.1.2.2.
1.1.27.2.4 Delete

Originator:
No change from the generic procedure in clause 7.1.2.1.
Receiver:
No change from the generic procedure in clause 7.1.2.2.
1.1.28 Resource Type <statsCollect>
1.1.28.1 Introduction

The <statsCollect> resource controls the collection of statistics information on an IN-CSE. Information in an associated <eventConfig> resource shall be used by the IN-CSE or IN-AE to define specific event-related triggers. Additional description of the <statsCollect> resource is contained in clauses 9.6.24 and 10.2.15 of TS-0001 Functional Architecture [6].

Table 7.3.24.1‑1: Data Type Definition of <statsCollect>

	Data Type ID
	File Name
	Note

	statsCollect
	CDT-statsCollect-v1_0_0.xsd
	


Table 7.3.24.1‑2: Common Attributes on <statsCollect>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.24.1‑3: Resource Specific Attributes on <statsCollect>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	creator
	NP
	O
	NP
	NP
	m2m:ID
	No default

	statsCollectID
	NP
	O
	NP
	NP
	xs:string
	Unique ID (within SP domain) for each instance of collected statistics

No default

	collectingEntityID
	M
	O
	NP
	NP
	m2m:ID
	Unique ID of entity (e.g., IN-AE, IN-CSE) requesting the collection of statistics

No default

	collectedEntityID
	M
	O
	NP
	NP
	m2m:ID
	Unique ID of entity (e.g., AE, CSE) for which statistics will be collected

No default

	statsRuleStatus
	M
	O
	O
	NP
	m2m:statsRuleStatusType
	ACTIVE

INACTIVE

No default

	statModel
	M
	O
	O
	NP
	m2m:statModelType
	EVENTBASED

Default=EVENTBASED

	collectPeriod
	O
	O
	O
	NP
	Extended Crontab Data String
	No default

(see Table 7.3.81-4 for Extended Crontab Data String structure)

	eventID
	O
	O
	O
	NP
	xs:string
	Uniquely identifies a configurable event

No default

(present when statModel is set to EVENTBASED; corresponds to an eventID attribute in an <eventConfig> resource that defines a specific event for collection)


Table 7.3.24.1‑4: Child Resources of <statsCollect>

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7


1.1.28.2 <statsCollect> resource-specific procedure on CRUD operations

1.1.28.2.1 Create

Originator:
This procedure follows the Generic Resource Request Procedure for Originator specified in clause 7.1.2.1, with the following <statsCollect> resource-specific updates.
Resource-specific operation before Orig-1.0:

81) The Originator shall generate and populate a representation of the <statsCollect> resource to produce the desired collection scenario, with the exception of statsCollectID (which is populated by the IN-CSE). If statModel is set to EVENT-BASED then the Originator shall provide a value for eventID that corresponds to an eventID value stored in an <eventConfig> resource (which defines the event triggers to be used). See Table 7.3.24.1‑3 for value restrictions and default settings pertaining to the attributes of <statsCollect>.

Receiver:
This procedure follows the Generic Request Procedure for Receiver specified in clause 7.1.2.2, with the following <statsCollect> resource-specific updates.

Resource-specific operation before Recv-6.2:

82) If the to primitive parameter addresses a receiver CSE that is not an IN-CSE, then the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

Resource-specific operation before Recv-6.6 and after Recv-6.5:

83) The receiver IN-CSE shall generate and store a unique (within the Service Provider domain) value for statsCollectID.

84) If status is set to ACTIVE, the IN-CSE shall begin monitoring the conditions defined by the <statsCollect> resource and generating Service Statistics Collection Records as the conditions are met.

1.1.28.2.2 Retrieve
Originator:
This procedure follows the Generic Resource Request Procedure for Originator specified in clause 7.1.2.1.

Receiver:
This procedure follows the Generic Request Procedure for Receiver specified in clause 7.1.2.2.

1.1.28.2.3 Update

Originator:
This procedure follows the Generic Resource Request Procedure for Originator specified in clause 7.1.2.1.

Receiver:

This procedure follows the Generic Request Procedure for Receiver specified in clause 7.1.2.2, with the following <statsCollect> resource-specific updates.

Resource-specific operation before Recv-6.6 and after Recv-6.5:

85) If status is set to ACTIVE, the IN-CSE shall begin monitoring the conditions defined by the <statsCollect> resource and generating Service Statistics Collection Records as the conditions are met.

86) If status is set to INACTIVE, the IN-CSE shall stop monitoring the conditions defined by the <statsCollect> resource.

1.1.28.2.4 Delete
Originator:
This procedure follows the Generic Resource Request Procedure for Originator specified in clause 7.1.2.1.

Receiver:
This procedure follows the Generic Request Procedure for Receiver specified in clause 7.1.2.1.

1.1.29 Announced resource type
1.1.29.1 Introduction

A resource can be announced to one or more remote CSEs to inform the remote CSEs of the existence of the original resource. An announced resource can have a limited set of attributes and a limited set of child resources from the original resource.  The announced resource includes a link to the original resource hosted by the original resource-hosting CSE. 

All announced resources have the same procedures regardless of the announced resource types.

Table 7.3.25.1‑1: Data Type Definition of Announced Resource

	Data Type ID
	File Name
	Note

	Actual Data Type ID
	CDT-accessControlPolicy-v1_0_0-<<date of published>>.xsd

CDT-remoteCSE-v1_0_0-<<date of published>>.xsd

CDT-AE-v1_0_0-<<date of published>>.xsd

CDT-container-v1_0_0-<<date of published>>.xsd

CDT-contentInstance-v1_0_0-<<date of published>>.xsd

CDT-schedule-v1_0_0-<<date of published>>.xsd

CDT-locationPolicy-v1_0_0-<<date of published>>.xsd

CDT-group-v1_0_0-<<date of published>>.xsd

CDT- accessControlPolicy-v1_0_0-<<date of published>>.xsd
	


Table 7.3.25.1‑2:  Applicable Common Attributes on Announced Resource

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType
	NP
	O
	NP
	NP
	the resource type of the announced resource shall be provided.
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	O
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	

	link
	M
	O
	O
	NP
	
	


Each announced resource type has the resource specific attributes that is the subset of the original resource. 

	Attribute Name
	Request Optionality
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	Name of attribute specified as MA
	M
	M
	O
	NP
	the same data type defined at the original resource
	this attribute shall be set to the same value with the attribute at the original resource

	Name of attribute specified as OA
	O
	O
	O
	NP
	the same data type defined at the original resource
	this attribute shall be set to the same value with the attribute at the original resource


1.1.29.2 Resource specific procedure on CRUD operations 

This clause describes announced resource specific procedure for CRUD operations.

The original resource hosting CSE shall create/update/delete the announced resource as specified at the clause 7.2.3.9 and clause 7.1.2.2.

1.1.29.2.1 Create

.

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.29.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

In case of the Result Content information is set to the "original-resource", the Rcv-R-6.5 shall be changed as follows:

Rcv-R-6.5
"Read the original resource whose address is provided by the link attribute of the announced resource"

1.1.29.2.3 Update

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.
1.1.29.2.4 Delete

Originator:

No change from the generic procedures in clause 7.1.2.1.

Receiver:

No change from the generic procedures in clause 7.1.2.2.

1.1.30 Resource Type latest
1.1.30.1 Introduction
The <latest> resource is a virtual resource because it does not have a representation. It is a child resource of the <container> resource. Whenever a request addresses the <latest> resource, the Hosting CSE shall apply the request to the latest <contentInstance> resource among all existing <contentInstance> resources of the <container> resource. 
1.1.30.2 <latest> Resource Specific Procedure on CRUD Operations 

This sub-clause describes <latest> resource specific behaviour for operations. Among operations, only Retrieve and Delete operations shall be allowed for the <latest> resource.
1.1.30.2.1 Create

Originator:
The <latest> resource shall not be created via API.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

87) If the request is received, the Receiver CSE shall execute the following steps in order.
h) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
i) "Send the Response primitive".
1.1.30.2.2 Retrieve
Originator:

No change from the generic procedures in clause 7.1.2.1. 
Receiver:
No change from the generic procedures in clause 7.1.2.1 except the following modification:
Recv-6.2
Check the existence of the latest <contentInstance> resource among all existing <contentInstance> resources in the parent <container> resource. If the resource exists, the subsequent procedures of the Receiver (i.e., after Recv-6.2) shall be performed for the resource. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating “NOT_FOUND” error.
1.1.30.2.3 Update

Originator:

The <latest> resource shall not be updated via API.

Receiver: 
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

88) If the request is received, the Receiver CSE shall execute the following steps in order.
i) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
j) "Send the Response primitive".
1.1.30.2.4 Delete
Originator:

No change from the generic procedures in clause 7.1.2.1.
Receiver:
No change from the generic procedures in clause 7.1.2.1 except the following modification:
Recv-6.2
Check the existence of the latest <contentInstance> resource among all existing <contentInstance> resources in the parent <container> resource. If the resource exists, the subsequent procedures of the Receiver (i.e., after Recv-6.2) shall be performed for the resource. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating “NOT_FOUND” error.
1.1.31 Resource Type oldest
1.1.31.1 Introduction
The <oldest> resource is a virtual resource because it does not have a representation. It is a child resource of the <container> resource. Whenever a request addresses the <oldest> resource, the Hosting CSE shall apply the request to the oldest <contentInstance> resource among all existing <contentInstance> resources of the <container> resource. 
1.1.31.2 <oldest> Resource Specific Procedure on CRUD Operations 

Among operations, only Retrieve and Delete operations shall be allowed for the <oldest> resource.
1.1.31.2.1 Create

Originator:
The <oldest> resource shall not be created via API.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

89) If the request is received, the Receiver CSE shall execute the following steps in order.
j) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
k) "Send the Response primitive".
1.1.31.2.2 Retrieve
Originator:

No change from the generic procedures in clause 7.1.2.1. 
Receiver:

No change from the generic procedures in clause 7.1.2.1 except the following modification:
Recv-6.2
Check the existence of the oldest <contentInstance> resource among all existing <contentInstance> resources in the parent <container> resource. If the resource exists, the subsequent procedures of the Receiver (i.e., after Recv-6.2) shall be performed for the resource.  If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating “NOT_FOUND” error.
1.1.31.2.3 Update

Originator:

The <oldest> resource shall not be updated via API.

Receiver: 
Primitive specific operation on Recv-1.0 "Check the syntax of received message":

90) If the request is received, the Receiver CSE shall execute the following steps in order.
k) "Create an unsuccessful Response primitive" with the Response Status Code indicating ”OPERATION_NOT_ALLOWED” error.
l) "Send the Response primitive".
1.1.31.2.4 Delete
Originator:

No change from the generic procedures in clause 7.1.2.1.
Receiver:
No change from the generic procedures in clause 7.1.2.1 except the following modification:
Recv-6.2
Check the existence of the oldest <contentInstance> resource among all existing <contentInstance> resources in the parent <container> resource. If the resource exists, the subsequent procedures of the Receiver (i.e., after Recv-6.2) shall be performed for the resource. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating ”NOT_FOUND” error.
----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
1.2 Primitive-specific procedure and definitions

1.2.1 Notification definition and procedures
1.2.1.1 Definition of notification

1.2.1.1.1 Introduction

Notification has no resource type representation in TS-0001 Functional Architecture [6]. Rather, Notify request and response primitive formats are defined in clause 7.1.1.

Table 7.4.1.1.1‑1: Data Type Definition of notification

	Data Type ID
	File Name
	Note

	notificationType
	CDT-<<resource name>>-v1_0_0-<<date of published>>.xsd
	


Table 7.4.1.1.1‑2: Data Types for notification parameters

	Parameter Name
	Request Optionality
	Data Type
	Default Value and Constraints 

	
	N
	
	

	aggregatedNotification
	O
	m2m:aggregatedNotification
	

	singleNotification
	O
	m2m:singleNotification
	


1.2.1.2 Notification procedures

Notification is sent as Notify Request primitive as defined in clause 7.1.1. The procedures for Notify request and response primitive shall be happen in the following cases.
1.2.1.2.1 Notification for subscription
When the notification is forwarded or aggregated by transit CSEs, the Originator or a transit CSE shall check whether there are notification policies to enforce between subscription resource Hosting CSE and the notification target. In that case, the transit CSE as well as the Originator shall process Notify request primitive(s) by using the corresponding policy and send processed Notify request primitive(s) to the next CSE with notification policies related to the enforcement so that the transit CSE is able to enforce the policy defined by the subscriber. The notification policies related to the enforcement at this time is verified by using the subscription reference in the Notify request primitive. In the notification policies, the latestNotify attribute is only enforced in the transit CSE as well as the Originator.

If Event Category parameter is set to ‘latest’ in the notification for subscription, the transit CSE as well as Originator caches the most recent Notify request. That is, if a new Notify request is received by the CSE with a subscription reference that has already been buffered for a pending Notify request, the newer Notify request will replace the buffered older Notify request.

Originator: When an event is generated, the Originator shall execute the following steps in order:

Step 1.0
Check the eventNotificationCriteria attribute:
If the eventNotificationCriteria attribute is set, then the Originator shall check whether the corresponding event matches with the event criteria. In that case, go to the step 2.0. Otherwise, the Originator shall discard the corresponding event

If the eventNotificationCriteria attribute is not configured, then continue with the step 2.0

Step 2.0
The Originator shall check the notification policy as described in the below steps, but the notification policy may be checked in the different order. After checking the notification policy in the step 2.0 (i.e., from the step 2.1to the step 2.6), then continue with the step 3.0

Step 2.1
The Originator shall determine the type of the notification per the notificationContentType attribute. The values of for notificationContentType are ‘modifiedAttribute’, ‘wholeResource’ or optionally ‘referenceOnly’

If the value of notificationContentType is set to ‘modifiedAttribute’, the Notify request primitive shall be included modified attribute(s) only

If the value of notificationContentType is set to ‘wholeResource’, the Notify request primitive shall be included a whole subscribed-to resource

If the value of notificationContentType is set to ‘referenceOnly’, the Notify request primitive shall be included an URI of a corresponding <subscription> resource

Step 2.2
Check the notificationEventCat attribute:

If the notificationEventCat attribute is set, the Notify request primitive shall have the ec set to the notificationEventCat attribute. Then continue with other step

If the notificationEventCat attribute is not configured, it shall be determined as a default value by the CMDH policy. Then continue with other step

Step 2.3
Check the rateLimit attribute:

Step 2.4
Check the batchNotify attribute:

Step 2.5
Check the latestNotify attribute:

If the latestNotify attribute is set, the Originator shall assign ec parameter of value ‘latest’ of the notifications generated pertaining to the subscription created. Then continue with other step

Step 2.6
Check the preSubscriptionNotify attribute:

Editor’s Note: How to operate for the rateLimit, batchNotify, preSubscriptionNotify attributes is TBD.

Step 3.0
The Originator shall check the notification and reachability schedules, but the notification schedules may be checked in the different order. 

· If the notificationSchedule resource is set, then the Originator shall check the time periods by using the scheduleElement attribute

· Also, the Originator shall check the reachability schedule associated with the Receiver by using the <schedule> resource. If reachability schedules are not present in a Node then that Node is considered to be always reachable

· If the notificationSchedule and reachability schedule are allowed, then go to the step 5.0. Otherwise, go to the step 4.0
· In particular, if the notificationEventCat attribute is set to ‘immediate’ and the notificationSchedule resource is not allowed, then go to step 5.0 to send the corresponding Notify request primitive by temporarily ignoring the Originator’s notification schedule
Step 4.0
Check the pendingNotification attribute:

· If the pendingNotification attribute is set, then the Originator shall cache pending Notify request primitives according to the pendingNotification attribute. The possible values are ‘sendLatest’ and ‘sendAllPending’. If the value of pendingNotification is set to ‘sendLatest’, the most recent Notify request primitive is cached in the Originator and it shall have the ec set to ‘latest’. If it is set to ‘sendAllPending’, all Notify request primitives are cached in the Originator. If the pendingNotification attribute is not configured, the Originator shall discard the corresponding Notify request primitive. The processed Notify request primitive by the pendingNotification attribute is sent to the Receiver after the reachability recovery (see the step 6.0)

Step 5.0
Check the expirationCounter attribute:

· If the expirationCounter attribute is set, then the expirationCounter shall be decreased by one when the Originator successfully sends the Notify request primitive. If the counter meets zero, the corresponding subscription resource is deleted. Then end the ‘Compose Notify Request Primitive’ procedure

· If the expirationCounter attribute is not configured, then end the ‘Compose Notify Request Primitive’ procedure

Originator: After reachability recovery, the Originator shall execute the following steps in order:

Step 6.0
If the pendingNotification attribute is set, the Originator shall send the processed Notify request primitive by the pendingNotification attribute, then continue with the step 7.0

Step 7.0
Check the expirationCounter attribute:

· If the expirationCounter attribute is set, then the expirationCounter shall be decreased by one when the Originator successfully sends the Notify request primitive. If the counter meets zero, the corresponding subscription resource is deleted. Then end the ‘Compose Notify Request Primitive’ procedure

· If the expirationCounter attribute is not configured, then end the ‘Compose Notify Request Primitive’ procedure

Receiver: When the Hosting CSE receives a Notify request primitive, the Hosting CSE check validity of the primitive parameters. In the case the Receiver is a transit CSE which forwards or aggregates Notify request primitives before sending to the subscriber or the other transit CSEs, upon receiving the Notify request primitive with the Event Category set to 'latest', the Receiver shall identify the latest Notify request primitive with the same subscription reference while storing Notify request primitives locally. When the Receiver as a transit CSE needs to send pending Notify request primitives, it shall send the latest Notify request primitive.

1.2.1.2.2 Subscription Verification during Subscription Creation

Originator:
When the Originator is triggered to perform subscription verification (clause 7.3.7.2.1) during <subscription> creation procedure, it performs the following in order.

1. Add verificationRequest parameter set as TRUE into the Notify request primitive.

2. Add creator attribute set as the Originator ID of the <subscription> creation into the primitive.

3. Add to parameter set as notificationURI into the primitive. If the notificationURI contains more than one URI, then set each URI to the different primitives.

4. Send the primitive(s).

Receiver:
When the Hosting CSE receives a Notify request primitive including verificationRequest parameter set as TRUE, the Hosting CSE shall check if the creator and the Originator have NOTIFY privilege to the notificationURI. 

If it fails, the Hosting CSE shall return a Response Status Code indicating “SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE” or “SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE” error, respectively, with the Notify response primitive. Otherwise, it shall return successful response primitive.

1.2.1.2.3 
Notification for Subscription Deletion

Originator:
When the <subscription> resource is deleted, the Originator shall send a Notify request primitive with subscriptionDeletion attribute set as TRUE and subscriptionRef attribute set as URI of the <subscription> resource.

1.2.1.2.4 
Notification for Asynchronous Non-blocking Request

Editor’s Note: Contributions needed..

1.2.1.2.5 Notification for subscription via group 

Whenever the subscribed to resources' modification causes a notification sending procedure indicated in clauses 7.4.1.2.1 and the subscription relationship is established through group resource, the following procedure shall be performed for the notification sending.

The Member hosting CSE shall perform the steps defined in 7.4.1.2.1.

The Group hosting CSE shall perform the following steps in order:

Validate if the notification is sent from its own member resources when it gets a notification at the notificationURI. The group hosting CSE shall respond a response with a Response Status Code indicating “ACCESS_DENIED”error  if the validation is not successful.

Upon successful validation, the group hosting CSE shall collect the notifications to the same subscriber according to the notificationForwardingURI of each notification. The group hosting CSE shall aggregate them into aggregatedNotification which shall be included in notification. The timing of aggregation is done as per the group hosting CSE’s local policy which is out of scope.

Send the aggregated notification to the notificationURI according to the notificationForwardingURI in the notification. In the case the group hosting CSE is the member of another group hosting CSE through which the subscription is created, the notification shall be sent according to the mapping of the notificationURI of the two group hosting CSEs. When aggregating the notifications, the group hosting CSE may utilize the rqet in the notification to determine the time the aggregated notifications to be sent.
"Wait for Response primitive".

Upon receiving the response, the group hosting CSE shall send the response separately to each individual member hosting CSEs to respond their corresponding notify request.

The group hosting CSE may also stop aggregating the notifications depending on its own policy. The group hosting CSE shall not stop aggregating the notifications before the expirationTime of the corresponding subscription expires. 
The Subscriber shall perform the following steps in order:

91) Extract each notification from the aggregated notification;

92) Treat the notification as it is sent from the original subscribed-to resource;

93) “Create a success response”
94) “Send the Response primitive”
----------------------- End of change 3 -----------------------
----------------------- Start of change 4 -----------------------
----------------------- End of change 4 -----------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�This item has been moved to the top of the list
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