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Proposal

Make the changes described below.
These changes include:

1. Add reference to security TS

2. Insert replacement text for Clause 7
======================== START 1ST CHANGE ===========================

2.1
Normative references
Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English. 

The following referenced documents are necessary for the application of the present document.

Use the EX style, enclose the number in square brackets and separate it from the title with a tab (you may use sequence fields for automatically numbering references, see clause A.4: "Sequence numbering") (see example).

[1]
MQTT Version 3.1.1. Edited by Andrew Banks and Rahul Gupta. 29 October 2014. OASIS Standard. http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html. 

[2]
oneM2M TS-0001: oneM2M Functional Architecture
[3]
oneM2M TS-0004: oneM2M Service Layer Core Protocol
[4]
IETF RFC 793. Postel, J. Transmission Control Protocol. September 1981. http://www.ietf.org/rfc/rfc793.txt

[5]
IETF RFC 5246. Dierks, T. The Transport Layer Security (TLS) Protocol V1.2, August 2008 http://tools.ietf.org/html/rfc5246

[6]
IETF RFC 6455. Fette, I. The WebSocket Protocol, December 2011 http://tools.ietf.org/html/rfc6455
[7]
oneM2M TS-0003: oneM2M Security Solutions
======================== END 1ST CHANGE ===========================

======================== START 2ND CHANGE ===========================

7 Security Considerations
7.1
General Considerations 
Implementors should take note of the Security considerations listed in Chapter 5 of the MQTT Specification [1]. 
The MQTT binding makes  use of one or more MQTT servers to transport messages between AE’s and CSE’s (or between CSE’s) as described in Clause 5. Each MQTT server shall require that the AEs and CSE’s authenticate with them before it establishes an MQTT connection with that AE or CSE. Authentication is discussed in Clause 7.3.

Authorization is the responsibility of the Service Layer Core Protocol implementation, as described in [3]. However an MQTT server implementation shall control access to the Topics that it serves. In particular:
A client that has not authenticated itself as either an AE or a CSE  shall be denied access to any Topics used for oneM2M communications.
Subscriber access to a oneM2M request Topic shall be restricted to the CSE or AE whose identifier (CSE-ID or AE-ID) appears in that Topic’s name. Other CSE’s or AE’s shall be denied access. 
1. Subscriber access to a oneM2M response Topic shall be restricted to the CSE  or AE whose identifier (CSE-ID or AE-ID) appears in that Topic’s name. Other CSE’s or AE’s shall be denied access. 

2. As an optimization, an MQTT Server may be configured to deny publishing from an AE or CSE to particular Topics if that is consistent with the Authorization policies in force for the resources that are addressed by those Topics.
An exception to rules 1 through 3 may permitted in the case of an MQTT client that has authenticated itself as a Service Provider administration client.
7.2
Transport Layer Security 
The MQTT protocols can be protected through the use of Transport Layer Security (TLS) in a hop-by-hop manner between AE or CSE and the MQTT Server. The usage of TLS should conform to the considerations  that are detailed in the oneM2M Security Solutions specification [7].
NOTE: Some provisioning schemes of TS-0003 [7] enable the provisioning of end-to-end credentials, but protocols to establish security associations between non-adjacent nodes are not addressed byoneM2M in the present release.

7.3 Authentication
Authentication of the MQTT server to the MQTT client shall be performed via TLS [5].

Authentication of the MQTT client to the MQTT server shall be performed in either (or both) of the following manners:
1. The client shall provide an authorization token in the Password field of the MQTT CONNECT control packet. This is a token that has been provisioned using one of the provisioning schemes detailed in [7]. The MQTT server shall validate this token before accepting the connection request. When the credential to be checked by the MQTT server is an Access Token which is compatible with OAuth 2.0 framework, the Bearer authentication scheme shall be used as specified in RFC6750.

NOTE: The present release of oneM2M Security Solutions [TS-0003] does not provide any details on usage or provisioning the token.
2. The client shall be authenticated using TLS mutual authentication, prior to any processing of the MQTT CONNECT packet by the MQTT server.
The MQTT server shall use one (or both) of these authentication mechanisms to establish the identity (AE-ID) or (CSE-ID) of the client. In addition it shall verify that the MQTT Client Identifier provided by the client correctly matches  its AE-ID or CSE-ID and shall reject the connection request if that is not the case.
======================== END 2ND CHANGE ===========================
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