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Make the changes described below.
These changes include:

1. Add reference to security TS

2. Insert replacement text for Clause 7
======================== START 1ST CHANGE ===========================

2.1
Normative references
Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English. 

The following referenced documents are necessary for the application of the present document.

Use the EX style, enclose the number in square brackets and separate it from the title with a tab (you may use sequence fields for automatically numbering references, see clause A.4: "Sequence numbering") (see example).

[1]
MQTT Version 3.1.1. Edited by Andrew Banks and Rahul Gupta. 29 October 2014. OASIS Standard. http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html. 

[2]
oneM2M TS-0001: oneM2M Functional Architecture
[3]
oneM2M TS-0004: oneM2M Service Layer Core Protocol
[4]
IETF RFC 793. Postel, J. Transmission Control Protocol. September 1981. http://www.ietf.org/rfc/rfc793.txt

[5]
IETF RFC 5246. Dierks, T. The Transport Layer Security (TLS) Protocol V1.2, August 2008 http://tools.ietf.org/html/rfc5246

[6]
IETF RFC 6455. Fette, I. The WebSocket Protocol, December 2011 http://tools.ietf.org/html/rfc6455
[7]
oneM2M TS-0003: oneM2M Security Solutions
======================== END 1ST CHANGE ===========================

======================== START 2ND CHANGE ===========================

6.3 Connecting to MQTT

· In order to communicate, the two client parties (AE and CSE or CSE and CSE) shall connect to a common MQTT server. The MQTT server shall be hosted in one of the two nodes or shall exist as an independent external entity, following one of the configuration patterns shown in clause 5.2 


Once each party has located the address of the MQTT server, it then connects to it using the standard MQTT CONNECT protocol packet.  The following additional considerations apply:

· The CONNECT packet contains a Client Id as described in section A.3.2. The Client Ids have to be unique at least among all clients that connect to a given MQTT server instance (this is a requirement imposed by the MQTT protocol). This condition will be satisfied if an AE uses its AE-ID and a CSE uses its CSE-ID. See Clause 7 of TS-0001 [2] for a discussion of these Identifiers. The prefix A:: or C:: shall be added to the ID to show whether it is an AE-ID or a CSE-ID as these ID spaces are not distinct.

During the initial registration process, the AE-ID or CSE-ID may not be known, in which case the client shall use some other appropriate unique ID.
· A client shall set the “Clean Session” flag in the CONNECT packet to false. This means that MQTT Session state related to that client will be retained by the MQTT Server in the event of a disconnection (deliberate or otherwise) of that client.

· A client shall not set the “Will Flag”, so Will Messages are not enabled

· A client may choose to provide a non-zero MQTT KeepAlive value or to provide a KeepAlive of 0 (this disables the MQTT KeepAlive)

NOTE: An Infrastructure Provider might wish to specify and enforce a policy that sets a lower bound on the KeepAlive that can be used on portions of its network. The mechanisms for this are FFS. 

· The MQTT server may require that a client provides a User Name and a password (or other credential). For more information see Clause 7.


A client might choose to keep the MQTT connection open permanently (restarting it as soon as possible after any unforeseen connection loss), it might choose to connect only when it wants to act as an Originator, or it might choose to connect based on the <schdule> associated with a relevant oneM2M resource.
Once a client has connected to the MQTT server it can then communicate (subject to authorisation policies) with any other client connected to its server. There is no need for it to create another connection if it wants to communicate with a different counter-party. 

When a client determines that it no longer wishes to participate in an MQTT Session with its MQTT Server it shall perform the following steps:

· Disconnect from that server, if it is currently connected

· Reconnect with the cleanSession flag set to true

· Disconnect again

These steps delete any state that the MQTT server might be holding on behalf of the client.

6.4 Sending and Receiving Messages

6.4.1 Sending a Request

A request is transmitted by sending it as an MQTT PUBLISH protocol packet to the MQTT Server. It uses a Topic that identifies both the Originator and Receiver of the request as follows:


/oneM2M/req/<from>/<to>

· “oneM2M” is a literal string identifying the topic as being used by oneM2M
· <from> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Originator, omitting any leading /
· <to> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE), omitting any leading /
· “req” is a literal string identifying this as a request. 

.

The payload of the MQTT PUBLISH packet is used to carry the request primitive, as described in clause 6.5. 
6.4.2 Listening for and responding to a Request

A Receiver listens for requests arriving via MQTT by subscribing to its Topics  using a wildcarded topic filter of the following form 
/oneM2M/req/+/<to>

· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· + is a wildcard which matches any Originator

· <to> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE), omitting any leading /
· “req” is a literal string identifying this as a request. 

When it receives a request, the Receiver shall perform the Core Transport operations associated with the request, including any access control policy checks. In particular it shall check the request expiration timestamp (if any) contained in the request, since it is possible that that time might have passed while the message was being stored by MQTT.

It transmits a response by sending an MQTT PUBLISH packet to a response topic. This takes the form: 

/oneM2M/resp/<from>/<to>
· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· <to> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE), omitting any leading /
· <from> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Originator, omitting any leading /
· “resp” is a literal string identifying this as a response. 

The Originator shall subscribe to this Topic (either explicitly or using a wildcarded filter) in order to see the response.

6.4.3 Initial Registration

6.4.4 In some security scenarios, an Originator might not initially know its AE-ID or CSE-ID. Initial registration exchanges can use the communication pattern described in clauses 6.4.1 and 6.4.2 except that they use Topics containg a credential ID rather than an AE-ID or CSE-ID, as follows:

/oneM2M/reg_req/<from>/<to>
and 

/oneM2M/reg_resp/<from>/<to>

· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· <from> is Credential-ID
· <to> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE), omitting any leading /

· “reg_req” and “reg_resp” are literal strings identifying them as registration requests and responses. 


======================== END 2ND CHANGE ===========================

======================== START 3RD CHANGE ===========================

7 Security Considerations
7.1
Introduction 


The MQTT servers  authenticate the clients (both CSEs and AEs) that connect to them and authorize access to Topics used for communicate. The clients do not authenticate each other, instead they use the MQTT server to do this.
Background. The MQTT binding makes  use of one or more MQTT Servers to transport messages between AE’s and CSE’s (or between CSE’s) as described in Clause 5. The AE/CSE’s both act as MQTT Clients of an MQTT Server that mediates delivery of messages between the two. As described in clause 6, the topic in the MQTT PUBLISH packet either indicates the Originator’s identity and Receiver’s identity, or identifies the Originator’s Credential and the Receiver Identity (in the case that the Originator has not yet been assigned an identifier).

Trust and the MQTT Server. When the oneM2M binding to MQTT is used, some security functions are performed by the MQTT Server, as described further in this clause. In particular: 
1. The MQTT Server authenticates the AE’s and CSE’s as they connect as MQTT Clients.  These MQTT Clients themselves never directly authenticate the CSE or AE in another MQTT Clients – instead they trust the MQTT Server to authenticate the MQTT Clients, and trust the MQTT Server to route the messages between the Originator and Receiver indicated in the topic.
2. The MQTT Server enforces access control policies to ensure that unidentified or unauthorized clients are not able to publish messages to oneM2M topics or subscribe to receive messages from them.
7.2 Authorization

There are two levels of authorization in the oneM2M binding to MQTT. 

· The MQTTserver is responsible verifying identifiers, for routing messages to the expected CSE or AE, and providing the correct Credential-ID during initial registration 

The MQTT Server is responsible for verifying that the Client Identifier field in a MQTT CONNECT packet matches the expected AE-ID, CSE-ID or Credential-ID. 

The MQTT Server is responsible for controlling those topics to which an MQTT may subscribe and receive published MQTT packets, and those topics to which an MQTT may publish MQTT packets. 
Since the topic includes the Receiver’s CSE-ID, the Originator can trust that the MQTT packets are routed to and from the expected Receiver. If the topic includes the Originator’s CSE-ID or AE-ID, then the Receiver can trust that the MQTT packets are routed to and from the expected Originator. 
If the topic includes the Originator’s Credential-ID (which should only occur at initial registration), then the Receiver can use this Credential-ID to determine the CSE-ID or AE-ID or list of allowed AE-ID(s) which are to be used in assigning an CSE-ID or AE-ID to the Originator (as described in TS-0003 [7]). This Credential-ID can be trusted to have been verified by the MQTT Server. 

· The Receiver is responsible for authorizing requests to specific resources, and assigning CSE-ID or AE-ID during initial registration.
When the MQTT topic includes the Originator’s CSE-ID or AE-ID, then the Receiver is responsible for making access control decisions on requests to perform operations on specific resources hosted on the Receiver. The access control decisions are dictated by the applicable accessControlPolicy resources and the Origiantor’s CSE-ID or AE-ID (and other factors not relevant to the present discussion).  This authorization process is as defined in the Architecture Specification [2], the Core Protocol Specification [3] and Security Solutions specification [7].
When the MQTT topic includes the Originator’s Credential-ID (which should only occur at initial registration), then the Receiver is responsible for assigning a CSE-ID or AE-ID to the Originator (which may be dependent on the Originator’s Credential-ID).

7.2





Authentication
An MQTT Client and MQTT Server shall apply Transport Layer Security (TLS) using any of the Security Association Establishment Frameworks in TS-0003 [7]. 
The Security Association Establishment Frameworks provide mutual authentication of the MQTT Client and MQTT Server. The Security Association Establishment Frameworks are described using two main entities Entity A and Entity B: in the case of the oneM2M binding to MQTT, Entity A is a CSE or AE using an MQTT Client, and Entity B is an MQTT Server. 

NOTE: In TS-0003 [7], Entity A is described as establishing the CSE-ID of Entity B as a result of Security Association Establishment. The application to MQTT differs because Entity A establishes the identity of the MQTT Server instead. However, the procedures are still applicable. 

The Remote Security Provision Frameworks in TS-0003 [7] may be applied to provision a symmetric key shared by a CSE/AE using an MQTT Client and an MQTT Server, with the MQTT Server assuming the role of the Enrolment Target.

Identification of Originator and Receiver. TS-0003 [7] describes a variety of approaches by which successful Security Association Establishment results in Entity B determining the CSE-ID or AE-ID or list of allowed AE-ID(s) for the CSE/AE using the Entity A. These approaches can also be used in the oneM2M binding to MQTT.

We assume that the MQTT Server is configured with the information necessary to determine the CSE-ID of the Receiver following successful Security Association Establishment with the Receiver’s MQTT Client. 

In some scenarios, the MQTT Server can be configured with appropriate information to verify the CSE-ID or AE-ID of the Originator. However, in cases where the Originator has not yet been assigned its CSE-ID or AE-ID, and the MQTT Server has also not been provide with the CSE-ID or AE-ID of the Originator, then the Receiver is responsible for determining the applicable CSE-ID or AE-ID. In these cases, the MQTT Server forms a Credential-ID, identifying the Credential used to authenticate the Originator, and includes this in the topic when forwarding to the initial registration request to the Receiver’s MQTT Client. The Receiver  extracts the Credential-ID, and the procedures in TS-0001 [3] and TS-0003 [7] determines the CSE-ID or AE-ID of the Originator.

Password Field Authentication: The present document does not specify use of the password field of the MQTT CONNECT control packet. Authentication is performed using the TLS mechanisms described in [7].
7.3 Authorization by the MQTT Server
This procedure describes how an MQTT Server authorizes topics to which an MQTT Client may subscribe. The M2M Service Provider is responsible for configuring the MQTT Server with the relevant information used in these authorization decisions.

1) In the case that the MQTT Server determines that the MQTT Client represents a CSE, and if the CSE has been assigned an CSE’s SP-Relative-CSE-ID (which we denote by <my-SP-Relative-CSE-ID>), then 

a) the MQTT Server authorizes the MQTT Client to subscribe to the topic /oneM2M/req/+/<my-SP-Relative-CSE-ID>, and

b) for the set of <Registree ID Stem> values corresponding to SP-Relative CSE-ID or AE-ID Stem values of zero or more CSE(s) and/or AE(s) currently registered to this CSE (and known to the MQTT Server),  the MQTT Server authorizes the MQTT Client to subscribe to the topics /oneM2M/resp/<Registree ID Stem>/<my-SP-Relative-CSE-ID>, and

c) If this CSE is registered to a CSE, and the SP-Relative-CSE-ID of this CSE is  <Registrar-SP-Relative-CSE-ID >, then the MQTT Server authorizes the MQTT Client to perform the following
i) to subscribe to

/oneM2M/resp/<my-SP-Relative-CSE-ID>/<Registrar-SP-Relative-CSE-ID>, 

ii) to publish to 

/oneM2M/resp/<my-SP-Relative-CSE-ID>/<Registrar-SP-Relative-CSE-ID>, 

2) In the case that the MQTT Server determines that the MQTT Client represents a AE which has been assigned an S-Type AE-ID Stem equal to < AE-ID-Stem>, then

a) If the MQTT Server determines that the AE is currently registered, and the AE’s Registrar CSE has SP-Relative-CSE-ID equal to <Registrar-SP-Relative-CSE-ID> then the MQTT Server authorizes the MQTT Client to perform the following: 

i) To subscribe to /oneM2M/resp/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>, and
ii) To publish to /oneM2M/req/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>.
b) Otherwise, the MQTT Server authorizes the MQTT Client to perform the following: 

i) To subscribe to /oneM2M/reg_resp/<AE-ID-Stem-Credential-ID>/+, and
ii) To publish to /oneM2M/req_req/<AE-ID-Stem-Credential-ID>/+,

where <AE-ID-Stem-Credential-ID> is generated from <AE-ID-Stem> as per TS-0003 [7]. 
3) In the case that the MQTT Server determines that the MQTT Client represents a AE with C-Type AE-ID-Stem equal to <AE-ID-Stem>  (which implies that the AE is registered), and the AE’s Registrar CSE has SP-Relative-CSE-ID equal to <Registrar-SP-Relative-CSE-ID> then the MQTT Server authorizes the MQTT Client to perform the following: 

a) To subscribe to /oneM2M/resp/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>, and
b) To publish to /oneM2M/req/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>.

4) In all other cases, the MQTT Server authorizes the MQTT Client to perform the following: 
c) To subscribe to /oneM2M/reg_resp/<Credential-ID>/+, and
d) To publish to /oneM2M/req_req/<Credential-ID>/+,
where <Credential-ID> is obtained from the Security Association Establishment procedure as described in TS-0003 [7].




1. 
2. 





1. 
2. 







3. 
4. 

7.1
General Considerations 
Implementors should take note of the Security considerations listed in Chapter 5 of the MQTT Specification [1]. 

======================== END 3RD CHANGE ===========================
======================== START 4TH CHANGE ===========================

6.5 Primitive Mapping

6.5.1 Request primitives

A oneM2M request primitive is made up of a number of control parameters and (optionally) a content part. All the parameters in these parts are serialized into the payload of an MQTT Publish Packet, using the rules given in clause 8 of [3].

All the parameters that are present in the primitive shall be serialized, in particular the request shall contain the Operation parameter to indicate whether it is a Create, Read, Update or Delete. 


[image: image2]
6.5.2
Content Format Negotiation
The request primitive can contain an additional parameter called Xm2m-Accept which indicates the Content Formats  that the Originator is prepared to accept in a Response.
If a Hosting CSE supports the Content-Format specified in Accept option of the request, the Hosting CSE shall respond with that Content-Format. If the Hosting CSE doesn’t support the Content-Format specified in Accept option of the request, "Not Acceptable" shall be sent as the ResponseStatusCode  unless another error code takes precedence for this response.

Possible values for the Accept options are listed below.

· application/xml

· application/json
======================== END 4TH CHANGE ===========================
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