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Introduction
level and offset in filterCriteria have been introduced and agreed in ARC WG (ARC-2015-2263R02-Add_Level_Parameter_in_FilterCriteria_R2).
Table 8.1.2-2: Filter Criteria conditions
	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	labels
	0..n
	The labels attributes of the resource matches the specified value.

	resourceType
	0..n
	The resourceType attribute of the resource is the same as the specified value. It also allows differentiating between normal and announced resources.

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> resource is smaller than the specified value.

	contentType
	0..n
	The  contentInfo attribute of the <contentInstance> resource matches the specified value.

	limit
	0..1
	The maximum number of resources to be returned in the response. This may be modified by the Hosting CSE. When it is modified, then the new value shall be smaller than the suggested value by the Originator.

	attribute
	0..n
	This is an attribute of resource types (clause 9.6). Therefore, a real tag name is variable and depends on its usage and the value of the attribute can have wild card *. E.g. creator of container resource type can be used as a filter criteria tag as "creator=Sam" , "creator=Sam*" , "creator=*Sam" .

	filterUsage
	0..1
	Indicates how the filter criteria is used. If this parameter is not provided, the Retrieve operation is a generic retrieve operation and the content  of the child resources fitting the filter criteria is returned. If filterUsage is provided, the Retrieve operation is for resource <discovery> (clause 10.2.6), i.e.only the addresses of the child resources are returned.

	semantics
	0..n
	The semantic description contained in one of the <semanticDescriptor> child resources matches the specified semantic filter.

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for different conditions. The default value is logical AND.

	level
	0..1
	The maximum level of resource tree that the Hosting CSE shall perform the operation starting from the target resource(i.e., To parameter). This shall only be appiled for Retrieve operation. The level of the target resource itself is zero and the level of the direct children of the target is one.

	offset
	0..1
	The level of the resource tree starting from the target resource.


In R01: updated the data type of offset as positive integer since the TS-0001 says it shall start from 1, there’s no zero.

(one of the value of Result Content parameter)
attributes+child-resources: Representation of the requested resource, along with a nested representation of all of its child resource(s) , and their descendants,  in line with any provided filter criteria as given in the Filter Criteria parameter shall be returned as content. If there is no filter criteria parameter in the request message then all children/descendants are returned along with their attributes. For example, if the request is to retrieve a <container> resource that only has <contentInstance> children, the attributes of that <container> resource and a representation of all of its <contentInstance> child-resource(s) , including their attributes, are provided. 
The originator may request to limit the maximum number of allowed nesting levels. The orginator may also include an offset that indicates  the starting point of the direct child resource. The offset shall start at 1. The hosting CSE shall return all direct child resources and their descendants, or up to the maximum  nesting level specififed in a request subject to maximum size limit that may be imposed by the hosting CSE. The offset, maximum number/size and maximum level shall be specified in Filter Criteria as offset, limit, and level condition, respectively, by the Originator.
----------------------- Start of change 1 -----------------------
6.3.5.7 m2m:filterCriteria
Used indirectly in the <request> resource and for the  Filter Criteria parameter in a request.
Table 6.3.5.7‑1: Type Definition of m2m:filterCriteria

	Element Path
	Element Data Type 
	Mutiplicity
	Note

	createdBefore
	m2m:timestamp
	0..1
	

	createdAfter
	m2m:timestamp
	0..1
	

	modifiedSince
	m2m:timestamp
	0..1
	

	unmodifiedSince
	m2m:timestamp
	0..1
	

	stateTagSmaller
	xs:positiveInteger
	0..1
	

	stateTagBigger
	xs:nonNegativeInteger
	0..1
	

	expireBefore
	m2m:timestamp
	0..1
	

	expireAfter
	m2m:timestamp
	0..1
	

	labels
	m2m:labels
	0..1
	

	resourceType
	list of m2m:resourceType
	0..1
	

	sizeAbove
	xs:nonNegativeInteger
	0..1
	

	sizeBelow
	xs:positiveInteger
	0..1
	

	contentType
	m2m:typeOfContent
	0..n
	

	attribute
	m2m:attribute
	0..n
	

	filterUsage
	m2m:filterUsage
	0..1
	

	limit
	xs:nonNegativeInteger
	0..1
	

	level
	xs:nonNegativeInteger
	0..1
	

	offset
	xs:positiveInteger
	0..1
	


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
8.2.5 Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	createdBefore
	filterCriteria, eventNotificationCriteria
	crb

	createdAfter
	filterCriteria, eventNotificationCriteria
	cra

	modifiedSince
	filterCriteria, eventNotificationCriteria
	ms

	unmodifiedSince
	filterCriteria, eventNotificationCriteria
	us

	stateTagSmaller
	filterCriteria, eventNotificationCriteria
	sts

	stateTagBigger
	filterCriteria, eventNotificationCriteria
	stb

	expireBefore
	filterCriteria, eventNotificationCriteria
	exb

	expireAfter
	filterCriteria, eventNotificationCriteria
	exa

	labels
	filterCriteria, eventNotificationCriteria
	lbl *

	resourceType
	filterCriteria
	ty *

	sizeAbove
	filterCriteria, eventNotificationCriteria
	sza

	sizeBelow
	filterCriteria, eventNotificationCriteriay
	szb

	contentType
	filterCriteria
	cty

	limit
	filterCriteria
	lim

	attribute
	filterCriteria, eventNotificationCriteria
	atr

	level
	filterCriteria
	lev

	offset
	filterCriteria
	off

	notificationEventType
	eventNotificationCriteria
	net

	operationMonitor
	eventNotificationCriteria, notificationEvent
	om

	representation
	notificationEvent
	rep

	filterUsage
	filterCriteria
	fu

	eventCatType
	eventCat
	ect

	eventCatNo
	eventCat
	ecn

	number
	batchNotify
	num

	duration
	batchNotify
	dur

	notification
	aggregatedNotification, 
Request Primitive Content
	sgn

	notificationEvent
	notification
	nev

	verificationRequest
	notification
	vrq

	subscriptionDeletion
	notification
	sud

	subscriptionReference
	notification
	sur

	creator
	notification
	cr*

	notificationForwardingURI
	notification
	nfu*

	operation
	operationMonitor
	op*

	originator
	operationMonitor
	or*

	accessId
	externalID
	aci

	MSISDN
	externalID
	msd

	action
	actionStatus
	acn

	status
	actionStatus
	sus

	childResource
	All except execInstance, announced resource, management resources from firmware
	ch

	accessControlRule
	privileges, selfPrivileges
	acr

	accessControlOriginators
	accessControlRule
	acor

	accessControlOperations
	accessControlRule
	acop

	accessControlContexts
	accessControlRule
	acco

	accessControWindow
	accessControlContexts
	actw

	accessControlIpAddresses
	accessControlContexts
	acip

	ipv4Addresses
	accessControlIpAddress
	ipv4

	ipv6Addresses
	accessControlIpAddress
	ipv6

	accessControlLocationRegion
	accessControlContexts
	aclr

	countryCode
	accessControlLocationRegion
	accc

	circRegion
	accessControlLocationRegion
	accr

	name
	attribute, anyArgType, mgmtLinkRef, childResourceRef
	nm*

	value
	attribute
	val

	type
	anyArgType
	typ

	maxNrOfNotify
	rateLimit
	mnn

	timeWindow
	rateLimit
	tww

	scheduleEntry
	scheduleElement
	sce

	aggregatedNotification
	Request Primitive Content
	agn

	attributeList
	Request Primitive Content
	atrl

	aggregatedResponse
	Response Primitive Content
	agr

	resource
	Response Primitive Content
	rce

	URIList
	Response Primitive Content
	uril

	anyArg
	resetArgsType, rebootArgsType, uploadArgsType, downloadArgsType, softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType, execReqArgsListType
	any

	fileType
	downloadArgsType
	ftyp

	URI
	resourceWrapper
	uri

	URL
	downloadArgsType
	url*

	username
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	unm

	password
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	pwd

	filesize
	downloadArgsType
	fsi

	targetFile
	downloadArgsType
	tgf

	delaySeconds
	downloadArgsType
	dss

	successURL
	downloadArgsType
	surl

	startTime
	downloadArgsType
	stt

	completeTime
	downloadArgsType
	cpt

	UUID
	softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType,
	uuid

	executionEnvRef
	softwareInstallArgsType softawareUpdateArgsType, softwareUninstallArgsType,
	eer

	version
	softwareUninstallArgsType
	vr*

	reset
	execReqArgsListType
	rst

	reboot
	execReqArgsListType
	rbo*

	upload
	execReqArgsListType
	uld

	download
	execReqArgsListType
	dld

	softwareInstall
	execReqArgsListType
	swin

	softwareUpdate
	execReqArgsListType
	swup

	softwareUninstall
	execReqArgsListType
	swun

	tracingOption
	dekiveryMetaData
	tcop

	tracingInfo
	dekiveryMetaData
	tcin

	responseTypeValue
	responseTypeInfo
	rtv

	notificationURI
	responseTypeInfo
	Nu

	NOTE: * marked short names have been already assigned in attribute Table 8.2.3-1.


----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
7.3.3.17 Using Filter Criteria for identification of target resources
When the Filter Criteria primitive parameter is present in a request primitive, it shall be applied for identification of the applicable target resources of the respective operation. This may apply to Retrieve, Delete and Discovery operations as specified in clauses 7.3.3.6, 7.3.3.8 and 7.3.3.14, respectively.

The Filter Criteria primitive parameter defines conditions on resource attributes. Resources matching the conditions shall be selected as target of the operation. Table 7.3.3.17‑1 summarizes the various filter criteria and conditions. Each row in the table represents a different filter condition type. 

If multiple conditions of different type (i.e. different condition tags) are present in the Filter Criteria parameter, these shall be satisfied all to pass the overall combined filter condition, i.e. the combined condition shall be derived by applying Boolean AND operation across each individual condition. 

If multiple conditions of the same type (i.e. same condition tag) are present in the Filter Criteria parameter, these shall be combined by applying Boolean OR operation. This applies to condition tags labels, resourceType, contentType or attribute for multiplicity n > 1.
Table 7.3.3.17‑1: Summary on Filter conditions
	Condition Tag
	Multiplicity
	Targeted Resource Attribute
	Matching Condition

	createdBefore, 
	0..1
	creationTime
	creationTime < createdBefore, see clause 7.3.3.17.1

	createdAfter
	0..1
	
	createdAfter ≤ creationTime , see clause 7.3.3.17.1

	lastModifiedBefore 
	0..1
	lastModifiedTime
	lastModifiedTime < lastModifiedBefore, see clause 7.3.3.17.2

	lastModifiedAfter
	0..1
	
	lastModifiedAfter ≤ lastModifiedTime, see clause 7.3.3.17.2

	stateTagSmaller 
	0..1
	stateTag
	stateTagSmaller < stateTag, see clause 7.3.3.17.3

	stateTagBigger
	0..1
	
	stateTag ≤ stateTagBigger, see clause 7.3.3.17.3

	expireBefore 
	0..1
	expirationTime
	expirationTime < expireBefore, see clause 7.3.3.17.4

	expireAfter
	0..1
	
	expireAfter ≤ expirationTime , see clause 7.3.3.17.4

	labels
	0..n
	labels
	see clause 7.3.3.17.5

	resourceType
	0..n
	resourceType
	see clause 7.3.3.17.6

	sizeBelow
	0..1
	contentSize
	contentSize < sizeBelow, see clause 7.3.3.17.7

	sizeAbove
	0..1
	
	sizeAbove ≤ contentSize, see clause 7.3.3.17.7

	typeOfContent
	0..n
	contentInfo
	matched with typeOfContent component in contentInfo, see clause 7.3.3.17.8

	attribute
	0..n
	(variable)
	name and value of Filter Criteria attribute matches resource attribute, see clause 7.3.3.17.9

	limits
	0..1
	(not applicable)
	Constraint on maximum number of targeted resources, see clause 7.3.3.17.10

	filterUsage
	0..1
	(not applicable)
	Indicator specifying the use case of Filter Criteria parameters

	level
	0..1
	(not applicable)
	The maximum level of resource tree that the Hosting CSE shall perform the operation starting from the target resource(i.e., To parameter).

	offset
	0..1
	(not applicable)
	The level of the resource tree starting from the target resource.


7.3.3.17.1 Conditions on the creationTime attribute
The Filter Criteria elements createdBefore and createdAfter define a time interval which is tested against the creationTime attribute of the applicable resources. 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled: 

1) only createdBefore given in Filter Criteria: 
creationTime <  createdBefore
2) only createdAfter given in Filter Criteria:
createdAfter ≤ creationTime) 

3) both, createdBefore and createdAfter given in Filter Criteria: 
(createdAfter ≤ creationTime) AND (creationTime < createdBefore)
NOTE:  In case 3) the Filter Criteria will only generate a match if createdAfter < createdBefore.

7.3.3.17.2 Conditions on the lastModifiedTime attribute
The Filter Criteria elements lastModifiedBefore and lastModifiedAfter define a time interval which is tested against the lastModifiedTime attribute of the applicable resources. 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:  

4) only lastModifiedBefore given in Filter Criteria: 
lastModifiedTime <  lastModifiedBefore
5) only lastModifiedAfter given in Filter Criteria: 
lastModifiedAfter ≤ lastModifiedTime
6) both, lastModifiedBefore and lastModifiedAfter given in Filter Criteria: 
(lastModifiedAfter ≤ lastModifiedTime) AND (lastModifiedTime < lastModifiedBefore))

NOTE:  In case 3) the Filter Criteria will only generate a match if lastModifiedAfter < lastModifiedBefore.
7.3.3.17.3 Conditions on stateTag attribute

The Filter Criteria elements stateTagSmaller and stateTagBigger define a number range which is tested against the stateTag attribute of the applicable resources. 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:  

7) only stateTagSmaller given in Filter Criteria: 
stateTag <  stateTagSmaller
8) only stateTagBigger given in Filter Criteria: 
stateTagBigger ≤ stateTag
9) both, stateTagSmaller and stateTagBigger given in Filter Criteria:
(stateTagBigger ≤ stateTag) AND (stateTag < stateTagSmaller)

NOTE:  In case 3) the Filter Criteria will only generate a match if stateTagBigger < stateTagSmaller
7.3.3.17.4 Conditions on expirationTime attribute

The Filter Criteria elements expireBefore and expireAfter define a time interval which is tested against the expirationTime attribute of the applicable resources. 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:

10) only expireBefore given in Filter Criteria: 
expirationTime <  expireBefore
11) only expiredAfter given in Filter Criteria: 
expireAfter ≤ expirationTime
12) both, expireBefore and expireAfter given in Filter Criteria:
(expireAfter ≤ expirationTime) AND (expirationTime < expireBefore)

NOTE:  In case 3) the Filter Criteria will only generate a match if expireAfter < expireBefore.

7.3.3.17.5 Conditions on labels attribute

The Filter Criteria element labels defines a list of labels which is tested against the labels attribute of the applicable resource instances. 

This filter criterion shall be satisfied if any of the labels in Filter Criteria matches any of the labels in the respective resource attribute.

7.3.3.17.6 Conditions on resourceType attribute

The Filter Criteria element resourceType defines a list of resource types which is tested against the resourceType attribute of the resource. 

This filter criterion shall be satisfied if any of the numbers in the resourceType Filter Criteria element matches the resourceType attribute.

7.3.3.17.7 Conditions on contentSize attribute

The Filter Criteria elements sizeBelow and sizeAbove define a number range which is tested against the value of the contentSize attribute of applicable <contentInstance> resources. 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:  

13) only sizeBelow given in Filter Criteria: 
contentSize <  sizeBelow

14) only sizeAbove given in Filter Criteria: 
sizeAbove ≤ contentSize
15) both, sizeBelow and sizeAbove given in Filter Criteria:
(sizeAbove ≤ contentSize) AND (contentSize < sizeBelow)

NOTE:  In case 3) the Filter Criteria will only generate a match if sizeAbove < sizeBelow.

7.3.3.17.8 Conditions on typeOfContent of contentInfo attribute

The Filter Criteria element typeOfContent defines a string (or multiple such strings) which is compared against the contentInfo attribute of applicable <contentInstance> resources. 

One or multiple such typeOfContent elements may be included in the Filter Criteria parameter. 

This filter criterion shall be satisfied if any of the typeOfContent elements in Filter Criteria matches the typeOfContent part of the contentInfo attribute in a <contentInstance> resource.

7.3.3.17.9 Conditions on attribute name and value pairs

The Filter Criteria elements attribute defines one or more pairs (attribute/name, attribute/value, see clause 6.3.4.8) that are compared against all applicable resource representations which include a resource attribute with a name as given in 'attribute/name'.

This filter criterion shall be satisfied if any of the attribute elements in the Filter Criteria parameter matches both, attribute/name and attribute/value in any applicable resource representation.

Attribute names used in any of the above specific conditions shall be omitted from this attribute name and value pair condition, i.e. the following attributes shall not be used for this condition as it may conflict with the explicit criteria defined for those attributes: creationTime, lastModifiedTime, stateTag, expirationTime, labels, resourceType, contentSize and contentInfo. 
7.3.3.17.10 Constraint on number of retrieved resources by limit element

The limit element of the Filter Criteria parameter does not represent a filter condition. It imposes a limit on the number of resources that should be retrieved with the given Retrieve request primitive.

The number of resources retrieved with the request primitive (and to be included into the corresponding response primitive) shall not exceed the number indicated in the limit element of the Filter Criteria parameter.

7.3.3.17.11 Filter Usage request parameter

The filterUsage element of the Filter Criteria parameter does not represent a filter condition. It indicates how the Filter Criteria parameter shall be used. If this parameter is not provided, the Retrieve request primitive which includes this element triggers a generic retrieve operation. The data type of filterUsage is defined in clause 6.3.4.2.31.
7.3.3.17.12 Constraint on level of retrieved or discovered resources
The Filter Criteria element level defines the maximum level of resource tree that the Hosting CSE shall perform the operation starting from the target resource(i.e., To parameter). This shall only be appiled for Retrieve operation. The level of the target resource itself is zero and the level of the direct children of the target is one.
The resource tree level of resources retrieved or discovered shall not exceed the level specified in the filterCriteria.
7.3.3.17.13 Conditions on starting point of subsequent retrival or discovery
The Filter Criteria element offset indicates the starting point where Hosting CSE continues performing the operation. The response to the previous operation may contain partial content with offset value. Then an Originator, in the subsequent operation, may include the offset element to get remaining contents in the Hosting CSE.
----------------------- End of change 3 -----------------------
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