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Introduction
<Provide an introduction containing the problem(s) being solved, and a summary list of proposals.  Discuss any risk of breaking backwards compatibility with last published version of the impacted TS.>
-----------------------Start of change 1-------------------------------------------
5.2. Binding Overview
WebSocket binding may be employed for communication between any two endpoints which can be connected over the Mca, Mcc or Mcc’ interface reference points supported by the oneM2M Architecture as shown in figure 6.1-1 of oneM2M TS-0001 [2].

When using the WebSocket protocol, one communication endpoint shall act as the WebSocket server. The WebSocket server listens for inbound handshake messages arriving from any Websocket client to which a WebSocket connection is not yet established. Whether a communication endpoint takes the role of the client or the server shall depend on the registration relationship between the communicating entities as follows: the registree shall always use a WebSocket client, while the associated registrar shall always use a WebSocket server on the respective reference point. 

This implies that ADN and ASN always take the role of a WebSocket client when WebSocket binding is employed. An MN-CSE uses a WebSocket server to communicate with its registrees and a WebSocket client to communicate with its own registrar (which can be another MN-CSE or an IN-CSE). 

The IN-CSE provides a WebSocket server functionality to communicate with all its registrees, i.e. within a service provider’s domain.  On the Mcc’ reference points, i.e. for communication between IN-CSEs of different Service Provider domains, the IN-CSE shall provide both WebSocket client and server functionality. This enables any IN-CSE to open a WebSocket connection to any IN-CSE of another Service Provider’s domain.

Figure 4.2-1 shows some applicable example system configuration. 



[image: image1]
There exists a maximum of one WebSocket connection between two nodes. A WebSocket connection is established for the first time when the initial registration procedure of an entity to its registrar is performed. On an established WebSocket connection, request and response primitives can be exchanged in both directions. Any connection may be closed by either the WebSocket client or the server, depending on the communication schedule of either entity. However, the connection can be reopened from the client side only.  Due to this constraint ,  connection close capacity is  provided to server only as it can’t initiate or reopen a new connection.
If the connection is closed temporarily, it  shall be reopened when the next request primitive is sent from the client to the server side, or when the time to become reachable configured at <schedule> resource. If the WebSocket connection with the next-hop entity is not opened, and the WebSocket connection cannot be established due to lack of pointOfAccess address for the entity, a sending CSE shall buffer primitives which should be sent to the entity until the connection is reopened or their expiration time is reached.
Editor’s note: buffering should be handled by the service layer (i.e. CSE) and this feature should apply independent of the binding protocol and be properly specified in oneM2M TS-0001[2]. Therefore we should consider to remove mentioning of buffering in this document.
Figure 4.2-2 shows an example message flow for a scenario where an ADN-AE registers to its registrar MN-CSE using an unsecured TCP connection without proxy and then continues exchanging non-registration request and response primitives.
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1) The ADN-AE wants to register to its registrar MN-CSE. If a WebSocket connection does not exist, it is established by the following steps 2) and 3). It is assumed that the ADN-AE knows the point of access (i.e. WebSocket URI specified in IETF RFC6455[1]) under which the registrar CSE can be reached with WebSocket binding. 

2) The WebSocket client shall open handshake to the server with subprotocol name 'oneM2M-pro-v1.0' following IETF RFC6455 [1]. 
If the server can be reached under the WebSocket URI ws://example.net:9000/, the client handshake may look like as follows:

GET / HTTP/1.1

Host: mncse1234.net:9000

Upgrade: WebSocket

Connection: Upgrade

Sec-WebSocket-Key: ud63env87LQLd4uIV20/oQ==
Sec-WebSocket-Protocol: oneM2M-pro-v1.0

Sec-WebSocket-Version: 13

3) The WebSocket server shall reply with a handshake to the client. In the successful case, the status-line of this HTTP response may like following:

Request-Version:  HTTP/1.1

Status-Code: 101

Response-Phrase: Switching Protocols

Upgrade: WebSocket

Connection: Upgrade

Sec-WebSocket-Protocol: oneM2M-pro-v1.0

Sec-WebSocket-Accept: FuSSKANnI7C/6/FrPMt70mfBY8E=

4) The ADN-AE shall issue a registration request primitive. The request primitive may e.g. look as follows as JSON-serialized representation:

{“m2m:rqp”:{"op":"1","to":"//example.net/mncse1234","ri":"A1234","pc":{"m2m:ae":{"api":“a56”, “apn”:”app1234”,“poa”:””,“rr”:”true”}},"ty": 2}}

5) WebSocket Binding process, which transforms single oneM2M primitive message into one or more data frames of the WebSocket Framing protocol, as specified in IETF RFC6455 [2]. When transmitting a JSON-serialized primitive in utf-8 text format, the 4-bit opcode in the WebSocket Base Framing Protocol shall be set to x1 (“text frame”). 

6) The WebSocket message (consisting of one or more frames) shall be sent to the WS server.

7) The original request primitive shall be  unpacked from the WebSocket frame by the WS server.

8) The request primitive shall be delivered to the MN-CSE. 

9) The MN-CSE shall perform the receiver side operations of AE registration as specified in oneM2M TS-0001[2].
10) The response primitive shall be issued to the WebSocket server.

11) WebSocket binding process for the response primitive shall be performed.

12) The WebSocket message (consisting of one or more frames) shall be sent to the client.

13) The response primitive shall be unpacked. 

14) The response primitive shall be delivered to the ADN-AE.

15) After successful completion of AE registration any other CRUDN requests and response primitives can be exchanged over the existing WebSocket connection in both directions. If the AND-AE has no other requests to send, the WebSocket connection close  request generated to server . Then , server will close connection is it has no pending requests. The server also sets resource <schedule> so as to direct client ot reopen connection at specified state.  When the WebSocket connection is reopened later, the registration procedure as outlined in steps 4 to 14 is omitted. In this case any non-registration request primitives can be sent directly.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.3. Closing WebSocket connection

Compliant with section 7 of [RFC6455] a WebSocket connection shall be closed by sending a Connection Close Frame (opcode x8). Both, client and server may initiate a closing handshake of an existing WebSocket connection at any time but in order to provide un-interrupted bi-directional communication closing handshake is  initiated from server side.

WebSocket connections should be kept open for as long as possible considering any given constraints due to communication policies and power saving requirements. Unless communication policies enforce the closing of network access, it is left to implementation to decide when exactly the closing of a WebSocket shall be triggered. However, the further requirements and recommendations specified in clause 5.5 apply.
-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST
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Figure 4.2-1: Example scenarios of WebSocket client and server configurations
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Figure 4.2-2: Example message flow with Websocket binding
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