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Introduction
This is a draft version of TS-0004 CR which adds security-related primitive parameters. Purpose of this initial revision is primarily for first review in SEC WG. An update will be provided for further discussion in PRO WG.
R01

· This CR may need some aligning with other contributinos

· PRO-2016-0143R02-Token_Based_Access_Control_Stage3
· PRO-2016-0179-notification_for_security_R2
· PRO-2016-0180-R2_security_related_type_definitions
· Technical Changes

· Added 
· m2m:dynAuthTokenReqInfo: Used in  Token Request Information primitive parameter.
· m2m:dynAuthTokenInfo: Used for Token Information provided by a Dynamic Authorization Server to an Originator as part of the “Process Token in Process Token Request Information” in clause 7.3.1.Y see contribution “CR TS-0004 R2 DynAuthz gen proc and common ops”
· m2m:dynAuthTokenResponse: Used in Token Response sent from a Dynamic Authorization Server to an Originator as described in clause 7.3.1.Y “Process Token Request Information”.

· Added m2m:dynAuthJWT to Table 6.3.3-1
· Updated Tables in clause 6.4. “Message parameter data types”.
R02 Delta to R01
· Editorial

· For primitive parameter names, separated words with space “ “ to align with general practice.

· TokenIDs becomes Token IDs
· LocalTokenIDs becomes Local Token IDs
· Technical

· roleIDs removed from m2m:dynAuthTokenSummary
· other changes suggested by PRO

· Changes to “8.2.5 Complex data types members” NOT REVIEWED IN PRO
Add the following row to Table 6.3.3-1
-----------------------Start of change 0a (clause 6.3.3)---------------

	m2m:dynAuthJWT
	JSON Web Token  (JWT), which uses either JSON Web Encryption (JWE)  Compact Serialization JSON Web Signature (JWS)  Compact Serialization
	See m2m:e2eCompactJWE and m2m:e2eCompactJWS
	Defined as xs:union of m2m:e2eCompactJWE and m2m:e2eCompactJWS


-----------------------End of change 0a (clause 6.3.3)---------------

-----------------------Start of change 1a (new complex data type)------------------

6.5.3.y m2m:dynAuthlocalTokenIdAssignments
Used for Assigned Token Identifiers parameter of a response primitive.
Table 6.5.3.y‑1: Type Definition of m2m:dynAuthlocalTokenIdAssignments
	Element Path
	Element Data Type 
	Multiplicity
	Note

	localTokenIdAssignment
	anonymous
	1..n
	

	localTokenIdAssignment/localTokenID
	xs:NCName
	1
	

	localTokenIdAssignment/tokenID
	m2m:tokenID
	1
	


-----------------------End of change 1a-------------------------------------------

-----------------------Start of change 1b (new complex data type)------------------

6.3.5.A
m2m:dynAuthTokenSummary
Used for Token Summary provided by a Dynamic Authorization Server to an Originator as part of the “Process Token Request Information” in clause 7.3.1.Y.
Table 6.3.5.A‑1: Type Definition of m2m:dynAuthTokenSummary
	Element Path
	Element Data Type 
	Multiplicity
	Note

	tokenID
	m2m:tokenID
	1
	

	notBefore
	m2m:timestamp
	1
	

	notAfter
	m2m:timestamp
	1
	

	tokenName
	xs:string
	0..1
	Human readable

	audience
	list of m2m:ID
	0..1
	

	
	
	
	


-----------------------End of change 1b -------------------------------------------

-----------------------Start of change 1c (new complex data type)------------------

6.3.5.B
m2m:dynAuthTokenReqInfo
Used in  Token Request Information primitive parameter.
Table 6.3.5.B‑1: Type Definition of m2m: dynAuthTokenReqInfoElement
	Element Path
	Element Data Type 
	Multiplicity
	Note

	dasInfo
	anonymous
	1..n
	

	dasInfo/uri
	xs:anyURI
	1
	Dynamic Authorization Server URI

	
	
	
	

	dasInfo/dasRequest
	m2m:dynAuthDASRequest
	0..1
	Information to send to the DAS

	dasInfo/securedDASRequest
	m2m:dynAuthJWT
	0..1
	Secured Information to send to the DAS


-----------------------End of change 1c -------------------------------------------





	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



6.4 Message parameter data types

6.4.1 Request primitive parameter data types

The data types of request primitive parameters are specified in this clause.

Detailed request primitive parameter descriptions and usage can be found in clause 8.1.2 of the oneM2M TS-0001 [6]. Further details on the representation of primitives are specified in clauses 7.2.1.1 and 8.
Table 6.4.1‑1: Data Types for Request primitive parameters
	Primitive Parameter
	Data Type
	Multiplicity
	Defualt ValueDefault HandlingNOTE 2
	Note

	Operation
	m2m:operation
	1
	Not applicable
	See clause 6.3.4.2.5

	To
	xs:anyURI
	1
	Not applicable
	

	From
	m2m:ID
	0..1
	Not applicable
	See clause 6.3.3
Also see NOTE 2 below.

	Request Identifier
	m2m:requestID
	1
	Not applicable
	See clause 6.3.3

	Resource Type
	m2m:resourceType
	0..1
	No default
	See clause 6.3.4.2.1

	
	
	
	
	

	Content
	m2m:primitiveContent
	0..1
	No default
	 See clause 6.3.5.4

	Role
	xs:anyType

See Note 
	0..1
	
	The Role optional parameter is required when role based access control is applied. It shall be used by the Receiver to check the Access Control privileges of the Originator. As described in oneM2M TS 0003 [7], clause 7.1.2. 
The use  of this parameter is reserved  for future use. The exact data type Is TBD in this release

	Originating Timestamp
	m2m:timestamp
	0..1
	No default
	

	Request Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	"Result Expiration Timestamp" shall be later than "Request Message Expiration Timestamp"

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Operation Execution Time
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Response Type
	m2m:responseTypeInfo
	0..1
	Use 'blockingRequest'
	See clause 6.3.5.29

	Result Persistence
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Result Content
	m2m:resultContent
	0..1
	Use 'attributes'
	See clause 6.3.4.2.7

	Event Category
	m2m:eventCat
	0..1
	No default
	See clause 6.3.3

	Delivery Aggregation
	xs:boolean
	0..1
	Can be given by CMDH policy (Annex D.12), otherwise FALSE
	

	Group Request Identifier
	xs:string
	0..1
	No default
	

	Filter Criteria
	m2m:filterCriteria
	0..1
	No default
	See clause 6.3.5.7

	Discovery Result Type
	m2m:discResType
	0..1
	Use 'structured'
	See clause 6.3.4.2.8

	
	
	
	
	

	
	
	
	
	

	LocalTokenIDs
	List of xs:NCName
	0..1
	No default
	

	Token Request Indicator
	xs:boolean
	0..1
	No default
	

	NOTE 1: Default handling is the request handling procedure on a Transit/Hosting CSE when the request parameter is not included in a request primitive. This is not applicable for mandatory parameters which are marked as 'M' in Table 7.1.1.1 1.
NOTE 2: From parameter shall be present for all requests except for AE CREATE where it is optional.


6.4.2 Response primitive parameter data types

The data types of response primitive parameters are specified in this clause.

Detailed response message parameter descriptions and usage can be found in clause 8.1.3 of  TS-0001 [6]. Further details on the representation of primitives are specified in clauses 7.1.1.1 and 8.
Table 6.4.2‑1: Data Types for Response primitive parameters
	Primitive Parameter
	Data Type
	Multiplicity
	Note

	Response Status Code
	m2m:responseStatusCode
	1
	See clause 6.3.4.2.9

	Request Identifier
	m2m:requestID
	1
	See clause 6.3.3

	Content
	m2m:primitiveContent
	0..1
	See clause 6.3.5.4

	To
	m2m:ID  
	0..1
	See clause 6.3.3

	From
	m2m:ID
	0..1
	

	Originating Timestamp
	m2m:timestamp
	0..1
	See Table 6.3.3‑1

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	See Table 6.3.3‑1

	Event Category
	m2m:eventCat
	0..1
	See clause 6.3.3

	Assigned Token Identifiers
	m2m:dynAuthLocalTokenIdAssignments
	0..1
	See clause 6.3.5.y

	Token Request Information
	m2m:dynAuthTokenReqInfo
	0..1
	See clause 6.3.5.B


-----------------------End of change 2 -------------------------------------------

-----------------------Start of change 3 -----------------------------------------

8.2.2 Primitive parameters

In protocol bindings primitive parameter names shall be translated into short names of Table 8.2.2‑1.

Table 8.2.2‑1: Primitive parameter short names

	Parameter Name
	XSD long name
	Occurs in
	Short Name

	Operation
	operation
	Request
	op

	To
	to
	Request, Response
	to

	From
	from
	Request, Response
	fr

	Request Identifier
	requestIdentifier
	Request, Response
	rqi

	Resource Type
	resourceType
	Request
	ty

	
	
	
	

	Content
	primitiveContent 
	Request, Response
	pc

	Role
	role
	Request
	rol

	Originating Timestamp
	originatingTimestamp
	Request, Response
	ot

	Request Expiration Timestamp
	requestExpirationTimestamp
	Request
	rqet

	Result Expiration Timestamp
	resultExpirationTimestamp
	Request, Response
	rset

	Operation Execution Time
	operationExecutionTime
	Request
	oet

	Response Type
	responseType
	Request
	rt

	Result Persistence
	resultPersistence
	Request
	rp

	Result Content
	resultContent
	Request
	rcn

	Event Category
	eventCategory
	Request, Response
	ec

	Delivery Aggregation
	deliveryAggregation
	Request
	da

	Group Request Identifier
	groupRequestIdentifier
	Request
	gid

	Filter Criteria
	filterCriteria
	Request
	fc

	Discovery Result Type
	discoveryResultType
	Request
	drt

	Response Status Code
	responseStatusCode
	Response
	rsc

	Token Request Indicator
	tokenReqIndicator
	Request
	tqi

	
	
	
	

	
	
	
	

	Local Token IDs
	localTokenIDs
	Request
	lti

	Assigned Token Identifiers
	assignedTokenIdentifiers
	Response
	ati

	Token Request Information
	tokenReqInfo
	Response
	tqf


-----------------------End of change 3 -------------------------------------------

-----------------------Start of change 4 -------------------------------------------

8.2.5 Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	createdBefore
	filterCriteria, eventNotificationCriteria
	crb

	createdAfter
	filterCriteria, eventNotificationCriteria
	cra

	modifiedSince
	filterCriteria, eventNotificationCriteria
	ms

	unmodifiedSince
	filterCriteria, eventNotificationCriteria
	us

	stateTagSmaller
	filterCriteria, eventNotificationCriteria
	sts

	stateTagBigger
	filterCriteria, eventNotificationCriteria
	stb

	expireBefore
	filterCriteria, eventNotificationCriteria
	exb

	expireAfter
	filterCriteria, eventNotificationCriteria
	exa

	labels
	filterCriteria, eventNotificationCriteria
	lbl *

	resourceType
	filterCriteria
	ty *

	sizeAbove
	filterCriteria, eventNotificationCriteria
	sza

	sizeBelow
	filterCriteria, eventNotificationCriteriay
	szb

	contentType
	filterCriteria
	cty

	limit
	filterCriteria
	lim

	attribute
	filterCriteria, eventNotificationCriteria
	atr

	notificationEventType
	eventNotificationCriteria
	net

	operationMonitor
	eventNotificationCriteria, notificationEvent
	om

	representation
	notificationEvent
	rep

	filterUsage
	filterCriteria
	fu

	eventCatType
	eventCat
	ect

	eventCatNo
	eventCat
	ecn

	number
	batchNotify
	num

	duration
	batchNotify
	dur

	notification
	aggregatedNotification, 
Request Primitive Content
	sgn

	notificationEvent
	notification
	nev

	verificationRequest
	notification
	vrq

	subscriptionDeletion
	notification
	sud

	subscriptionReference
	notification
	sur

	creator
	notification
	cr*

	notificationForwardingURI
	notification
	nfu*

	operation
	operationMonitor
	op*

	originator
	operationMonitor
	or*

	accessId
	externalID
	aci

	MSISDN
	externalID
	msd

	action
	actionStatus
	acn

	status
	actionStatus
	sus

	childResource
	All except execInstance, announced resource, management resources from firmware
	ch

	accessControlRule
	privileges, selfPrivileges
	acr

	accessControlOriginators
	accessControlRule
	acor

	accessControlOperations
	accessControlRule
	acop

	accessControlContexts
	accessControlRule
	acco

	accessControWindow
	accessControlContexts
	actw

	accessControlIpAddresses
	accessControlContexts
	acip

	ipv4Addresses
	accessControlIpAddress
	ipv4

	ipv6Addresses
	accessControlIpAddress
	ipv6

	accessControlLocationRegion
	accessControlContexts
	aclr

	countryCode
	accessControlLocationRegion
	accc

	circRegion
	accessControlLocationRegion
	accr

	name
	attribute, anyArgType, mgmtLinkRef, childResourceRef
	nm*

	value
	attribute
	val

	type
	anyArgType
	typ

	maxNrOfNotify
	rateLimit
	mnn

	timeWindow
	rateLimit
	tww

	scheduleEntry
	scheduleElement
	sce

	aggregatedNotification
	Request Primitive Content
	agn

	attributeList
	Request Primitive Content
	atrl

	aggregatedResponse
	Response Primitive Content
	agr

	resource
	Response Primitive Content
	rce

	URIList
	Response Primitive Content
	uril

	anyArg
	resetArgsType, rebootArgsType, uploadArgsType, downloadArgsType, softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType, execReqArgsListType
	any

	fileType
	downloadArgsType
	ftyp

	URI
	resourceWrapper, dynAuthTokenReqInfo
	uri

	URL
	downloadArgsType
	url*

	username
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	unm

	password
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	pwd

	filesize
	downloadArgsType
	fsi

	targetFile
	downloadArgsType
	tgf

	delaySeconds
	downloadArgsType
	dss

	successURL
	downloadArgsType
	surl

	startTime
	downloadArgsType
	stt

	completeTime
	downloadArgsType
	cpt

	UUID
	softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType,
	uuid

	executionEnvRef
	softwareInstallArgsType softawareUpdateArgsType, softwareUninstallArgsType,
	eer

	version
	softwareUninstallArgsType
	vr*

	reset
	execReqArgsListType
	rst

	reboot
	execReqArgsListType
	rbo*

	upload
	execReqArgsListType
	uld

	download
	execReqArgsListType
	dld

	softwareInstall
	execReqArgsListType
	swin

	softwareUpdate
	execReqArgsListType
	swup

	softwareUninstall
	execReqArgsListType
	swun

	tracingOption
	dekiveryMetaData
	tcop

	tracingInfo
	dekiveryMetaData
	tcin

	responseTypeValue
	responseTypeInfo
	rtv

	notificationURI
	responseTypeInfo
	Nu

	localTokenId
	dynAuthLocalTokenIdAssignment
	lti

	
	
	

	
	
	

	dasRequest
	dynAuthTokenReqInfo
	daq

	NOTE: * marked short names have been already assigned in attribute Table 8.2.3-1.


Editor’s note: Please add “dynAuthLocalTokenIdAssignment” to the “Occurs in” column for “tokenId” member name. 

-----------------------End of change 4 -------------------------------------------

�Move to SEC
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