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Introduction
This CR defines data types needed for end-to-end security features
R01: Added some data type definitions that were previously proposed for addition to TS-0003 (Security Solutions) in SEC-2016-0099R01-CR_TS-0003_R2_ESPrim_Stage_3.

R02: Changes following PRO feedback. Includes
· Changing enumeration values in table 6.3.4.2.28-1 to have integer format.

· Adding SUID for use of certificates to table 6.3.4.2.c-1 includes update to NOTE in 6.3.4.2.c

· Added short names for attributes (Table 8.2.3-5) and complex data type members (Table 8.2.5-1). There is no impact on primitive parameters or resource types.
R03 to R02 delta

· Added esprimPoA and esprimRandPoA element of e2eSecInfo. CRs to TS-0001 and TS-0004 have been updated to align with this change.
R04 to R03 delta

· Corrected short name "eerp” ( “esrp” to align with format “es*” used for other end-to-end security short names

· Changes to m2m:encoding type are removed due to potential concerns. A separate CR will be provided.

Add the following row to Table 6.3.3.-1
-----------------------Start of change 0a (clause 6.3.3)---------------

.

-----------------------End of change 0a ---------------

-----------------------Start of change 0b ---------------
6.2.1.1.1 m2m:encodingType

Used for describing encoding type which is applied on the content attribute of the contentInstance resource.
Table 6.3.4.2.28‑1: Interpretation of encodingType
	Value
	Interpretation
	Note

	0
	Plain - no transfer encoding is applied
	

	1
	base64 encoding (see [9]) is applied on string data 
	

	2
	base64 encoding (see [9]) is applied on binary data
	

	


-----------------------End of change 0a ---------------

-----------------------Start of change 1a (new enumerated data type)---------------

-----------------------End of change 1a-------------------------------------------

-----------------------Start of change 1b  (new enumerated data type)---------------

-----------------------End of change 1b-------------------------------------------
-----------------------Start of change 1c  (new enumerated data type)---------------

-----------------------End of change 1c-------------------------------------------
-----------------------Start of change 1d  (new enumerated data type)-------------End of change 1d-------------------------------------------
-----------------------Start of change 1e  (new enumerated data type)------

-----------------------Start of change 2a (new complex data type)------------------

-----------------------End of change 2a-------------------------------------------

-----------------------Start of change 2b (new complex data types)------------------

-----------------------End of change2b -------------------------------------------

-----------------------Start of change 2c (new complex data type)------------------

-----------------------End of change 2d-------------------------------------------

-----------------------Start of change 3a (clause 7.4.3.1)------------------------------

Table 7.4.3.1‑2: Resource Specific Attributes of <CSEBase> resource
	Attribute Name
	Data Type
	Default Value and Constraints

	
	
	

	cseType
	m2m:cseTypeID
	No default

	CSE-ID
	m2m:ID
	No default

	supportedResourceType
	list of m2m:resourceType
	No default

	pointOfAccess
	m2m:poaList
	No default

	nodeLink
	xs:anyURI
	No default


-----------------------End of change 2d-------------------------------------------

-----------------------Start of change 3b (clause 7.4.3.1)------------------------------

Table 7.4.4.1‑3: Resource Specific Attributes of <remoteCSE> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	cseType
	O
	NP
	m2m:cseTypeID
	No default

	pointOfAccess
	O
	O
	m2m:poaList
	No default

	CSEBase
	M
	NP
	xs:anyURI
	No default

	CSE-ID
	M
	NP
	m2m:ID
	No default

	M2M-Ext-ID
	O
	O
	m2m:externalID 
	No default

	Trigger-Recipient-ID
	O
	O
	m2m:triggerRecipientID
	No default

	requestReachability
	M
	O
	xs:boolean
	No default

	nodeLink
	O
	O
	xs:anyURI
	No default


-----------------------End of change 3b-------------------------------------------

-----------------------Start of change 3c (clause 7.4.3.1)------------------------------

Table 7.4.5.1‑3: Resource Specific Attributes of <AE> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	appName
	O
	O
	xs:string
	No default

	App-ID
	M
	NP
	xs:string
	No default

	AE-ID
	NP
	NP
	m2m:ID
	No default

	pointOfAccess
	O
	O
	m2m:poaList
	No default

	ontologyRef
	O
	O
	xs:anyURI
	No default

	nodeLink
	NP
	NP
	xs:anyURI
	No default

	requestReachability
	M
	O
	xs:boolean
	No default

	contentSerialization
	O
	O
	m2m:serializations
	No default


-----------------------End of change 3c-------------------------------------------

-----------------------Start of change 4a -------------------------------------------

Table 8.2.3‑5: Resource attribute short names (5/5)

	Attribute Name
	Occurs in
	Short Name

	minReqVolume
	cmdhNwAccessRule
	mrv

	backOffParameters
	cmdhNwAccessRule
	bop

	otherConditions
	cmdhNwAccessRule
	ohc

	maxBufferSize
	cmdhBuffer
	mbfs

	storagePriority
	cmdhBuffer
	sgp

	applicableCredIDs
	serviceSubscribedAppRule
	apci

	allowedApp-IDs
	serviceSubscribedAppRule
	aai

	allowedAEs
	serviceSubscribedAppRule
	aae

	notificationTargetURI
	notificationTargetMgmtPolicyRef
	ntu

	notificationlPolicyID
	notificationTargetMgmtPolicyRef
	npi

	action
	notificationTargetPolicy
	ac

	policyLabel
	notificationTargetPolicy
	plbl

	rulesRelationship
	notificationTargetPolicy
	rrs

	creator
	notificationTargetPolicy
	cr

	deletionRules
	policyDeletionRules
	dr

	deletionRulesRelation
	policyDeletionRules
	drr

	dynamicAuthorizationConsultationIDs
	All resources having an accessControlPolicyID attribute
	daci

	dynamicAuthorizationEnabled
	dynamicAuthorizationConsultation
	dae

	dynamicAuthorizationPoA
	dynamicAuthorizationConsultation
	dap

	dynamicAuthorizationLifetime
	dynamicAuthorizationConsultation
	dal

	
	
	

	NOTE: Marked short names have been already assigned in Table 8.2.2-1.


-----------------------End of change 4a-------------------------------------------

-----------------------Start of change 4b -------------------------------------------

8.2.5 Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	createdBefore
	filterCriteria, eventNotificationCriteria
	crb

	createdAfter
	filterCriteria, eventNotificationCriteria
	cra

	modifiedSince
	filterCriteria, eventNotificationCriteria
	ms

	unmodifiedSince
	filterCriteria, eventNotificationCriteria
	us

	stateTagSmaller
	filterCriteria, eventNotificationCriteria
	sts

	stateTagBigger
	filterCriteria, eventNotificationCriteria
	stb

	expireBefore
	filterCriteria, eventNotificationCriteria
	exb

	expireAfter
	filterCriteria, eventNotificationCriteria
	exa

	labels
	filterCriteria, eventNotificationCriteria
	lbl *

	resourceType
	filterCriteria
	ty *

	sizeAbove
	filterCriteria, eventNotificationCriteria
	sza

	sizeBelow
	filterCriteria, eventNotificationCriteriay
	szb

	contentType
	filterCriteria
	cty

	limit
	filterCriteria
	lim

	attribute
	filterCriteria, eventNotificationCriteria
	atr

	notificationEventType
	eventNotificationCriteria
	net

	operationMonitor
	eventNotificationCriteria, notificationEvent
	om

	representation
	notificationEvent
	rep

	filterUsage
	filterCriteria
	fu

	eventCatType
	eventCat
	ect

	eventCatNo
	eventCat
	ecn

	number
	batchNotify
	num

	duration
	batchNotify
	dur

	notification
	aggregatedNotification, 
Request Primitive Content
	sgn

	notificationEvent
	notification
	nev

	verificationRequest
	notification
	vrq

	subscriptionDeletion
	notification
	sud

	subscriptionReference
	notification
	sur

	creator
	notification
	cr*

	notificationForwardingURI
	notification
	nfu*

	operation
	operationMonitor
	op*

	originator
	operationMonitor
	or*

	accessId
	externalID
	aci

	MSISDN
	externalID
	msd

	action
	actionStatus
	acn

	status
	actionStatus
	sus

	childResource
	All except execInstance, announced resource, management resources from firmware
	ch

	accessControlRule
	privileges, selfPrivileges
	acr

	accessControlOriginators
	accessControlRule
	acor

	accessControlOperations
	accessControlRule
	acop

	accessControlContexts
	accessControlRule
	acco

	accessControWindow
	accessControlContexts
	actw

	accessControlIpAddresses
	accessControlContexts
	acip

	ipv4Addresses
	accessControlIpAddress
	ipv4

	ipv6Addresses
	accessControlIpAddress
	ipv6

	accessControlLocationRegion
	accessControlContexts
	aclr

	countryCode
	accessControlLocationRegion
	accc

	circRegion
	accessControlLocationRegion
	accr

	name
	attribute, anyArgType, mgmtLinkRef, childResourceRef
	nm*

	value
	attribute
	val

	type
	anyArgType
	typ

	maxNrOfNotify
	rateLimit
	mnn

	timeWindow
	rateLimit
	tww

	scheduleEntry
	scheduleElement
	sce

	aggregatedNotification
	Request Primitive Content
	agn

	attributeList
	Request Primitive Content
	atrl

	aggregatedResponse
	Response Primitive Content
	agr

	resource
	Response Primitive Content
	rce

	URIList
	Response Primitive Content
	uril

	anyArg
	resetArgsType, rebootArgsType, uploadArgsType, downloadArgsType, softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType, execReqArgsListType
	any

	fileType
	downloadArgsType
	ftyp

	URI
	resourceWrapper
	uri

	URL
	downloadArgsType
	url*

	username
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	unm

	password
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	pwd

	filesize
	downloadArgsType
	fsi

	targetFile
	downloadArgsType
	tgf

	delaySeconds
	downloadArgsType
	dss

	successURL
	downloadArgsType
	surl

	startTime
	downloadArgsType
	stt

	completeTime
	downloadArgsType
	cpt

	UUID
	softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType,
	uuid

	executionEnvRef
	softwareInstallArgsType softawareUpdateArgsType, softwareUninstallArgsType,
	eer

	version
	softwareUninstallArgsType
	vr*

	reset
	execReqArgsListType
	rst

	reboot
	execReqArgsListType
	rbo*

	upload
	execReqArgsListType
	uld

	download
	execReqArgsListType
	dld

	softwareInstall
	execReqArgsListType
	swin

	softwareUpdate
	execReqArgsListType
	swup

	softwareUninstall
	execReqArgsListType
	swun

	tracingOption
	dekiveryMetaData
	tcop

	tracingInfo
	dekiveryMetaData
	tcin

	responseTypeValue
	responseTypeInfo
	rtv

	notificationURI
	responseTypeInfo
	Nu

	NOTE: * marked short names have been already assigned in attribute Table 8.2.3-1.


-----------------------End of change 4b -------------------------------------------

------------Add the following informative references to clause 2.2  -------------

------------End of changes  to clause 2.2  -------------

------------Add the following informative references to clause 2.2  -------------

------------End of changes  to clause 2.2  -------------
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