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Introduction
This CR specifies how the End-to-End Security of Primitives (ESPrim) feature uses the NOTIFY to obtain an receiverESPRimRandObject from a Receiver.
----------------------- Start of change 1---------------

7.5.1.2.x Notification for receiverESPRimRandObject Retrieval
Originator:

When the Originator is triggered to perform receiverESPRimRandObject Retrieval as part of establishing sessionESPrimKey with a Receiver, it performs the following steps in order:

1) Configure the To parameter with the address of the Receiver.  
2) Configure the From parameter with the ID of the Originator. 
3) The securityInfoType element of the securtyInfo element of the notification data shall be configured as “3” (receiverESPRimRandObject Request) in the Notify request primitive
4) The Originator shall send the notification request for dynamic authorization to the targeted Receiver. 
Receiver: 

When a Receiver receives a notification request, it processes the securityInfoType element of the securtyInfo element and determines that the notification is for receiverESPRimRandObject Retrieval. The Receiver generates an receiverESPRimRandObject as specified in TS-0003 [7]. Then it sends a notification response to the Originator, with the securtyInfo element containing the following elements

· The securityInfoType element shall be configured as “4” (receiverESPRimRandObject Response) in the Notify request primitive
· The esprimRandObject shall contain the receiverESPRimRandObject.
.  When a Hosting CSE receives a notification response for dynamic authorization, it performs the following steps in order:

1) The Originator shall verify that the securityInfoType element of the securtyInfo element of the notification is as configured as “4” (receiverESPRimRandObject Response).  
2)  The Hosting CSE shall check whether the securtyInfo element contains an esprimRandObject element.  If it does, the Originator shall use the receiverESPRimRandObject in esprimRandObject element in the generation of sessionESPrimKey.
----------------------- End of change 1 -------------

© 2016 oneM2M Partners
                                                                                                   Page 2 (of 2)



[image: image1.png]