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Introduction
This CR specifies how the End-to-End Security of Primitives (ESPrim) feature uses the NOTIFY to exchange ESPrim objects with a Receiver.
----------------------- Start of change 1---------------

7.5.1.2.x Notification for End-to-End Security of Primitives (ESPrim)
Introduction. The End-to-End Security of Primitives (ESPrim) provides end-to-end protection of a Request primitive and corresponding Response primitives (called the inner request primitive and inner response primitive) by encrypting the primitives and forming an ESPrim Object. A Notify Request and corresponding Notify Response primitives (called the outer request primitive and outer response primitive) are used to transport the ESPrim Objects containing this encrypted inner request primitive and inner response primitive respectively. 

Communication Mode: The Notify Request and corresponding Notify Response may be communicated using any of the Communication Modes. The selected Communication Mode is indicated in the Notify Request: for details see Step Orig-3.0 in clause 7.2.2.1 and Recv-2.0 in clause 7.2.2.2. The inner request primitive shall not include the Response Type parameter.
Table 7.5.1.2.X-1 describes the process using notification for ESPrim. The Receiver in this description is the Hosting CSE. The procedure for transit CSEs is not affected. 

This description assumes that the Originator and Receiver have established a pairwiseESPrimKey and steps have been performed for establishing a sessionESPrimKey at the Originator (phases A and B in clause 8.4.2 of oneM2M TS-0003 [7]) .

Table 7.5.1.2.x-1: Using notification for End-to-End Security of Primitives (ESPrim)
	Inner primitive Step
	ESPrim process
	Outer primitive step
	Additional detail to clause 7.2.2.1 or 7.2.2.2 or other clauses referenced from there

	Orig-1.0 
	
	
	“Compose of a Request primitive”

The inner request primitive shall not include the Response Type parameter.

	Orig-2.0
	
	
	"Send a Request primitive to the Receiver CSE"

No step corresponding to Orig-2.0 for inner request primitive

	Orig-3.0
	
	
	"Check Response Type". 

Communication mode shall be blockingRequest for inner request primitive

	Orig-4.0
	
	
	“Wait for Response primitive”: no additional details.

	
	Orig Encrypt 
	
	Encrypt inner request primitive as specified in oneM2M TS-0003 [7] to form an ESPrim Object

	
	
	Orig-1.0 
	“Compose of a Request primitive”

Mandatory and optional parameters are described in clause 11.4.2 of TS-0001 [6]. 

To = esprimPoA in e2eSEcInfo of Receiver

Form Notification data = securityInfo with securityInfoType = “5” (ESPrim Object) and esprimObject containing ESPrim Object. 

	
	
	Orig-2.0
	"Send a Request primitive to the Receiver CSE". No additional details

	
	
	Orig-3.0
	"Check Response Type". No additional details

	
	
	Orig-4.0
	Steps for blockingRequest: No additional details

	
	
	Orig-4.1 to Orig-5.3
	Steps for nonBlockingRequestSynch: No additional details

	
	
	Orig-4.1 to Orig-9.1
	Steps for nonBlockingRequestAsynch: No additional details

	
	
	Recv-1.0 to Recv-6.4
	No additional details

	
	
	Recv-6.5
	 “Create/Update/Retrieve/Delete/Notify operation is performed”, with details for “Notify Re-targeting” in clause 7.3.3.9.

1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Object

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	Recv Decrypt 
	
	Decrypt ESPrim Object as specified in oneM2M TS-0003 [7] to form an inner request primitive 

	Recv-1.0
	
	
	"Check the validity of received request primitive": No additional details

	Recv-2.0
	
	
	"Communication method?". Shall be blockingRequest

	Recv-6.0 to 
Recv-6.7
	
	
	"Resource handling procedure": No additional details

	Recv-6.8
	
	
	“Send Response Primitive” 
No step corresponding to Orig-2.0 for inner request primitive

	
	Recv Encrypt
	
	Encrypt inner response primitive as specified in oneM2M TS-0003 [7] to form an ESPrim Object

	
	
	Recv-6.6
	“Announce/De-announce the resource”. Not applicable for Notify

	
	
	Recv-6.6 to Finish
	No additional details

	
	
	Orig-6.0
	“Process Response primitive”

1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Objec

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	Orig Decrypt 
	
	Decrypt ESPrim Object as specified in oneM2M TS-0003 [7] to form an inner response primitive 

	Orig-6.0
	
	
	“Process Response primitive”: No additional details


----------------------- End of change 1 -------------
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