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Introduction
This CR specifies how the End-to-End Security of Primitives (ESPrim) feature uses the NOTIFY to exchange ESPrim objects with a Receiver.
R01: sequence of events is shown with a single table

R02: sequence of steps is shown with 3 tables, one table for each communication mode: blockingRequest, nonBlockingRequestSynch and nonBlockingRequestAsynch. Also separated the columns for each procedure (inner primitive steps, ESData process steps and outer process steps) into a column for Originator steps and a column for Receiver steps.

----------------------- Start of change 1---------------

7.5.1.2.x Notification for End-to-End Security of Primitives (ESPrim)
Introduction. The End-to-End Security of Primitives (ESPrim) provides end-to-end protection of a Request primitive and corresponding Response primitives (called the inner request primitive and inner response primitive) by encrypting the primitives and forming an ESPrim Object. A Notify Request and corresponding Notify Response primitives (called the outer request primitive and outer response primitive) are used to transport the ESPrim Objects containing this encrypted inner request primitive and inner response primitive respectively. 

Communication Mode: The Notify Request and corresponding Notify Response may be communicated using any of the Communication Modes. The selected Communication Mode is indicated in the Notify Request: for details see Step Orig-3.0 in clause 7.2.2.1 and Recv-2.0 in clause 7.2.2.2. The inner request primitive shall not include the Response Type parameter.
Table 7.5.1.2.X-1 describes the process using notification for ESPrim. The Receiver in this description is the Hosting CSE. The procedure for transit CSEs is not affected. 

This description assumes that the Originator and Receiver have established a pairwiseESPrimKey and steps have been performed for establishing a sessionESPrimKey at the Originator (phases A and B in clause 8.4.2 of oneM2M TS-0003 [7]) .

Description: There are three parallel procedures which must be considered at each of the Originator and Receiver when using ESPrim to protect primitives:

· Inner primitive steps: The general procedure for the inner request primitive and corresponding inner response primitive.

· ESPrim processing steps: Encrypting inner primitives to form ESPrim objects, and decrypting ESPrim objects to obtain the inner primitives.

· Outer primitive steps: The general procedure for the outer request primitive and corresponding outer response primitive used to transport the ESPrim objects.

The originator and Receiver must transition from one procedure to another at appropriate steps: a full description needs to show the sequence of steps from the each of three procedures.  Table 7.5.1.2.x-1, 7.5.1.2.x-2  and 7.5.1.2.x-3 show sequence of steps from the each of three procedures, with one table for each of the communication modes: blockingRequest, nonBLockingRequestSynch and nonBlockingRequestAsynch respectively. There is a key at the end of each table which provides abbreviations and explains how table entry background colour is to be interpreted.
Table 7.5.1.2.x-1: Using notification for End-to-End Security of Primitives (ESPrim) with blockingRequest communication mode.
	Inner primitive steps
	ESPrim process steps
	Outer primitive steps
	Name of General Procedure Step
	Additional detail 

	O
	R
	O
	R
	O
	R
	
	

	1.0
	
	
	
	
	
	“Compose of a Request primitive”


	Inner request primitive shall not include Response Type

	2.0
	
	
	
	
	
	"Send a Request primitive to the Receiver CSE"
	Not performed on the inner request primitive.

	3.0
	
	
	
	
	
	"Check Response Type". 
	Communication mode shall be blockingRequest

	4.0
	
	
	
	
	
	“Wait for Response primitive” 
	

	
	
	Enc 
	
	
	
	
	Encrypt inner request primitive to form an ESPrim Object. See TS-0003 [7]

	
	
	
	
	1.0 
	
	“Compose of a Request primitive”

 
	Mandatory and optional parameters are described in clause 11.4.2 of TS-0001 [6]. 

To = Receiver’s <CSEBase> or <AE>

Form Notification data = securityInfo with securityInfoType = “5” (ESPrim Object) and esprimObject containing ESPrim Object.

	
	
	
	
	2.0
	
	"Send a Request primitive to the Receiver CSE". 
	

	
	
	
	
	3.0
	
	"Check Response Type"
	

	
	
	
	
	4.0
	
	“Wait for Response primitive” – waiting…
	

	
	
	
	
	
	1.0
	“Check the validity of received request primitive” 
	

	
	
	
	
	
	2.0
	“Communication method” 
	

	
	
	
	
	
	6.0
	Resource handling procedures
	

	
	
	
	
	
	6.0.1
	“Receiver is Registrar CSE & Originator is AE & operation is create”
	

	
	
	
	
	
	6.1
	“Hosting CSE of the targeted resource?”
	

	
	
	
	
	
	6.2
	“Check existence of the addressed resource”
	

	
	
	
	
	
	6.3
	“Check authorization of the Originator”
	

	
	
	
	
	
	6.4
	“Check validity of resource representation for the given resource type”
	

	
	
	
	
	
	6.5
	 “Create/Update/Retrieve/Delete/Notify operation is performed”
	Details for “Notify Re-targeting” in clause 7.3.3.9.

1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Object

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	
	Dec
	
	
	
	Decrypt ESPrim Object to form inner request primitive. See TS-0003 [7]

	
	1.0
	
	
	
	
	"Check the validity of received request primitive"
	

	
	2.0
	
	
	
	
	"Communication method?" 
	Shall be blockingRequest

	
	6.0
	
	
	
	
	Resource handling procedure
	Blocking mode: Recv-6.01, 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.6.1, 6.7,

	
	6.8
	
	
	
	
	“Send Response Primitive” 
	Not performed on the inner response primitive.

	
	
	
	Enc
	
	
	
	Encrypt inner response primitive to form an ESPrim Object. See TS-0003 [7] 

	
	
	
	
	
	6.6
	“Announce/De-announce the resource”. 
	Not applicable for Notify

	
	
	
	
	
	6.6.1
	“Communication Method?”
	

	
	
	
	
	
	6.7
	“Create a success response”
	

	
	
	
	
	
	6.8
	“Send Response Primitive”
	

	
	
	
	
	6.0
	
	“Process Response primitive”
	1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Objec

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	Dec
	
	
	
	
	Decrypt ESPrim Object to form inner response primitive. See TS-0003 [7]

	6.0
	
	
	
	
	
	“Process Response primitive”
	

	NOTE: Key: O = Originator, R = Receiver, Enc = ESPrim Encryption of a primitive, Dec = ESPrim decryption of a primitive. Grey background indicates that processing has not started or has completed. White background indicates waiting for something to happen. Yellow or green background indicates a step being performed by Originator or Receiver respectively. 


Table 7.5.1.2.x-2: Using notification for End-to-End Security of Primitives (ESPrim) for nonBlockingRequestSynch communication mode
	Inner primitive steps
	ESPrim process steps
	Outer primitive steps
	Name of General Procedure Step
	Additional detail 

	O
	R
	O
	R
	O
	R
	
	

	1.0
	
	
	
	
	
	“Compose of a Request primitive”


	Inner request primitive shall not include Response Type

	2.0
	
	
	
	
	
	"Send a Request primitive to the Receiver CSE"
	Not performed on the inner request primitive.

	3.0
	
	
	
	
	
	"Check Response Type". 


	Communication mode shall be blockingRequest

	4.0
	
	
	
	
	
	“Wait for Response primitive”: 
	

	
	
	Enc 
	
	
	
	
	Encrypt inner request primitive to form an ESPrim Object. See TS-0003 [7]

	
	
	
	
	1.0 
	
	“Compose of a Request primitive”

 
	Mandatory and optional parameters are described in clause 11.4.2 of TS-0001 [6]. 

To = Receiver’s <CSEBase> or <AE>

Form Notification data = securityInfo with securityInfoType = “5” (ESPrim Object) and esprimObject containing ESPrim Object.

	
	
	
	
	2.0
	
	"Send a Request primitive to the Receiver CSE". 
	

	
	
	
	
	3.0
	
	"Check Response Type"
	

	
	
	
	
	4.1
	
	“Wait for Response primitive” – waiting…
	

	
	
	
	
	
	1.0
	“Check the validity of received request primitive” 
	

	
	
	
	
	
	2.0
	“Communication method” 
	

	
	
	
	
	
	3.0
	“Create <request> resource locally” 
	

	
	
	
	
	
	4.0
	“Create a success Response” 
	

	
	
	
	
	
	5.0
	“Send Response primitive”
	

	
	
	
	
	4.1
	
	“Wait for Response primitive” – (ack) received
	

	
	
	
	
	5.0
	
	“Send a Request primitive with op=R”
	These three steps are repeated periodically by the Originator until completion or failure of the operation.

	
	
	
	
	5.1
	
	“Receive a Response primitive from the Hosting CSE”
	

	
	
	
	
	5.2
	
	“Completion of operation by Response Status Code parameter”
	

	
	
	
	
	p
	6.0
	Resource handling procedures
	

	
	
	
	
	p
	6.0.1
	“Receiver is Registrar CSE & Originator is AE & operation is create”
	

	
	
	
	
	p
	6.1
	“Hosting CSE of the targeted resource?”
	

	
	
	
	
	p
	6.2
	“Check existence of the addressed resource”
	

	
	
	
	
	p
	6.3
	“Check authorization of the Originator”
	

	
	
	
	
	p
	6.4
	“Check validity of resource representation for the given resource type”
	

	
	
	
	
	p
	6.5
	 “Create/Update/Retrieve/Delete/Notify operation is performed
	Details for “Notify Re-targeting” in clause 7.3.3.9.

1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Object

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	
	Dec
	p
	
	
	Decrypt ESPrim Object to form inner request primitive. See TS-0003 [7]

	
	1.0
	
	
	p
	
	"Check the validity of received request primitive"
	

	
	2.0
	
	
	p
	
	"Communication method?" 
	Shall be blockingRequest

	
	6.0
	
	
	p
	
	Resource handling procedure: 
	Blocking mode: Recv-6.01, 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.6.1, 6.7,

	
	6.8
	
	
	p
	
	“Send Response Primitive” 
	Not performed on the inner response primitive.

	
	
	
	Enc
	p
	
	
	Encrypt inner response primitive to form an ESPrim Object. See TS-0003 [7] 

	
	
	
	
	p
	6.6
	“Announce/De-announce the resource”. 
	Not applicable for Notify

	
	
	
	
	p
	6.6.1
	“Communication Method?”
	

	
	
	
	
	p
	7.0
	"Update <request> resource"
	

	
	
	
	
	5.0
	
	"Send a Request primitive with op=R"
	

	
	
	
	
	5.1
	
	"Receive a Response primitive from the Hosting CSE"
	

	
	
	
	
	5.2
	
	"Completion of operation by Response Status Code parameter"
	

	
	
	
	
	5.3
	
	"Extract a result from Response primitive of Orig-5.1"
	

	
	
	
	
	6.0
	
	“Process Response primitive”
	1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Objec

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	Dec
	
	
	
	
	Decrypt ESPrim Object to form inner response primitive. See TS-0003 [7]

	6.0
	
	
	
	
	
	“Process Response primitive”

	NOTE: Key: O = Originator, R = Receiver, Enc = ESPrim Encryption of a primitive, Dec = ESPrim decryption of a primitive. The background of table entries in the first 6 rows are interpreted as follows. Grey background indicates that processing has not started or has completed. White background indicates waiting for something to happen, with “p” indicating that the Originator is polling periodically while it is waiting. Yellow or green background indicates a step being performed by Originator or Receiver respectively. Black indicates that the next processing step should happen immediately


Table 7.5.1.2.x-3: Using notification for End-to-End Security of Primitives (ESPrim) for nonBlockingRequestAsynch communication mode
	Inner primitive steps
	ESPrim process steps
	Outer primitive steps
	Name of General Procedure Step
	Additional detail 

	O
	R
	O
	R
	O
	R
	
	

	1.0
	
	
	
	
	
	“Compose of a Request primitive”


	Inner request primitive shall not include Response Type

	2.0
	
	
	
	
	
	"Send a Request primitive to the Receiver CSE"
	Not performed on inner response primitive.

	3.0
	
	
	
	
	
	"Check Response Type". 


	Communication mode shall be blockingRequest

	4.0
	
	
	
	
	
	“Wait for Response primitive”: 
	

	
	
	Enc 
	
	
	
	
	Encrypt inner request primitive to form an ESPrim Object. See TS-0003 [7] 

	
	
	
	
	1.0 
	
	“Compose of a Request primitive”

 
	Mandatory and optional parameters are described in clause 11.4.2 of TS-0001 [6]. 

To = Receiver’s <CSEBase> or <AE>

Form Notification data = securityInfo with securityInfoType = “5” (ESPrim Object) and esprimObject containing ESPrim Object.

	
	
	
	
	2.0
	
	"Send a Request primitive to the Receiver CSE". 
	

	
	
	
	
	3.0
	
	"Check Response Type"
	

	
	
	
	
	4.1
	
	“Wait for Response primitive” – waiting…
	

	
	
	
	
	
	1.0
	“Check the validity of received request primitive” 
	

	
	
	
	
	
	2.0
	“Communication method” 
	

	
	
	
	
	
	3.0
	“Create <request> resource locally” 
	

	
	
	
	
	
	4.0
	“Create a success Response” 
	

	
	
	
	
	
	5.0
	“Send Response primitive”
	

	
	
	
	
	4.1
	
	“Wait for Response primitive” – (ack) received
	

	
	
	
	
	
	6.0
	Resource handling procedures
	

	
	
	
	
	
	6.0.1
	“Receiver is Registrar CSE & Originator is AE & operation is create”
	

	
	
	
	
	
	6.1
	“Hosting CSE of the targeted resource?”
	

	
	
	
	
	
	6.2
	“Check existence of the addressed resource”
	

	
	
	
	
	
	6.3
	“Check authorization of the Originator”
	

	
	
	
	
	
	6.4
	“Check validity of resource representation for the given resource type”
	

	
	
	
	
	
	6.5
	 “Create/Update/Retrieve/Delete/Notify operation is performed”
	Details for “Notify Re-targeting” in clause 7.3.3.9.

1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Object

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	
	Dec
	
	
	
	Decrypt ESPrim Object to form inner request primitive. See TS-0003 [7] 

	
	1.0
	
	
	
	
	"Check the validity of received request primitive"
	

	
	2.0
	
	
	
	
	"Communication method?" 
	Shall be blockingRequest

	
	6.0
	
	
	
	
	Resource handling procedure: 
	BlockingRequest mode: Recv-6.01, 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.6.1, 6.7,

	
	6.8
	
	
	
	
	“Send Response Primitive” 
	Not performed on inner response primitive.

	
	
	
	Enc
	
	
	
	Encrypt inner response primitive to form an ESPrim Object. See TS-0003 [7]

	
	
	
	
	
	6.6
	“Announce/De-announce the resource”. 
	Not applicable for Notify

	
	
	
	
	
	6.6.1
	“Communication Method?”
	

	
	
	
	
	
	7.0
	"Update <request> resource"
	

	
	
	
	
	
	8.0
	"Send Notification"
	

	
	
	
	
	
	9.0 
	"Wait for a Response primitive" - wait
	

	
	
	
	
	7.0
	
	"Receive a Request primitive with op=N"
	

	
	
	
	
	8.0
	
	"Create a Response primitive with op=N"
	

	
	
	
	
	9.0
	
	"Send a Response primitive with op=N"
	

	
	
	
	
	
	9.0
	“Wait for Response primitive” – (ack) received
	

	
	
	
	
	9.1
	
	"Extract Response primitive of Orig-2.0 from Orig-7.0":
	

	
	
	
	
	6.0
	
	“Process Response primitive”
	1. Extract the securityInfo element from the notification data
2. Parse notification data examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESPrim Object) that the securityInfo includes an ESPrim Objec

3. Extract ESPrim Object from esprimObject element of securityInfo

	
	
	Dec
	
	
	
	
	Decrypt ESPrim Object to form inner response primitive. See TS-0003 [7]

	6.0
	
	
	
	
	
	“Process Response primitive”
	

	NOTE: Key: O = Originator, R = Receiver, Enc = ESPrim Encryption of a primitive, Dec = ESPrim decryption of a primitive. Grey background indicates that processing has not started or has completed. White background indicates waiting for something to happen. Yellow or green background indicates a step being performed by Originator or Receiver respectively. Black indicates that the next processing step should happen immediately


----------------------- End of change 1 -------------
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